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Revision history

Version Date Summary of changes

1.0 6 February 2015 As submitted to the AER as part of the information request AER Ergon 031
(4) for additional information on risk profiles

2.0 3 July 2015 Revisions have been made to:

e All position titles in the document to reflect position titles present
organisation structure.

e Table B6 (Reliability Consequence Table) to reflect present network
security criteria.
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1. PURPOSE AND SCOPE

The objective of the Network Risk Assessment Guideline is to expand upon the Standard for
Network Risk Assessment to achieve consistent risk based assessments of the Ergon Energy
Network by seeking to:

e explain the process of conducting a Network Risk based assessment, before and after
Program of Works projects and programs; and

e ensure consistency of application of the network risk assessment process.

This is to support the overarching principles of effective Risk Management whereby it:

e facilitates continual improvement by being systematic, dynamic and responsive to change;

e explicitly addresses uncertainty;

e ensures significant risks are understood, managed and monitored via a corporate risk profile;
e enables prioritisation of risks on an organisational basis rather than business unit basis;

e enables better asset management and maintenance by more effective allocation and use of
resources;

e provides a rigorous basis for decision making leading to pro-active rather than re-active
decisions;

o fosters legal and regulatory compliance;
e minimises potential for litigation; and
e protects people’s safety.

These guidelines apply to all Network Risk Assessments for projects and programs that are to be
considered for inclusion into Ergon Energy’s Capital Program.

2. DEFINITIONS, ABBREVIATIONS AND ACRONYMS

10 POE 10% Probability of Exceedance — The peak load forecast with 10%
probability of being exceeded (every 1 in 10 years will be exceeded). Based
on normal expected growth rates & weather corrected starting loads.

50 POE 50% Probability of Exceedance — The peak load forecast with 50%
probability of being exceeded (every 1 in 2 years will be exceeded). Based
on normal expected growth rates & weather corrected starting loads.

ALARP An acronym for “As Low As Reasonably Practicable”, an established
principle in risk management (HB 4360:2004).

CAPEX Capital Expenditure.

Consequence The outcome or impact of an event or scenario affecting objectives.

ECC Emergency Cyclic Capacity.

eSAFE eSafe is a system Ergon Energy has implemented to record, manage, track
and report on all safety and environmental risks and hazards.

Event The occurrence or change of a particular set of circumstances.

Inherent Risk The initial risk or risk level before any risk treatments or controls are put in
place, including operational solutions.

Likelihood The chance of something happening.

NCC Normal Cyclic Capacity.

Check this is the latest Process Zone version before use. Page 1 of 30 Reference NAOO0403R443 Ver 1
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OPEX
PoWw
Residual Risk

Risk

Risk Assessment

Risk Management

Risk Treatment

Scenario

SME
Target Risk

WH&S

Operating Expenditure (includes inspections, maintenance, monitoring).
Program of Works.

Risk level calculated after application of all current operational risk
treatments or controls (i.e. load shifts for a reliability scenario).

The effect of uncertainty on objectives. Expressed in terms of a combination
of the consequences of an event and the associated likelihood of
occurrence.

A component of the risk management process, encompassing risk
identification, risk analysis, and risk evaluation.

The coordinated activities to direct and control an organisation with regard to
risk.

Process of selection and implementation of measures to manage the risk
with the aim to reduce the consequence and/or likelihood of the particular
scenario eventuating.

A sequence of events and circumstances which are needed to lead to a
chosen consequence.

Subject Matter Expert.

Risk level calculated after application of additional or future risk controls or
treatments (i.e. a project which upon completion reduces the level of risk).

Workplace Health and Safety.

3. REFERENCES
STMMO002 Standard for Network Risk Assessment (Standard)

AS/NZS ISO 31000:2009 Risk Management - Principles and guidelines (Australian Standard)
Network Risk Analysis Tool

Saving Network Risk Assessment Using Ellipse Document Register

4. NETWORK RISK ASSESSMENT
4.1. When Required

A Network Risk Assessment shall be undertaken with respect to the criteria of Network
Health & Safety, Environment, Reliability and Capacity when:

(&) Thereis a Risk / Limitation / Constraint in the Ergon Energy Distribution Network; and

(b) A Works Program or Project is proposed; and

(c) The strategic monetary value of the proposed Program or Project is $1,000,000 or
greater.

In addition, a Network Risk Assessment shall be undertaken for:

(a) All Projects, regardless of monetary value that are included in and require a variation to
the current Annual Plan and any subsequent year when advised as part of the capital
plan and budgeting process.

(b)  All Projects that require variation approval from the Network Investment Review
Committee (NIRC) if a Network Risk Assessment has not previously been supplied.

Refer to the Asset Governance - Program of Work Governance Group for current possible

exclusions.

Check this is the latest Process Zone version before use.
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If a new Project proposal requires a Network Risk Assessment based on the above criteria,
the Project Instigator shall do the initial assessment and create a Project Placeholder via a
Works Request.

Immediately prior to the development of each years Capital Works Annual Plan into which
this proposed Project will be considered, a review of the Project Instigator's Network Risk
Assessment shall be undertaken by a Risk Assessment Team consisting of 4 to 6 staff from
different work groups within the Network Optimisation stream.

Figure 1 expands on the process from network project instigation through to the preparations
required for a project to be considered for inclusion into the Capital Works Annual Plan.

Check this is the latest Process Zone version before use. Page 3 of 30 Reference NAOO0403R443 Ver 1
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At Project Instigation

Options Analysis
(By Project Instigator)

Identify best option to mitigate the
identified constraint

Complete Risk Data Sheet
(By Project Instigator)

Use the Network Risk Analysis Tool
Identify Risk Driver/s
Identify Risk Factors (Condition
assessment, previous history)
Preferred Option
Strategic Estimate
Other Options Considered
Other Network Controls in Place
(Contingency etc.)

Conduct Risk Assessment
(By Project Instigator)

Use the Network Risk Analysis Tool
Determine Inherent Risk Rating
Determine Residual Risk Rating

Determine Target Risk Rating

Confirm Preferred Option (Based on risk
assessment)

Project Placeholder in Investment

Tool (A7)
(By Project Instigator)

Create Work Request
Attach Strategic Estimate
Attach Network Risk Analysis
Assign to Relevant Asset Manager

Capital Plan Development

Proposed Project & Scope
(By Project Instigator)

Creation depending on project timeline
Document circulated to relevant
Stakeholders for input
Changes made as required
Opportunity for missed options to be
identified
Other associated work also identified

Confirm Risk Data Sheet
(By Concept Manager)

Use Network Risk Analysis attached to
Work Request
Confirm Risk Driver/s
Confirm Risk Factors (Condition
assessment, previous history)
Confirm Preferred Option
Confirm Strategic Estimate
Confirm Other Options Considered
Confirm Other Network Controls in Place
(Contingency etc.)

Review Risk Assessment

Reviewed by Risk Assessment Team
and Asset Governance Team
Re-attach to Work Request

Recommended Works Report
(By Project Instigator)

Provides background on project drivers,
options considered and reasons for
preferred option

Figure 1 — Network Optimisation Project Instigation and preparation for Capital Plan inclusion

Check this is the latest Process Zone version before use.
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4.2. What must be Produced

Each risk scenario based on a specific risk driver / area of concern or interest based on
identified risk factors within the Network Health & Safety, Environment, Reliability and
Capacity criteria is to be documented with the following information:

e Scenario of concern including the chosen consequence of interest or concern;

¢ Risk Data Sheet including risk drivers, risk factors, strategic estimate, other controls in
place etc.;

e Assessed likelihood; and

o Risk level calculations and details regarding any new or changed risk treatment
measures.

4.3. Data Retention

Risk assessments completed using the Network Risk Analysis Tool and strategic estimate
shall be retained and saved with the relevant projects Ellipse Work Request (refer to
document Saving Network Risk Assessment Using Ellipse Document Register) and, on
completion, notification sent to the Asset Governance - Program of Work Governance Group
for review.

For each proposed network project that has a network risk assessment attached, the
associated highest residual risk rating score assessed and the year of risk shall be recorded
in the A7 database by the Asset Governance - Program of Work Governance Group.

Contents from the Summary sheet of the Network Risk Analysis Tool for all network
assessments shall be exported and saved in a common data folder by the Asset Governance
- Program of Work Governance Group to allow for the collation and reporting of all Project
data.

4.4, What must be Achieved

A network risk assessment outcome/s for the Network Health & Safety, Environment,
Reliability and Capacity scenario/s under consideration that can be understood or able to be
repeated by others.

4.5. Risk Analysis
45.1  Analyse Risks
Refer to Standard for Network Risk Assessment, Section 4.4.

A semi-quantitative risk assessment is required for identified Network Health & Safety,
Environment, Reliability, or Capacity scenarios to determine the risk level (For
examples see Appendix A — Scenario Mapping).

Semi Quantitative Risk = Consequence x Likelihood.

Qualitative risk assessments may be used, if required, to rank multiple scenarios to
ensure additional time and effort is spent on more detailed risk assessments to
manage risks of higher importance.

A full Quantitative Risk Assessment (QRA) is possible only if the level of detailed data
required is available to calculate the probability of a consequence.

The three risk levels to be considered are the Inherent Risk, Residual Risk and Target
Risk.

45.2  Choosing Consequence
Refer to Standard for Network Risk Assessment, Section 4.3.

Check this is the latest Process Zone version before use. Page 5 of 30 Reference NAOO0403R443 Ver 1
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Risk ldentification begins by determining a specific risk driver / area of concern or
interest based on identified risk factors.

This risk driver / area of concern is the basis for developing a chosen risk scenario that
has an agreed consequence at the inherent/ residual risk level.

Using the appropriate Consequence Table (See Appendix B — Network Consequence
& Likelihood Tables), consider each of the dimensions for the consequence chosen
and determine a numerical score for each. The numerical score (1 to 6) associated with
the highest dimension is then identified and that score will be used in subsequent
analysis as the consequence (C) score i.e. the highest C score from any relevant
dimension column is chosen.

45.3  Assessing Likelihood
Refer to Standard for Network Risk Assessment, Section 4.4.6.

When estimating the Likelihood, remember it needs to be the likelihood of the WHOLE
scenario (all events) including the end consequence occurring.

Important considerations when determining the likelihood using tables (See Appendix B
— Network Consequence & Likelihood Tables) for semi-quantitative risk analysis:

¢ The column with the most appropriate guidance words that best applies to the
scenario under consideration is chosen, and the likelihood (L) score determined
from this.

o Different columns of the tables will be useful and relevant to each different
identified or described risk scenarios, as the nature of the risk question or scenario
could be generic or specific in nature i.e. all transformers of a particular size, or
this specific transformer in this specific location.

e The Past History or past frequency of events may influence, but should not solely
determine the estimation of the likelihood or frequency of future events being
considered. Risk factors or circumstances may be changed with respect to the
past.

To address a number of commonly asked questions about estimating the likelihood of
certain scenarios, there are some rules or assumptions presented below.

The risk assessment is:

(@) Assessing any or all of the following - Vegetation caused outages, weather
events (including storms), plant or systems failure, external party damage to
network.

e.g. Risk factors may include:

¢ Whether transformer has external bushings or cable box, age or
condition of transformer.

e Whether feeder is overhead or underground, condition of the feeder, the
type of Construction / Installation, etc.

e Security of supply scenarios, which must include and detail the plant
outage events.

(b) Not assessing the likelihood of 50% POE forecast loads actually eventuating.

Current planning practice does not consider the chance or probability of the load
forecast (50% POE) actually eventuating for any given year. The same principle
applies in performing the network reliability risk assessment, which is not
intended to assess the likelihood of the forecast loads actually eventuating on the
network.

Check this is the latest Process Zone version before use. Page 6 of 30 Reference NAOO0403R443 Ver 1
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(c) Not assessing the likelihood of plant and resources availability.

Once likelihood has been determined, use the Risk Assessment Consequence
and Likelihood Matrix (Figure 2) for semi-quantitative risks to determine the risk

score.

Semi-Quantitative Risk = Consequence x Likelihood = C x L.

Rizk Analysi
Consequence

R=Cxl 1 2 3 | 4 5 6
6 | 6 |12 | 18 | 24 | 30 | 36
S| 6|5 | 10|15 ]2 |25 |30
24|48 12|16 2|24
E 3|3 |6 |9 |12]|1 | 18
Sl 22| 4|6 |8 |10]12
1 |12 3| 4]5]°¢s

Figure 2 - Risk Assessment Consequence and Likelihood Matrix

After each risk analysis, assess which risk factors have the greatest effect on the risk
score estimate i.e. to which factors is the risk level most sensitive. Usually some
assumptions regarding risk factors are made and need to be tested by seeing how
much a small change in each factor can influence the final risk level or score.

By detecting the sensitive risk factors, a better understanding of the certainty and
confidence of the risk score can be made. This analysis will also reveal which risk
factors will have the highest priority for new risk controls to reduce the risk level the

most.
454 Risk Evaluation

Refer to Standard for Network Risk Assessment, Section 4.5.

The use of the risk score, previously determined, together with the Risk Tolerability
scale (Figure 3) for Health & Safety, Environment, Reliability, and Capacity risks
provides the ability to evaluate the considered risk, determine if it resides in the
intolerable or tolerable range, and if further action is required or may be justified to
control or further mitigate the risk.

5. RISK TOLERABILITY
5.1. Network Risk Tolerability

The Risk Tolerability scale (Figure 3) that Ergon Energy has adopted for evaluation of semi-

quantitative risk scores relies upon the following key risk principles:

(a) Exposure to risks identified as intolerable must cease immediately, and the risk clearly

communicated to the business.

(b) For risks identified as intolerable for which exposure is still required and necessary,
there is no limit to the resources and effort required to bring it into the tolerable range.
There may need to be interim measures put in place to lower the risk while desired

works are implemented.

(c) Thereis no such thing as “negligible” or “zero” risk, and hence all risks identified should
be managed (for very low risks this could be a simple as a periodic review).

Check this is the latest Process Zone version before use.
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(d) Forrisks in the tolerable range, the aim is to reduce all network risks to As Low As
Reasonably Practicable (The ALARP principle, as represented by the ALARP range in

the risk tolerability scale).

(e) Risk may remain in the ALARP range if it is shown further risk reduction is
impracticable or requires action grossly disproportionate in time, trouble and effort to

the reduction in risk achieved.

(H  There is no barrier to allowing a particular risk to rise within the ALARP tolerable range,
provided it is demonstrated that is the best outcome for the business, is supported by
detailed risk assessments, and has the appropriate level of approval.

The periodic review frequency needs to be calculated and set according to foreseeable
frequency of changes of significant risk factors. These frequencies must be recorded and
flagged in the appropriate Risk Register.

RISK TOLERABILITY CRITERIA, ACTION & APPROVAL REQUIREMENTS

RISK SCORE

RISK LEVEL

RISK TOLERABILITY CRITERIA & ACTION REQUIREMENTS

POSITION

METHOD

DETAILS

Each project to be supported by the Project Data
Quarterly Sheet, Network Risk Assessment and a one page
Report executive summary (Provided by RAM)
Ver EGM Network
25 29 e i + EMT report to be provided at discretion of EGM
H|gh Opt|m|sat|on One Page report to be provided at discretion of B
. Summaries Corporate risk register to be updated.
:2 Periodic Review Required.
Q
T®
o O
c = Each project to be supported by the Project Data
o
g © Network ngarte:tly Sheet and Network Risk Assessment.
i € o o ieati €epo
<) 18 24 Hig h o o> Optlmlsatlon 4 RAM ensures project details available for review by
g’ x g) % Team Project Details the accountable NOMT manager.
©
§ 5 ; S Periodic Review Required.
<2 0
@ <8
{9 £ g
[ ~x @©
2]_) 11 17 Moderate 2 =z Each project to be supported by the Project Data
= x o Quarterly Sheet and Network Risk Assessment.
4] Regional Report
ol :‘5 Ag t E Project instigator assigns WR to RAM which
SS€ includes Project Data Sheet and Network Risk
Manager Works Assessment.
Request
6 10 Low q Periodic Review Required.
Ver .
1 5 LOV\)/, No Approval Required

Figure 3 — A Risk Tolerability scale for evaluating Semi-Quantitative risk scores

6. ESCALATION AND REPORTING

6.1. Network Risk Reporting

Regular risk reporting to the appropriate level of management for consideration and approval
shall be based on the risk score and the associated action requirements detailed in the Risk
Tolerability scale (Figure 3). e.g. Network risks assessed in the Intolerable and Very High

level range together with the risk event / driver and relevant project control / investment shall

Check this is the latest Process Zone version before use.
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be included in a quarterly report to the EGM Network Optimisation instigated by GM Asset
Governance via the appropriate reporting channel.

Check this is the latest Process Zone version before use. Page 9 of 30 Reference NAOO0403R443 Ver 1
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INTOLERABLE RISK DETAIL REPORT

Investment ID

Investment Description

Year Of Risk
Risk Category

Assessment Results
Main Risk Driver

Scenario Reviewed

Risk Factors Considered

Reqgulator Condition
11k Switchboard Candition

Residual Risk Score
Target Risk Score

RA Comments

RAM Comments

CPhMMOT466 Region Central Estimate BE298 544
Gladstone South 11k Sub - Augrment 11k Substation

2010411 PlA D ate Jul-10 CPC Date har-12
Capacity

Exceed Line capacity

1/ Run Bus open for fault level issue.

2/ 3fdrs on Reqg?2, approx 1204 of load on reg 2, which is
MCFE or T1hYA. Cables are rated at 10MWA

Transformers are 38yrs ald. Qil samples show no signs of

Aged Asset. 1964 vintage.

Consequence  Likelihood Risk Score
B B o6
B 1 B

With replacement of plant the likelihood of failure is reduced

This area would be for the RAM to make comment to advise
hiow risk is to be managed

Figure 4 - One page summary report for the Intolerable and Very High risk level range

Check this is the latest Process Zone version before use.
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7. PERFORM RISK ASSESSMENT
7.1. Network Risk Analysis Tool

Completion of Network Risk Assessments is achieved by utilising the Network Risk Analysis
Tool located via the Ergon Energy Asset Governance Project Risk intranet pages.

The Network Risk Analysis Tool has the capability to capture:
¢ Relevant network data via a ‘Data Entry Sheet’
e Attach supporting documentation / photographs

e History details of previous assessments and reviews undertaken for a particular Network
Project

e Scenario building for identified risk drivers in the categories of Safety, Environment,
Reliability and Capacity

¢ Inherent, Residual and Target Risk evaluations for each scenario
e A summary of the scenarios highest risk scores and any suggested actions.
7.2. The Network Risk Assessment Method

The network risk assessment method using the Network Risk Analysis Tool is outlined in
Figure 5 on the following page.

Check this is the latest Process Zone version before use. Page 11 of 30 Reference NAOOO403R443 Ver 1
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L 4

2. Obtain copy of
latest Risk
Assessment form

k4

3. Complete data
entry sheet

k4

4. Attach supporting

Metwork Risk
Assessment

1.

l

Assessment

previously been

conducted?

Has a Risk

Yes

|

6. Locate and open
previous file

h 4

7. Update data
entry sheet

k4

8. Attach supporting

documents documents
v h 4
5. Conduct 9. Arrange risk
individual risk assessment meeting
assessment

L 4

10. Conduct
meeting

1. Save risk
assessment

_~

L J

Figure 5 - The Network Risk Assessment Method

The following steps refer to Figure 5 for the Network Risk Assessment Method and are
completed by the Risk Assessor using the Network Risk Analysis Tool.

1. Has a risk assessment previously been conducted?
If unsure contact Manager Program Reporting and Risk for advice.
If No, go to ‘2 Obtain copy of latest risk assessment form’.
If Yes, go to ‘6 Locate and open previous file’.

2. Obtain copy of latest risk assessment form.

Refer to a document titled "Network Risk Analysis Tool" on the Asset Governance
Project Risk intranet site.

Check this is the latest Process Zone version before use. Page 12 of 30 Reference NAOOO403R443 Ver 1
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3. Complete Data Entry Sheet.

Open Data Entry Sheet and edit data. Complete as much as possible even if
outside area of expertise.

It is important to provide as much data as possible to ensure anybody reviewing the
risk assessment is aware of all pertinent information.

Data is only needed in the yellow boxes.

Alt & Enter buttons will enable the cursor to move to the next line.

If text is too big for the size of the cell, adjust row/s height to desired size.

To create extra rows, copy rows needed and insert copied rows on next line.

Substation classification can be checked by pressing green check class text.
4. Attach supporting documents.

On Attachments sheet, select relevant data to attach in Column A. These fields can
be altered to reflect attachments. Keep cursor on data name to be imported (e.g.
name in Column A) and press Import Document button.

To delete object, click once and delete.

To print object, double click to open and print

To change heading select desired cell and overwrite.
5. Conduct Individual Risk Assessment.

On Summary sheet indicate the type of risk assessment being conducted by
selecting one of the (green) choices. e.g. Initiator Review. Check data in blue cells
and change if incorrect.

All green fields operate as a push button.

Enter your name where indicated and add notes (if any. e.g. any assumptions to be
used in assessment).

Add or edit data on Data Entry Sheet during assessment to ensure all data used in
the risk assessment will be available during the review process.

On the Safety and Environment sheets, if any Safety and/or Environment issues
were raised in the Data Entry Sheet a prompt to explore further will be displayed. If
not relevant please make comment on Data Entry Sheet after issue (do not delete
issue).

Complete the risk assessment by working through each of the 4 category tabs
(Safety, Environment, Reliability and Capacity)

To operate a category tab, if there is a relevant scenario for the project, click on the
Yes check box to add a scenario to be assessed. Add any additional notes and
indicate what the risk driver is. If the risk driver isn't available in the drop down box
place it in the additional notes section.

The risk identified needs to be assessed with regards to the Inherent Risk Rating
(no existing operational control measures included), Residual Risk Rating (existing
operational control measures included) and Target Risk Rating (with additional new
controls or proposed project completed and implemented).

If another risk driver is identified, another scenario can be developed by pressing
the green Yes button. The next scenario will open up and the procedure can be
repeated.

The highest scoring scenario is used on the Summary sheet.

Check this is the latest Process Zone version before use. Page 13 of 30 Reference NAOOO403R443 Ver 1
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Ensure that the Year of Risk has been selected from the dropdown box under the
results.

Once complete return to Summary Sheet and review results.

Answer any questions that may be indicated and provide feedback in suggested
actions field. (e.g., scope to be increased/decreased due to ...., project needs
acceleration/deferring, etc.).

Once risk assessment has been completed press the Complete button.
The next action is: Go to ‘11 Save Risk Assessment’.
6. Locate and open previous file.
Open Ellipse, locate Works Request and extract copy of previous risk assessment.

If unsure how to do this, refer to a document titled "Saving Network Risk
Assessment Using Ellipse Document Register” on the Asset Governance Project
Risk intranet site.

7. Update Data Entry Sheet.

Open previous risk assessment and review Data Entry Sheet and edit data (ie add,
delete or amend data to reflect latest information available).

It is important to provide as much data as possible to ensure anybody reviewing the
risk assessment is aware of all pertinent information.

Data is only needed in the yellow boxes.

Alt & Enter buttons will enable the cursor to move to the next line.

If text is too big for the size of the cell, adjust row/s height to desired size.

To create extra rows, copy rows needed and insert copied rows on next line.

Substation classification can be checked by pressing green Check Class button.
8. Attach supporting documents.

On Attachments sheet, select relevant data to attach in Column A. These fields can
be altered to reflect attachments. Keep cursor on data name to be imported (e.g.
name in Column A) and press Import Document button.

To delete object, click once and delete.

To print object, double click to open and print.

To change heading select desired cell and overwrite.
9. Arrange Risk Assessment meeting.

Arrange a risk assessment and circulate document to allow participants to become
familiar with issues and to provide any additional data.

10. Conduct meeting.

On Summary sheet indicate the type of risk assessment being conducted by
selecting one of the (green) choices. e.g. Team Review. Check data in blue cells
and change if incorrect.

All green fields operate as a push button.

Enter participants names where indicated and add notes (if any. e.g. any
assumptions to be used in assessment)

Add or edit data on Data Entry Sheet during assessment to ensure all data used in
risk assessment will be available during the review process.

Check this is the latest Process Zone version before use. Page 14 of 30 Reference NAOOO403R443 Ver 1
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On the Safety and Environment sheets, if any Safety and/or Environment issues
were raised in the Data Entry Sheet a prompt to explore further will be displayed. If
not relevant please make comment on Data Entry Sheet after issue (do not delete
issue).

Complete the risk assessment by working through each of the 4 category tabs
(Safety, Environment, Reliability and Capacity).

Review previous risk assessment from Risk Assessment History sheet to ensure
any previous scenarios are reviewed. To review previous risk assessments, press
the Unhide Review button and enter the Review Number that you wish to see. Press
the Hide Review button and the Review Number you wish to hide to restore to
previous view. If needed add additional scenarios to the risk assessment category
sheets to complete review of previous scenario. Do not overwrite any historical data.

To operate a category tab, if there is a relevant scenario for the project, click on the
Yes check box to add a scenario to be assessed. Add any additional notes and
indicate what the risk driver is. If the risk driver isn't available in the drop down box
place it in the additional notes section.

The risk identified needs to be assessed / reviewed with regards to the Inherent
Risk Rating (no existing operational control measures included), Residual Risk
Rating (existing operational control measures included) and Target Risk Rating
(with additional new controls or proposed project completed and implemented).

If another risk driver is identified, another scenario can be developed by pressing
the green Yes button. The next scenario will open up and the procedure can be
repeated.

The highest scoring scenario is used on the Summary sheet.

Ensure that the Year of Risk has been selected from the dropdown box under the
results.

Once complete return to Summary sheet and review results.

Answer any questions that may be indicated and provide feedback in suggested
actions field. (e.g., scope to be increased/decreased due to ...., project needs
acceleration/deferring, etc).

Once risk assessment has been completed press the Complete button.
11. Save Risk Assessment.

Save document to Ellipse Work Request and, on completion, notification sent to the
Asset Governance - Program of Work Governance Group for review.

If unsure how to do this, refer to a document titled "Saving Network Risk
Assessment Using Ellipse Document Register" on the Asset Governance Project
Risk intranet site.

Check this is the latest Process Zone version before use. Page 15 of 30 Reference NAOOO403R443 Ver 1
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Appendix A - Scenario Mapping

A.l1 Example Risk Assessment for Safety Scenario

Risk Driver:

Example Risk Assessment for Safety Scenario

Injury to staff attending faulted distribution line

Inherent Risk

Line fault during

Steep inclines,

Y

wet season

Slippery access
track condition

YWechicle roll over

on way to fault
site

{excludes all current operational risk treatments ar contrals)

Risk Factors
Age aof line (=45yrs)

1

2 Access tracks not maintained

3 Line in World heritage rainforest
4 Difficult access during wet season
5
]

Cngoing outages due to falling bark and branches

multiple staff

_| Serious injury to

Risk Assessment
(from Safety Tahles)
Consequence

Likelihood

Highest Risk [T x L)
Risk Tolerability
Risk Score of 16

-4
-4

= 4x4=16

= Moderate Risk

Residual Risk

{includes all current operational risk treatments or
contrals)

1
2
3
4
]
]

Line fault during
wet season

Steep inclines,

h i

Slippery access
track condition

“echicle roll over

on way to fault
site

h 4

Control: Maintain access track

_| Serious injury to

Risk Factors
Ane of line (>48yrs)

Line in World heritage rainforest
Difficult access during wet season
Ongoing outages due to falling bark and branches

multiple staff

Risk Assessment
(from Safety Tahles)

Consequence
Likelihood

Highest Risk (C x L)
Risk Tolerability
Risk Score of 12

-4
-3

= 4x3=12

= Moderate Risk

1
2
3
4
]
]
7

Target Risk

[rigk level after normal operation and risk controls
applied. ie PPE in use and Project complete)

Line fault during
wet season

Staff working

.
>

close to roadway

. Staff hit by

Project: Re-location of line out of Wet tropics and along roadway

maving vehicle

Risk Factors

Line built heside roachway
Staff having to work nearfon roadway

Single Serious
injury

Risk Assessment
(from Safety Tahles)

Consequence
Likelihood

Highest Risk (C x L)
Risk Tolerability
Risk Score of B

= dxZ2=86

= LowRisk

Check this is the latest Process Zone version before use.
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A.2 Example Risk Assessment for Environment Scenario

Risk Driver:

Example Risk Assessment for Environment Scenario
Ol =pill resulting from Transformer explosion due to fault

Inherent Risk

(excludes all current operational risk treatments or contrals)

Fa I kR N e e

Internal failure of a 20
MWA transformer due
to load shift from
faulted ling

Explosion vent
operates and
discharges oil

oil spillage onto
ground in
substation

¥
¥

~100L ail contained on site cost to

Risk Factors

Tapchanger of paired TF recently failed {during maintenance)

LTEC rating is 20 5MWVA

Load growth forecast at B B%(presently 19 8MVA)

TF 34yrs old (poor condition)

No existing oil containment facility

Feeder ended TF with newest TF on the worst performing line

¥

and cleaned up using
internal resources

clean up
~$100k

Risk Assessment
(from Environment Tables)
Consequence - 4
Likelihood - 3
Highest Risk (Cx L) = 4xd=12
Risk Tolerability

Risk Scoreof 12 = Moderate Risk

Residual Risk

{includes all current operational risk treatments or contrals)

Control: Routine maintenance

1
2
3
4
)
B
7

WD R A Explosion vent oil spillage onto ~100L oil contained on site cost to
hWA transformer due » . - ) »
. operates and ground in and cleaned up using ¥ clean up
to load shift from . . . )
B discharges oil substation internal resources ~$100k
faulted line
Risk Factors Risk Assessment
1 Tapchanger of paired TF recently failed (during maintenance) (from Environment Tables)
2 LTEC rating is 20.8MVA Consequence - 4
3 Load growth forecast at 6.6% Likelihood - 3
4 TF 3dyrs old
5 No existing oil containment facility Highest Risk (Cx L) = 4x3=12
f Feeder ended TF with newest TF on the worst performing line Risk Tolerability
7 Risk Scareof 12 = Mederate Risk
Target Risk (risk level after normal operation and risk controls applied. ie  Project: Augment TF to match newer 2504 TF with bunding

PPE in use and Project complete)

Explosion vent
» operates and >

oil spillage into oil
containment

Internal failure of a 25

~100L oil contained on

WA transformer

discharges oil facility

Risk Factors

New TF in good condition
Feeder ended TF

# site and cleaned up
using internal resources

Risk Assessment
(from Environment Tables)

Consequence - 2
Likelihood - 2
HighestRisk (C=x L) = Ixwid=4
Risk Tolerability
Risk Scare of 4 = VeryLow Risk

Check this is the latest Process Zone version before use.
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A.3 Example Risk Assessment for Reliability Scenario

Example Risk Assessment for Reliability Scenario

Risk Driver:

Loss of supply due to sub-transmission line fault

Inherent Risk

(excludes all current operational risk treatrments or controls)

Cutage at
supplied zane
substation

¥

33k Line Fault >

10MVA Load at Risk
(~2000 customers)

Risk Factors

Risk Assessment

1 Insulator replacement has reduced outages (from Relizhility Tables)
2 Community outrage already expressed in local media Consequence - 5
3 Lineis 33yrs old and in good condition Likelihood - 3
4 Custormer base - Z5-Res
5 Single 33kV line supplied substation Highest Risk (CxL) = ax3=18
g Risk Tolerability
7 Risk Scoreof 12 = Moderate Risk
Residual Risk {includes all current operational risk treatments or Control: Load transfer and generation availability implemented
contrals)
Outage at Transfer 2WWA via dist
33kY Line Fault L suppliegl zone B network, TMVAvia [ ™ THVA !_oa(l at
substation generation Risk

Risk Factors

Risk Assessment

1 2MVA load transfer via Dist network (from Reliability Tahles)

2 1.2MVA of mohile generation available Consequence - 4

3 Insulatar replacement has reduced outages Likelihood - 3

4 Community outrage already expressed in local media

5 Lineis 33yrs old and in good condition Highest Risk (CxL) = 4x%3=12

B  Customer hase - 75-Res Risk Tolerability

7 Single 33KV line supplied suhstation Risk Score of 12 = Meoderate Risk
Target Risk {risk level after normal operation and risk contrals Project:Install a DCCP BBkY feeder energised at 33k

applied. ie PPE in use and Project complete)
) | 2nd line able to . No Outage
33k Line Faul il supply load Zero Load aJt Risk

Risk Factors

2MWA load transfer via Dist network

1.2MWA of mabile generation available

Community outrage already expressed in local media
Customer base - Z5-Res

Dual circuit suppling load

Strategic plan to phase out 32Ky and replace with BEKY

s I R O T I O T

Risk Assessment
(from Reliability Tahles)

Consequence - 2
Likelihood - 2
Highest Risk (Cx L) = Ix2=4

Risk Tolerability

Risk Score of 4 = VeryLow Risk

Check this is the latest Process Zone version before use.
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A.4 Example Risk Assessment for Capacity Scenario

Example Risk Assessment for Capacity Scenario

Risk Driver: Exceeding feeder capacity

1

Inherent Risk

{excludes all current operational risk treatments or controls)

3 Dist fdrs = 110% utilization far up to Bhrs on
weekdays

Y

Surnmer peak day

UG exit cable

Y

constrained

Risk Factors

Reduced line clearances

Risk Assessment
(from Capacity Tahles)

1

2 Large commercialfindustrial customer base, expected strong Consequence - G
complaints from prolonged outage Likelihood - 4

3 Load growth of 3.5%

4 NCC of substation exceeded within yrs Highest Risk (Cx L) = Bxd4 =724

2 Meshed network, but already constrained Risk Tolerability

g  Feeder reliability rating is green for all feeders Risk Scoreof 24 = High Risk

7  Load exceeding plant rating

Residual Risk fincludes all current operational risk treatments or Contrel: Peak lopping generators installed

controls)

3 Dist fdrg = 90% utilization for up ta Bhrs on
weekdays

¥

Surnmer peak day

UG exit cable

¥

constrained

Risk Factors

Reduced line clearances

Risk Assessment
(from Capacity Tahles)

1
2

[ T R =N T

2 Large commercialfindustrial customer base, expected strong Consequence - 4
complaints fram prolonged outage Likelihood - 4
3 Load growth of 3.5%
4 NCC of substation exceeded within 2yrs Highest Risk (Cx L) = 4x4 =18
8 Meshed network, but already constrained Risk Tolerability
G  Feeder reliability rating is green for all feeders Risk Scoreof 16 = Moderate Risk
7  Load exceeding plant rating
8  Load transfer available with peak lopping generators
Target Risk (risk level after narmal operation and risk contrals Project: Build a new substation and shift load

applied. ie PPE in use and Project complete)

Surnmer peak day > Dist fdrs <66 % utilisation

Risk Factors

Feeder reliability rating is green for all feeders

Large commercialfindustrial customer hase, expected strong
complaints from prolonged outage

Load growth of 3.5%

Risk Assessment
(from Capacity Tables)

Consequence - 1
Likelihcod - 4
Highest Risk (CxL) = 1x4=4
Risk Tolerability
Risk Score of 4 = VeryLow Risk

Check this is the latest Process Zone version before use.
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Appendix B — Network Consequence and Likelihood Tables

See following pages
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B.1 Health & Safety Consequence Table

Health & Safety Consequence Table
Chaoose the appropriate columnds) with guidance words that apply hest to the scenario being considered

Mature of Harmful Effects

C

Degree of

Examples of Types

Degree of Hon-Fatal
Harmful Effects

Duration of Hon-Fatal
Harmful Effects

Duration of
Business Effects
Dizabling! Reduced

Treatment Required

Required
Administrative/

Scale Personal Harm of Harm Inu:apa-:rt?f Drisakbility .DISC.I.:ImeI“U E‘aln.f Productivity/ Alernats T e
Impairment Dizakilitys Impairment .
weorks Lost time
A B C D E F G
Multiple Fatalities/
6 Incurable Fatal
llinesses
Single Fatality’
5 | Incurable Fatal Irresversiole Total
lliness
Cluadripledgial complete Hospitalisation - in-
4 Multiple Serious lns= of vision hearing! Irrevversible partisl Permanent! indefinite/ Permanent! Enduring patient! long term
Injuries/ llinesses mokilty =30% Years &ppro Months monithz extenzive

rehabilitation

Single Serious

Amputation) paralysis of
a limbs zevere burnz!

Irrenverzible partial

Long term! endurings

Long term/!

Hospitalization - in-
patierts =hott termy days

External Record &

liness

=30%

minutes

In]uue&' llinesses | lossof w;y:uni hearings =30% days =1 day =1 week =ome rehabilitation Report Reguired
makility lozs
. . : Medicals Outpatient
2 Minor Injury/ Cuts! Burns! Strains! Feversible partial Short Termd approx Short term (Doctor)f Iiri'rted
Hiness Sprains =30% haurs =1 day rehabilitation
1 Low Level Injury Scratchess bruises Feversible partisl Temparary! appro Bpprox minutes First Aid or less Internal Record &

Report Reguired

Check this is the latest Process Zone version before use.
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B.2 Health & Safety Likelihood Table

Health & Safety Likelihood Table
1. The likelihood of future events is MOT saolely determined by the frequency of past events because the circumstances frisk Factors could be changed or could be different.
2 Chooge the appropriate column(s) with guidance words that apply best to the scenario being conzidered.
3. Different columns of Guidance Motes will be useful and relevant to different identified { described risk scenarios aceording to the GEMERIC or SPECIFIC nature of the risk. question f scenario.
38, The rizk question scenario could refer to a GEMERIC job or task or for anonymous ALY individual of a large population f group.
eq. What is the L of the chosen C for ANY of our employees Falling while climbing AMY of our ladders generally?

3B. The rizk question f scenario could refer to 3 SPECIFIC job ar task or for 3 SPECIFIC person or specific member of a population § group.

eq. What is the L of the chosen C for THIS person falling from THIS strocture if climbed many times by the same person with the same existing risk factors present?
2q. wWhat iz the L of the chasen C for THIS perzson falling during a single climb performed once - here and now - with the eisting risk Factors - here and now?

Verbal Descriptors

Exposure to Risk Factors
meazured in their effects and
exposure time period -

Likelihood Estimate can be

Likelihood Estimate can be

factars are likely to ocour or be prezent

during much of the time period

L Defined zequence or zcenario iz the credible combination of ] A expreszed as a FREQUENCY . .
) ) ) job duration ) expressed as a Probability Past History
Scale | events and rigk factors [ circumstances required to lead ta the . pet year per climb .
or task time 1in100,0.01, 1% 1E-02
chozen Consequence . . per hour  per Kid
ot operational time
ot lifetime
A B C 1] E
Al Almost Certain, the defined sequence can  |Extreme Exposure ! At least as often as 1 chance in ft has been a common /very
maost . . . . At least daily — . .
ﬁ certain to and wil happen because all risk events frizk  |because all risk factors are poorly or more often is 300 fines per 10times ar even mare often (gt [frequent occurrence in Ergon
‘ } factors are almost certain to ocour or be controlled throughout the whole of the aar least 10% of the times) or up to JEneroy or the electricity
accur present titne period ¥ every time (1:1] diztribution industry
_ ) Very High Exposure Between 1 chance in 10timesz |t has been known to have
Very likely Very I.|I-;elythat the defined EEQUBNGE CAN -y ause most risk factors are As often as weekly — and 1 chance in 100 times frequently ocourredhappensd
5 and wil happen because most rizk events § ) ! -
to occur sk fact likel t b " present and are not well cortrolled a0 times per year Between 10% and 1 % of the  |in Ergon Energy ar the electricity
Fist Tactors are ety 10 OEEUN oF Re prese during mast of the time period times diztribution industry
. ) . [High Exposure Have heard of it happening
4 Likel},,.r 10 tlk ertEat the ciefined s.e}?uenlc-: Cll,al.-l ind wil because many risk factors are Az often az monthly — Between 1 chance in 100times  Jregularly hefare in Ergon
occur BRREN RECALEE MANY Mzk BVEnts /13 present but are only partly controlled |10 times per vear and 1 chance in 1,000 times Energy or the electricity

distribution industry

Unlikely to

Unlikely that the defined sequence can and
will happen becausze many rizk events I rizk

Moderate Exposure
because many risk factors are not

A= infregquently as once per

Between 1 chance in 1,000 fimes

Hawve heard of it happening
occasionally before in Ergon

present in exceptionsl and rare circumstances

during sll of the time period

occur ) present or are well cortrolled during  Jyear and 1 chance in 10,000 times Erergy or the electricity
factors are uniikely to ocour or be present many patts af the time period diztribution industry
Very unlikely that the sequence can and will [Low Exposure
"n.l"E:ler i v ) u _ ! . : - Between 1 chance in 10,000 Rarely heard of it in Ergon
. happen hecauze most risk everts [ risk because most risk factars are not Az infrequently as once in 10 | ) .
2 unlikely to ! ) times and 1 chance in 100,000 |Energy or the electricity
factors are very unlikely ta occur or be present ar are well controlled during  |years i distribution induzt
occu present most parts of the time period Imes ISIFRLTIDN INGLIEryY
Almost no likelihood that the sequence Very Low Exposure
Almost no i HUEN. v Xk . . ' . Unheard of in Ergon Eneray ar
. . can and will happen because amost all risk because all risk factors are naot Az infrequently as once in 100 | Az little 5= 1 chance in 100,000 L
1 likelihood : . the electricity distribution
X events frizk factors only ocour oF would be  Jpresent or all are well controlled vears of even lesz times or even less .
of occurring incluztry

Check this is the latest Process Zone version before use.
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B.3 Environment Consequence Table (1 of 2)

Environment Consequence Table (1 of 2)
Choose the appropriate columnds) with guidance words that apply best to the scenario heing considered

Release | Spill of Contaminant / Pollutamt Material Biodiversity {losing) Biosecurity {preventing)
c Duration of Hature of
Seal _ Resources Degree of Degree of Hature of Fauna | Hature of Flora _ _ Hature of
Cale |Cuantity Extent Required Toxici Contaminati Affected effected disruption to Fauna i effect
fuire oXicity ontamination ecte ecte Eco em effects ora effects
A B C D E F G H | J
Widespread ares of
contamination beyond N Irreversible Introduction of [Introduction of
. Emergency situstion . . -~ . -~ . .
ﬁ = 20000 ltres Ergon Energy declaration Mote 1 contamination of | Species extinction | Species extinction Total Lozzs newy exotic newy exotic
property Fworksite the environment shecies species
bouncaty
Off-zite - Beyond Emerdenc Lanaderm Hiahlv sensiive Irtroduce, Introduce,
= 10000 ERGOM property ) 4 ) ¥ ) ) g ) Endangered Gy spread or spread oF
5 . . Services assistance Highly toxic contatnination of . and endangered Lang-term
= 20000 ltres worksite and enters ) ) species effected ) supply Clazs | supply Class
recjuired the environment vegetation harmed
weater course 1 pest 1 pest
Off-zite - Beyond
Introduce Irtroduce
= 5000 Ergon Energy Cortained but with Short-term \ulnerable Highly sensitive spread Dr' spread Dr'
4 . property fworksite | outside assistance | Seriously toxic cortamination of . and of concern medium term
=10000 ltres ) ) species effected ) supply Class | supply Class
but prevented from recjuired the environment vegetation harmed 2 pest 2 pest
entering water course
NE?_;rbEYDPDd E;thIn Can be irternally Irtroduce, Introduce,
=1000 g?‘f R .p ¥ managed and ) High leveel of Threstened Mat of concern spread or spread oF
3 ) wearksite alignment | . hModerately toxic ) . Short-term
=5000 litres internal resources nuisance species effected | remnant harmed supply Clazs | supply Class
border but threstens capahle of clean-up 3 pest 3 pest
to cross boundary
MOT beyond Ergon Can be internally Loy sensitivity
= 200 Energy property [ managed and on- . ) ) Least concern and vulnerable
Slightly T £
2 = 1000 ltres worksite alignment site resources 'ghtly Toxic HmeE nUiEance zpecies harmed environment
border capable of clean-up harmed
Yery localized-close . Mote 1 Mote 1 Mote 1
. Can be internally )
to activity zone or Mot particularhy Least concern Least concern
. L . managed and very . Lowy or no A )
1 = 200 litres swithin s pill little clean U toxic to — species species
containment structurel required P ecosystems threatened threatened
bunding

Check this is the latest Process Zone version before use.
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B.4 Environment Consequence Table (2 of 2)

Environment Consequence Table {2 of 2)
Choose the appropriate columnis) with guidance words that apply best to the scenario being considered

statutary approvalis

nuisance (complaint)

indigenous groupls

Rectification
Statutory_approval Regul_atory Remediation / Clean |I'Il:|IgEI'IDI:IS el L |nd|ger_|uus Carbon Cost Public Health Effects | Public Relations Impact
Scale required Descriptors heritage Cultural heritage
Up Cost
K L M N 0 P 0 R
Activities are Unknowyn and For on- ) . Exdensive public outrage,
. ) Destruction of human Exposure to chronic call for replacement of
ﬁ conducted without Mote 1 going cost of clean up . Mate 1 Extreme ) )
remains health effects Directars and f ar Executive
statutary approvalis and for management
management
. Public outrage, call far
Destruction of '
5 Extenszive serious = §5,000,000 snd = Disturking human reistered State \erv high Expozure to acute enguiry, substantial
environmental harm F500,000 remains ect 4 . ¥ health effects negative media campaign.
heritage place
Brand Damage
Zeriousz environmental = $500,000 and = Destruu:tlmj '_:'f Dl#urbance of ) Zhott term public Adv.erse natu:u.nal m?dla
4 artefacts, medicine ar registered State High . attention (e.q. disruption to
harm Fa0,000 _ health impact _
zcar trees etc heritage place large public events).
Matke 1
. Disturbance of a place ) )
Destruction of Adverse regional media
Material environmental = F50,000 and = L that may be eligible to ) Minitnal public: hesth . 4
3 artefacts, medicine ar ) hedium ) attention, Los=s of customer
harm 5,000 be a registered State impact )
zcar trees etc ; trust Faction groups formed
heritage place
Adverze local media
2 Lawwful environmental = $5,000 and » $500 T Lo Some nuisance attention or #hgr negattwe
harm external publicity . Multiple
customer complairts
Matke 1
Activities are Unrelsted matters and Lack of consultation E =t lairt
1 conducted with environmental = $500 with EPAJDMRE ar Wery oy Lowy ar no nuizance B CLIEIDMET COMmpIaints

and or external criticizm

Mote 1. Mo applicable measure for this dimension.

Check this is the latest Process Zone version before use.
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B.5 Environment Likelihood Table

Environment Likelihood Table
1. The likelihood of future events is KOT salely determined by the frequency of past events hecause the circumstances frisk factars could be changed or could be different.
2. Choose the appropriate columnds) with guidance woards that apply best to the scenario being considered.
Exposure to Risk Factors
Verbal Descriptors =E S |.n =y n.affects el Likelihood Estimate can he I .
) o ' _— exposure time period - Likelihood Estimate can be
L Defined sequence or zcenario iz the credible combination of | ) expressed as a FREQUENCY o .
. . ; job duration ) expressed as a Probability Past History
Scale | everts and rizk factors ! circumstances reguired to lead to the . per year per climb .
or task time 1in100,0.01, 1% 1E-02
choszen Conzequence ) . per hour  per Kk
or operational time
ar litetirne
A B C ] E
Almost Certain, the defined sequence can  |Extreme Exposure : At least as often az 1 chance in |f has been a common [ very
Almost i ) ; . At least daily — . .
ﬁ certain to and will happen because all risk events frisk  |because all visk factors are poorly or more often i 300 fines per 10times or even more often (at  [frequent occurrence in Ergon
* factors are almost certain to ocour or be controlled throughout the whole of the least 10% of the times) or up to |Energy of the electricity
accur present time period year every time (1:1) distribution industry
. . Very High Exposure Between 1 chance in 10 times [ has been known to have
Very likely Very I_Ikely that the defined SEQUENCE CAN ) - cause most risk factors are Az often oz weekly — and 1 chance in 100times  [frequently ocourredhappened
5 and will happen because most risk events [ ) . .
10 OCCuUr . i present and are not well controlled a0 times per year Between 10% and 1 % of the  |in Ergon Energy or the electricity
tigk factors are likely to occur or be present . ) . . P
during most of the time period times distribution incustry
; . . [High Exposure Hawe heard of it happening
Likel},,.l 10 Likely that the defined s.equence Car' and il because many risk factors are Az often as monthly — Between 1 chance in 100times  Jregularly before in Ergon
4 happen because many risk events [ risk . . ) L
oCCur ) prezent but are only partly controlled |10 times per year and 1 chance in 1,000 times Energy or the electricity
factors are likely to occur or be present . . . P
during much of the time period distribution industry
; ’ Moderate Exposure Hawve heard of it happening
Unlikely to U'_‘"kelythat the cefined seguence Ean gnd becauze many rizk factors are not Az infregquently as once per  |Between 1 chance in 1,000 times|occasionally before in Ergon
3 will happen because many risk events ! risk . . . L
oCccur fact kel t b ot present or are well controlled during  Jyear and 1 chance in 10,000 times Energy o the electricity
AEIDrS &re LNikely 10 OCCUE OF 2e prese many parts of the time period distribution industry
Very unlikely that the sequence can and will [Low Exposure
Vel}' v v . 8 . ! . . - Between 1 chance in 10,000 Rarely heard of it in Ergon
. happen because most risk events frisk because most risk factors are not Az infrequently as once in 10 | . .
2 unlikely to ) ) times and 1 chance in 100,000 Eneroy o the electricity
factors are very unlikely to occur or be present of are well controlled during  [years " distribution indust
accur presert most parts of the time period IMe= IFtrRLLOn LSty
Almost no likelihood that the sequence Very Low Exposure
Almost no ) HUEne v X . . ! . Unheard of in Ergon Energy or
. . can and will happen hecause almost all risk because all risk factors are not Az infrequently as once in 100 | Az little a3 1 chance in 100,000 o
1 likelihood ) ] the electricity distribution
N events frisk factors only occur ar would be  |presernt ar all are well controlled years o even less titnes or even less S
of occurming | orezent in exceptionsl and rare circumstances |during all of the time period ¥

Check this is the latest Process Zone version before use.
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B.6 Reliability Consequence Table

Reliability Consequence Table (including Network Security)
Choose the appropriate column(s) with guidance words that apply best to the scenario being considered

Interruption (>1 min) Load at Risk Based on Network Element out of service Per Network Security Criteria
Ergon Wide ReetaEl ReetaEl ReetaEl Resiae]
egiona egiona egiona egiona Political Sensitivit
Cc SAIDI PR, Yy
| Minutes for Cust R t i i Gz Ganitz CustomTrr"ieav:::ltlvny & y, Policy, dards Public Relations Impact
scale Category - us olmer Duration epea Compliance
\mpact No's Frequency
(2 Rural / Rural / Rural / Rural /
Overall, NOT Remote Remote Remote Remote
local
200% 200% 200% 200% 200% 200% 200% Administration appointed / Call for replacement of
>1 R R . R R R " X . Directors and/or Executive
6 >=5 > 25000 Required Required Required Required Required Required Required entire or partial loss of .
month o o o . . . . N N management, Extensive
Criteria Criteria Criteria Criteria Criteria Criteria Criteria operating works or functions .
public outrage.
Note 1 Note 1
Call for enquiry, public
o1 150% 150% 150% 150% 150% 150% 150% outrage, substantial
5 >=4 12000 Required Required Required Required Required Required Required Note 1 . B2, . .
week L L L L L L L negative media campaign.
Criteria Criteria Criteria Criteria Criteria Criteria Criteria
Brand damage
Ia[:l?;::):lznbzi;n:slgepslir Multiple ministerial / cabinet Adverse national media
every day in >20MVA for 1 >15MVA for 6 >5MVA for 12 Outage >15 MVA for 8 >5MVA for 18 Outage 8 . X involvement / Compliance attention (eg. Disruption
4 >=3 4000 >1day essential services (eg. . . - .
one week hour hours hours >24 hours hours hours >48 hours X issue with Code, Policies or to large public events).
Hospitals, sewage plant, X
Standards Loss of public trust.
etc.)
. . 50% 50% 50% 50% 50% 50% 50% Disruption to multiple Regulator involved / Adversg local media
>12 three times in . . . . . . . X . L attention, Loss of
3 >=2 1500 Required Required Required Required Required Required Required small to medium improvement notice issued. N
hours one week . . . o . o o . L R ) customer trust / action
Criteria Criteria Criteria Criteria Criteria Criteria Criteria businesses Ministerial direction / approval
groups formed.
E E identified i
- 25% 25% 25% 25% 25% 25% 25% . . e . attention or other
>3 twice in one . . . . . . . Disruption to small to enforceable undertaking. .
2 >=1 500 Required Required Required Required Required Required Required . X L . negative external
hours month s s s s s s L medium business Ministerial request. - .
Criteria Criteria Criteria Criteria Criteria Criteria Criteria . . N publicity. Multiple
Compliance issue with R
S customer complaints
guidelines
<3 10% 10% 10% 10% 10% 10% 10% Local government concern. Few customer complaints
1 >=0.1 100 once only p.a. Required Required Required Required Required Required Required Customer inconvenience Ergon Energy identifies p R
hours - - - o o o - . - and or external criticism
Criteria Criteria Criteria Criteria Criteria Criteria Criteria potential for political concern.
Note 1: No applicable measure for this dimension
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Ergon Energy Corporation Limited ABN 50 087 646 062
Ergon Energy Queensland Pty Ltd ABN 11 121 177 802




Network Risk Assessment Guideline

B.7 Reliability Likelihood Table

Reliability Likelihood Table
The likelihood of future events is MOT solely determined by the frequency of past events because circumstances frisk factors could he changed or could he different.
Choose the appropriate column(s) with guidance wards that ap

ply bhestto the scenario being considered.

For a Generic failure of a . .
) For a Single specific item of az=set type )
Verbal Descriptors chosen aszet type for a large ) - Past History
) o . L ) e.g. What iz the L of the chozen reliability C for ) " .
L Defined sequence ar scenario iz the credible combination of population of that type this specific RMU faiing in way described and Far thiz specific type of failure type for
Scale | events and rizk factors ! circumstances required to lead to the | e.g.What is the L of the chosen Ieadinp to the chozen g_ hereyand i - avith thiz type of aszet leading to the chosen C
chozen Consequence reliability C for generally any RhU - L in the way described
- ) the existing rizk factors - here and now?
failing 7 Alzo zee Past History
A B C D
i i Extreme Exposure
Almost Almo.st Certain, the dEmed_ SEHUENCE Cfan At least daily — ! It has been a common [ very frequent
. and will happen because all rizk events frizk ) . ) )
ﬁ certain to ) or more often ie 300 times per hecause all rizk factors are poorly cortrolled occurrence in Ergon Energy ar the
factars are alnost certain to occur or be - ) T
occur vesert year throughout the whole lifetime of the asset tem or |electricity distribution industry
: for the relishilty event
. ) Very High Exposure
er Iikely Very likely that the defined sequence can As often as weelkhy — hecauss most risk factors are present and are It has been knowen to have frequenthy
5 = Jand will happen because most risk everts f S0 times ner vesar ) R - occurredhappenad in Ergon Energy or
to occur rizk factors are likely to occur ar be present Rery not wel cpntrculled auring "-!':'S?_Df the lifetime of the electricity distribution industry
the azzet temn or for the relishilty event
! ) ; High Exposure . .
. Likeby that the defined sequence can and wil Havve heard of it happening regularhy
Likely to Az often as monthly — i
4 v ) happen because many rizk events 7 rizk 10 times per vear v hecause many fisk fau:tu:u.rs are present b'_“rt sfre hefare in Ergon Energy or the electricity
accu factorz are likely to occur or be present RErY only partly ':F'ntm"Ed duiring m.uch. afthe lifetime diztribution industry
of the asszet tem or far the relisbilty evert
Moderate Exposure
Unlikelv to Unlikely that the defined sequence can and Az infrequsntly 2= once per ! . Have heard of it happening occasionally
3 ]u’ will happen because many risk everts frizk ear “ ¥ y kecause many nSk_ factors are not prese.nt '?'r 8 befare in Ergon Energy or the electricity
accu factorz are unlikely to ocour or be present v el ':':'ntmue_d duiring many pa?rts”cuf the lifetime diztribution industry
of the as=et tem ar for the reliakilty event
Ver Very unlikely that the zequence can and wil Low Exposure
2 lik ;'r happen because most rizk events [ risk Az infrequently as once in 10 because most risk factors are not present or are |Rarely heard of it in Ergon Energy o the
unlikely to factars are very unlikely to occur ar be years weell controlled during most parts of the lifetime of |Slectricty distribution industry
oCcur  present the asset tem or for the relisbiity evert
Almost no Almost no likelihood that the zequence Very Low Exposure
1 likelil I can and will happen because almost all risk Az infrequently = once In 100 |hecause all risk factors are not present or all are |Unheard of in Ergon Energy or the
thell “_'?( events §risk factors only occur or wwould be  |years or even less weell cortrolled during all of the lifetime of the electricity distribution industry
of occur ng present in exceptional and rare circumstances asset tem or for the relishility event

Mote 1

. Estimation of the overall likelihood for a scenario that contains MN-1 or M-2 event needs to include that this event actually occurs as part of the scenario.

Check this is the latest Process Zone version before use.
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B.8 Capacity Consequence Table

Capacity Consequence Table
Choose the appropriate column(s) with guidance wards that apply hest to the scenario being considered

Hetwork Overload =HCC under system normal conditions

Zone
2l Substation or
Substation or R Distribution feeders or
Transmission Sub Distribution feeders lant " L
Feed Transmission P Capacity Political Sensitivity,
C S Feeder shortall in Capacity Sensitivity & | Compliance to Regulatory. | FPublic Relations
Seale — — MY_A Impact Policyk Standards. Impact
» 1005¢ wtilization | » 1003 tilisation Uilisetiem || Uil [see Rlate 3]
within % uears within % uears ‘Waltage for Urban] Yaltage for Long Valtage for SWER Lewel - Urban Lewel -
(et Mot o (st Mot 7 | tShortFura Fiural g Feeder & all 25| FurallSWER:
feeder exits feeders
A B C D E F G H | J K
Mo LOC-280% | MolDC-=29.0% | Mo LOC- 212.0% valtage Adrministration appainted { entire Call for replacement of
ﬁ -1/ <1 voltage drop, waltage drop, drop, LOC-215.0% =100 =100, =15 ar partial loss of Eperatin works Directors andfor
year year LOC-z 1.0 LOC-z12.0% woltage drop, Woltage P ar Functﬁ:-ns 9 Executive management,
waltage drop woltage drop Fegulations 123 Extensive public outrage
Mate 1 . )
MoLDC-265% | MoLDC-275% | Mo LOC-210.5: voltage C;J'Jg’:“;:g’;‘;;;?;‘f
5 =1 yesr 2 year woltage drap, | woltage drop, drop, LDC-2 1352 =95% =95%, =10 Mote 1 ne EIa.t'i-.ue medi
¥ Y LOC9.5% LDC2105% | woltage drap, Yoltage legatemEaa
voltage drop woltage drop Feqgulation-z 10,62 paign.
damage
MoLDC-25.0% | MolDC-260% | MoLDC-29.0% voltage Inabilty to meet agreed target | Multiple ministerial f cabinet f o oo no) i
voltage drop waltage drop drop, LOC-212.0% for increased supply to large | invalvement fCompliance |szus attention [E.q. dizruption
4 =1 year =1 year o o ! e =35% =80%, =5 scale businesses or essential | with Code, Policies or Standards - =
LOC-=8.0% LOC-=29.0% woltage drop, Woltage . : : . to large public events].
Y N seryices [eg. Hospitals, eq. Failure to provide statutory .
waltage drop woltage drop Fegulation-z 9.0% ; Loss of public trust
sewerage plant, etc) woltage level requirements
Mo LOC-=245% | MolDC-=265% | MolLDC- =855 valtage =00%, Inability to meet agreed target Frequlatar invalued ¢ Adverse local media
3 =3 =3 voltage drop, waltage drop, drop, LOC-211.5% =75% ithi :1 =1 for increased supply to im rn-.-?ement notice issued attention, Loss of
YEArS YRS LOC-= 7.5 LOC-= 8.5 woltage drop, Woltage within multiple small to medium Min‘ijsterial direction 2 rn-.-;al customer trust § action
valtage drop voltage drop Requlation- =855 yEEr businesses. PR groups Formed
Mo LOC-240% | MolOC-»50% | Mo LDC-28.05 voltage a0 - Ergon Energy |_-:I_ent|F|ed izzue and .ﬂ'.-:ll.lersgh local media
voltage drap uoltage drop drop, LOC-: 1.0% ' Inability to meet agreed target | regulator notified f enforceable atkention or other
2 =3 years =3 years LOC=T 0% ' DD .0 ' wolts n.; o 'l.l'n:.ilta. - =66% wyeithin 2 =1 for increased supply to small | undertaking. State MP concemn ! niegative external
waltage I:.Ircu. voltage I:'"D' Fie gulatinﬁl-aﬂ Dﬂ years to medium busineszes. Mlinisterial request ! concern. publicity. Multiple
9 P 2 P g o Compliance issue with quidelines | customer complaints
Nl.?nll_t?:; ;::.‘Elx anll'tlajtg ;iﬂz ND;EC'E;@:?;;EI;&QE =80%, Liozal gowernment concern. Few custamer
1 2 4 years = dyears LI:IEE<? D:f' LDI:ELS uypl l.lDItagpn.; drop 'l.l'n:.ilta.ge =66% weithin 3 Rlote 1 Customer Inconvenience | Ergon Energy identify potential for complaints and or
valtage drop voltage drop Hegulatic\nl- 280 YERArS political soncem etemnal eriticizm

Mot 1.

Mo applicable measure for this dimension.

Mote 2. % years is the time frame until the 1003 MCC iz forecast to be exceeded for Columns & & B and the indicated 2 in Columns F & G.

Mote 3. Low woltage to be handled under "compliance to regulatory” section in the table above ie. legislation on service standards.

Check this is the latest Process Zone version before use.
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B.9 Capacity Likelihood Table

Capacity Likelihood Table
The likelihood of future events is MOT salely determined by the frequency of past events hecause circumstances §risk factors could be changed or could be different.
Choose the appropriate colurmnds) with gquidance wards that ap

ply best to the scenario being considered.

Far a Generic failure of & F Sinal ific it ; att
Verbal Descriptors chosen asset type for a large ora |“£_I € Speciic tem ot as= ?.-'pe Past History
) o ) L ) e.q. What iz the L of the chozen capacity C . L .
L Defined sequence or scenatio is the credible combination of population of that type far thi i RML failing i d e Relevant Load | Far this specific type of failure type
Scale | events and rizk factors ! circumstances required to lead to the | e.q.What iz the L of the chozen or this s.pem I AIING I weay Cescrile Forecast for this type of aszet leading to the
. and leading to the chosen C - here and now - . .
chosen Consegquence capacity C for generally any RhU . - . chosen Cinthe way described
L ) with the existing rizk factors - here and now?
failing ? Alzo =ee Past History
A B C D E
Almost Certain, the defined sequence can t has been a common [ vel
Almost ) ' ) 4 ) At least daily — Extreme Exposure ) v
. and will happen because all risk events frizk ] ) . frequent occurrence in Ergon
ﬁ certain to ) or mare often ie 300 times per because all tizk factors are pootly controlled 0% POE e
: factors are almast certain to occur ar be ih hout the whol " ot duradi Enetrgy ar the electricity distribution
GCCUr present year roLgho & whole capacity event duration inclstry
" ) Very High Exposure It haz been known to have
Very likely Very I_|I~;elythat the cefined SEHUENCEEEAN ) - often &= weekly — hecause maost risk factars are present and are frequently ccourredbappened in
5 and will happen because most risk events f . . . 10% POE -
to oCccur sk fact likel ¢ b " a0 times per year nat wwell controlled during most of the capacity Ergon Energy or the electricity
it Tactors are fkely 0 DCCLEor Re prese event duration distribution industry
Lik that the defined o il High Exposure Baszed on H heard of it h .
Likely to tkely & CETNEC SEGUENCE CAMN SN 5 < often as monthly — because many risk factors are present bot are|  forecast ave NEars ot it happening
4 happen because many rizk events [ risk ) . . regularly before in Ergon Energy
occur ) 101imes per year only partly controlled during much of the wwithout POE o
factors are likely to occur or he presert . ) . . ot the electricty distribution industry
capacity event duration being available
Moderate Exposure Hawve heard of it happenin
Unli Unlikely that the defined sequence can and . ! ) . pp. 4
nllkely 0 . ) ) Az infrequently as once per because many risk factors are not present or occasionally before in Ergon
3 will happen because many risk events frisk i Mote 1 A
oCCur ) year are well contralled during many parts of the Enetgy ar the electricity distribution
factors are unlikely to occur ar be present . ) .
capacity event duration industry
Ver Very unlikely that the sequence can and wil Low Exposure
2 lik ;"r happen because most risk everts Frisk Az infrequertly as once in 10 hecause most risk factors are naot present or Mot 1 Rarely heard of it in Ergon Energy
unirke ]"'r_ to factors are very unlikely to accur ar be vears are well controlled during most parts of the = ar the electricity distribution industry
accu present capacity event duration
Almost no Almost ne likelihood that the sequence Very Low Exposure
1 likelil I can and will happen because almost all rizk Az infrequently as once in 100 |because all rizk factors are not present or all Mot 1 Unheard of in Ergon Energy ar the
tkell h:_'?( events [risk factors only occur or would be  |years or even less are well controlled during all of the capacity & electricity distribution industry
of occurring present in exceptional and rare circumstances event duration

Maote 1. Mo applicable measure For this dimension.
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