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$V�WKH�&RVW�RI�%UHDFKHV�&RQWLQXHV�WR�5LVH��3HUVRQDOO\�ΖGHQWLȴDEOH�ΖQIRUPDWLRQ�5HPDLQV�3ULPDU\�7DUJHW

ΖQ�������*DUWQHU�HVWLPDWHG�ZRUOGZLGH�VSHQGLQJ�RQ�LQIRUPDWLRQ�VHFXULW\�UHODWHG�
SURGXFWV�DQG�VHUYLFHV�ZRXOG�EH������ELOOLRQ1�Ȃ�LQFUHDVLQJ����IURP�������$QG�WKH�
WKH�QXPEHU�RI�FRQVXPHUV�DQG�RUJDQL]DWLRQV�LPSDFWHG�E\�EUHDFKHV�DQG�PDOLFLRXV�
DWWDFNV�FRQWLQXHV�WR�JURZ��)RU�WKH�VHFRQG�\HDU�RI�WKLV�UHSRUW��SHUVRQDOO\�LGHQWLȴDEOH�
LQIRUPDWLRQ��3ΖΖ��ZDV�WKH�PRVW�WDUJHWHG�GDWD�W\SH�LQ�������DFFRXQWLQJ�IRU�����RI�GDWD 
Ȃ�IXUWKHU�KLJKOLJKWLQJ�WKH�DSSHDO�RI�SHUVRQDO�GDWD�WR�PDOLFLRXV�DFWRUV�

6LQFH�WKH������Ȋ)RUJH5RFN�&RQVXPHU�%UHDFK�5HSRUWȋ�ZDV�UHOHDVHG�ZLWK�GDWD�IURP�
������WKH�DYHUDJH�FRVW�RI�D�EUHDFK�LQ�WKH�8�6��LQFUHDVHG������WR�������PLOOLRQ�LQ�����2, 
XS�IURP�������PLOOLRQ��$OVR�LQFUHDVLQJ�LQ������ZDV�WKH�QXPEHU�RI�FRQVXPHU�UHFRUGV�
LPSDFWHG�Ȃ�RYHU�ȴYH�ELOOLRQ�FRQVXPHU�UHFRUGV��XS��������IURP�WKH�����ELOOLRQ�LPSDFWHG�
LQ�������

$V�RUJDQL]DWLRQV�UHFRYHU�IURP�HHFWV�RI�WKH�&29Ζ'����SDQGHPLF��WKH�LPSDFW�RI�WKHVH�
EUHDFKHV�H[WHQGV�EH\RQG�WKH�ERWWRP�OLQH��&RQVXPHUV�DUH�OHYHUDJLQJ�WKHLU�GLJLWDO�
LGHQWLW\�PRUH�WKDQ�HYHU�IRU�WDVNV�DQG�RQOLQH�DFWLYLWLHV�WR�PDLQWDLQ�WKHLU�GDLO\�OLYHV��IRU�
HYHU\WKLQJ�IURP�UHPRWH�DFFHVV�WR�ZRUN�DSSOLFDWLRQV�WR�RUGHULQJ�JURFHULHV�RU�WDNHRXW�
GHOLYHU\��3URWHFWLQJ�GLJLWDO�LGHQWLWLHV�LV�QR�ORQJHU�DQ�DIWHUWKRXJKW�IRU�RUJDQL]DWLRQV��LW�LV�
DQ�LPPHGLDWH�PDQGDWH�WR�PDLQWDLQ�WUXVW�ZLWK�FRQVXPHUV�DQG�DYRLG�FRVWO\�EUHDFKHV�

7KLV�UHSRUW�VKDUHV�GHWDLOHG�LQVLJKWV�DQG�GDWD�RQ�WKH�EUHDFKHV�LPSDFWLQJ�FRQVXPHUV�
LQ������DQG�4��������DV�ZHOO�DV�SURYLGLQJ�\HDU�RYHU�\HDU�FRPSDULVRQV�WR�EUHDFKHV�
DHFWLQJ�FRQVXPHUV�LQ������LQ�WKH�8�6��ΖW�DOVR�LQFOXGHV�ȴQGLQJV�IURP�RWKHU�NH\�UHJLRQV�
LQFOXGLQJ�$XVWUDOLD��*HUPDQ\��DQG�WKH�8QLWHG�.LQJGRP� 

6RPH�NH\�8�6��ȴQGLQJV�LQ�WKLV�\HDUȇV�UHSRUW�LQFOXGH�

 • 3ΖΖ�FRQWLQXHV�WR�EH�WKH�QXPEHU�RQH�GDWD�WDUJHW�IRU�PDOLFLRXV�DFWRUV������

 • )RU�WKH�VHFRQG�\HDU�LQ�D�URZ��XQDXWKRUL]HG�DFFHVV�LV�WKH�QXPEHU 
� � RQH�DWWDFN�PHWKRG�E\�F\EHUFULPLQDOV������

 • 6RFLDO�6HFXULW\�QXPEHUV�DQG�GDWH�RI�ELUWK�UHFRUGV�ZHUH�WKH�PRVW�WDUJHWHG�GDWD������

 
ΖQ�WKLV�UHSRUW��WKH�ȴQGLQJV�DQG�WUDMHFWRU\�IRU�IXWXUH�GDWD�EUHDFKHV�H[SRVH�WKH�QHHG�
IRU�RUJDQL]DWLRQV�WR�DGRSW�D�FRPSUHKHQVLYH�LGHQWLW\�DQG�DFFHVV�PDQDJHPHQW��Ζ$0��
VROXWLRQ��QRW�RQO\�WR�DYRLG�WKH�DVVRFLDWHG�FRVWV�RI�D�EUHDFK��EXW�DOVR�WR�SURWHFW�
FRQVXPHU�GDWD�DQG�UHODWLRQVKLSV�

1�*DUWQHU��)RUHFDVW��ȊΖQIRUPDWLRQ�6HFXULW\�DQG�5LVN�0DQDJHPHQW��:RUOGZLGH��������������4���8SGDWHȋ

2�&RVW�HVWLPDWHG�XVLQJ�WRWDO�LGHQWLȴHG�EUHDFKHV�ZLWK�3RQHPRQ�ΖQVWLWXWH�ȴQGLQJV�IRU�WKH�FRVW�RI�D 
� 8�6��VHFXULW\�EUHDFK��DV�UHSRUWHG�LQ�WKH�Ȋ&RVW�RI�D�'DWD�%UHDFK�5HSRUW�����ȋ

U.S. breaches cost 
over $1.8 trillion; 
more than 7.8 billion 
consumer records 
exposed over last 
two years

Executive Summary
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2YHU������ELOOLRQ�UHFRUGV�
ZHUH�LPSDFWHG�LQ�������XS�
�������IURP�������ZKLFK 
KDG�����ELOOLRQ�UHFRUGV�
LPSDFWHG

7RWDO�FRVW�RI�EUHDFKHV�LQ�
�����ZDV�RYHU������WULOOLRQ��
XS��������IURP������ELOOLRQ�
LQ�����

3ΖΖ�DFFRXQWHG�IRU�����RI�DOO�
GDWD�EUHDFKHG�LQ�����

ΖQ�������WKH�WHFKQRORJ\�
sector had the costliest 
LPSDFW�RI�RYHU������ELOOLRQ�
IRU�PRUH�WKDQ�����ELOOLRQ�
EUHDFKHG�UHFRUGV

7KH�KHDOWKFDUH�LQGXVWU\�
ZDV�WKH�PRVW�WDUJHWHG��
DFFRXQWLQJ�IRU�����RI�
EUHDFKHV

8QDXWKRUL]HG�DFFHVV�ZDV�
DJDLQ�WKH�PRVW�FRPPRQ�
W\SH�RI�EUHDFK�������XS�
IURP�����RI�DOO�DWWDFNV�LQ�
����

6RFLDO�6HFXULW\�QXPEHUV�
DQG�GDWH�RI�ELUWK�GHWDLOV�
DFFRXQWHG�IRU�����RI�
EUHDFKHG�GDWD��GRZQ 
IURP�����LQ�����

2020 is on track to 
H[FHHG�������4��������
���������������LQ�QXPEHU�
RI�UHFRUGV�EUHDFKHG�ZLWK�
DQ������<R<�LQFUHDVH

0HGLFDO�GHWDLOV�ZHUH�WKH�
PRVW�WDUJHWHG�GDWD�W\SH 
LQ�4��������DFFRXQWLQJ 
IRU����

5.05 B

+83%

98%

$250 B

43%

40%

37%

+8.9%

25%

Key U.S. Findings
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 • ΖQ�������XQDXWKRUL]HG�DFFHVV�ZDV�WKH�PRVW�FRPPRQ 
� � W\SH�RI�EUHDFK�������XS�IURP�����LQ�������

  –�7KLV�LQFUHDVH�LQ�XQDXWKRUL]HG�DFFHVV�DWWDFNV�VKRZFDVHV 
� � � WKH�QHHG�IRU�RUJDQL]DWLRQV�WR�HPSOR\�D�VRSKLVWLFDWHG 
� � � LGHQWLW\�VROXWLRQ�WR�SUHYHQW�QHIDULRXV�DJHQWV�IURP 
� � � DFFHVVLQJ�FRQVXPHU�GDWD�

 • 5DQVRPZDUH�PDOZDUH�ZDV�WKH�VHFRQG�KLJKHVW 
� � EUHDFK�W\SH�LQ������DW������GRZQ����IURP�������

 • ΖQ�������SKLVKLQJ�DWWDFNV�RYHUWRRN�PLVFRQȴJXUDWLRQV�DV 
� � WKH�WKLUG�PRVW�XVHG�DWWDFN�W\SH�DW�����RI�DOO�EUHDFKHV��

 • 7KH�QXPEHU�RI�661�DQG�'R%�GDWD�EUHDFKHG�LQ����� 
� � PDGH�XS�����RI�GDWD�EUHDFKHG��GRZQ�IURP�����LQ 
� � ������D�������GHFUHDVH�

  –�+RZHYHU��WKH�QXPEHU�RI�DWWDFNV�WDUJHWLQJ�WKLV 
� � � GDWD�ZDV�XS�����IURP������

  –�7KLV�FRQVXPHU�GDWD�ZLOO�FRQWLQXH�WR�EH�D�SULRULW\ 
� � � WDUJHW�IRU�F\EHUFULPLQDOV��DV�WKH\�ORRN�WR�OHYHUDJH 
� � � WKLV�GDWD�WR�RSHQ�DFFRXQWV��H[SORLW�LW�IRU�UDQVRP 
� � � RU�XVH�LW�WR�DFFHVV�RWKHU�VHQVLWLYH�GDWD��VXFK�DV 
� � � EDQN�DFFRXQW�LQIRUPDWLRQ�RU�KHDOWK�UHFRUGV�

 • 1DPH�DQG�DGGUHVV�������DQG�SHUVRQDO�KHDOWK 
� � LQIRUPDWLRQ��3+Ζ��������ZHUH�WKH�VHFRQG�DQG 
� � WKLUG�PRVW�WDUJHWHG�GDWD�W\SHV��UHVSHFWLYHO\�

<1% – Credential
����������6WXɝQJ

26% – Other

2% – Malicious
          Insider

15% – Ransomware/
            Malware

3%�Ȃ�0LVFRQȴJXUDWLRQ�

API – <1%

Unauthorized
Access – 40%

3KLVKLQJ�Ȃ�14%

Totals by Vulnerability

Attack and Data Types 2019

Total Records 
by Industry

Totals by 
Vulnerability

Total Records by Industry 2019

20%�Ȃ�%DQNLQJ�ΖQVXUDQFH�)LQDQFLDO�

<1%% – Cryptocurrency
<1%% – Education
<1%%�Ȃ�)RRG�%HY

14%�Ȃ�*DPLQJ

<1%�Ȃ�*RYHUQPHQW
1% – Healthcare

<1%�Ȃ�/HJDO

11% – Other
<1% – Real Estate 2% – Retail

25% – Social
 Media

27%�Ȃ�7HFKQRORJ\

<1%�Ȃ�7HOFRP�0RELOH
<1%�Ȃ�7UDYHO
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Total Breaches by Industry 2019

Real Estate – 1%

Retail – 5% Social Media – <1%
7HFKQRORJ\�Ȃ�4%

7HOFRP�0RELOH�Ȃ�<1%

7UDYHO�Ȃ�1%

Cryptocurrency – <1%

Education – 6%

*DPLQJ�Ȃ�1%

)RRG�%HY�Ȃ�2%

*RYHUQPHQW�Ȃ�5%

%DQNLQJ�ΖQVXUDQFH
)LQDQFLDO�Ȃ�12%

Other – 19%

/HJDO�Ȃ�1%

Healthcare – 43%

 • ΖQ�������EUHDFKHV�FRVW�WKH�KHDOWKFDUH�LQGXVWU\ 
� � ������%��DV�HDFK�EUHDFKHG�UHFRUG�FRVW������ 
� � XS�������IURP������LQ�������

 • 5RXQGLQJ�RXW�WKH�WRS�ȴYH�LQGXVWULHV�LPSDFWHG�E\ 
� � QXPEHU�RI�EUHDFKHV��DIWHU�KHDOWKFDUH��DUH�

  –�%DQNLQJ�ΖQVXUDQFH�)LQDQFLDO����� 
  –�(GXFDWLRQ���� 
  –�*RYHUQPHQW���� 
  –�5HWDLO����

 • +HDOWKFDUH�ZDV�DJDLQ�WKH�ELJJHVW�WDUJHW�LQ������ 
� � FRPSULVLQJ�����RI�DOO�EUHDFKHV��IROORZHG�E\ 
� � EDQNLQJ�LQVXUDQFH�ȴQDQFLDO�DW�����

 • ΖQ�������ZKLOH�WKH�KHDOWKFDUH�LQGXVWU\�KDG�WKH�KLJKHVW 
� � QXPEHU�RI�EUHDFKHV��WKH�WHFKQRORJ\�VHFWRU�KDG 
� � WKH�KLJKHVW�QXPEHU�RI�FRQVXPHU�UHFRUGV�LPSDFWHG 
� � DW�����%��7KLV�JRHV�WR�VKRZ�WKDW�KDFNHUV�DUH 
� � WDUJHWLQJ�IHZHU�RUJDQL]DWLRQV�LQ�WKH�WHFKQRORJ\ 
� � VHFWRU�EXW�IRFXVLQJ�RQ�DFFHVVLQJ�PRUH�UHFRUGV�ZLWK 
� � D�VLQJOH�EUHDFK�

Industry Breaches 2019

Total Breaches by Industry
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2020 Outlook: On Track to Overtake Number 
of Breached Records in 2019

 • 2YHU�����ELOOLRQ�FRQVXPHU�UHFRUGV�ZHUH�LPSDFWHG 
� � ZLWK�WKHVH�EUHDFKHV�Ȃ�GHPRQVWUDWLQJ������LV�RQ�WUDFN�WR 
� � WRS�WKH�PRUH�WKDQ�ȴYH��ELOOLRQ�UHFRUGV�LPSDFWHG�LQ������

 • ΖQ�4�����������EUHDFKHV�RFFXUUHG��DQG�3ΖΖ�ZDV�DJDLQ 
� � WKH�PRVW�WDUJHWHG�W\SH�RI�GDWD�FRPSURPLVHG�DW�����

 • &RPSDUHG�WR�4��������WKH�QXPEHU�RI�FRQVXPHU 
� � UHFRUGV�LPSDFWHG�LV�XS����IURP�����ELOOLRQ��HYHQ 
� � WKRXJK�WRWDO�EUHDFKHV�DUH�GRZQ��������

 • 8QDXWKRUL]HG�DFFHVV�ZDV�WKH�WRS�PHWKRG�XVHG�WR 
� � EUHDFK�UHFRUGV�LQ�4��������DFFRXQWLQJ�IRU���� 
� � RI�WKH�EUHDFKHV�

 • 3KLVKLQJ�LV�WKH�QH[W�PRVW�SRSXODU�EUHDFK�PHWKRG 
� � DW������3KLVKLQJ�LV�OLNHO\�WR�FRQWLQXH�WR�EH�D�WRS 
� � DWWDFN�PHWKRG�LQ�������DV�PDOLFLRXV�DJHQWV�XVH 
� � WKLV�PHWKRG�WR�WDUJHW�FRQVXPHUV�ZLWK�IDOVH 
� � LQIRUPDWLRQ�RQ�WKH�&29Ζ'����SDQGHPLF�

 • &\EHUFULPLQDOV�WDUJHWHG�661V�DQG�'R%V�WKH�PRVW 
� � LQ�4��������PDNLQJ�XS�����RI�GDWD�EUHDFKHG��ZLWK 
� � RYHU������ELOOLRQ�UHFRUGV�EUHDFKHG�WKDW�FRQWDLQHG 
� � WKLV�GDWD�

  –�0HGLFDO�UHFRUGV�ZHUH�WKH�VHFRQG�PRVW�WDUJHWHG 
� � � LQ�4��������DFFRXQWLQJ�IRU�����

Q1 2019 Q1 2020

1.7B

1.4B

1,476,918,232

1,609,459,158

Q1 2019 Q1 2020

300

200

100

0

218

92

Q1 2019 Q1 2020

1.7B

1.4B

1,476,918,232

1,609,459,158

Q1 2019 Q1 2020

300

200

100

0

218

92

Total 
Records 

Impacted

Total 
Breaches

36% – Other

Malicious
Insider – <1%

0LVFRQȴJXUDWLRQ��Ȃ�<1%

10% – Ransomware/
            Malware

API – <1%

Credential
6WXɝQJ�Ȃ�<1%

Unauthorized
Access – 39%

3KLVKLQJ�Ȃ�15%

Vulnerabilities 2020

Totals by 
Vulnerability
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Industry Breaches 2020

 • +HDOWKFDUH�ZDV�WKH�PRVW�EUHDFKHG�LQGXVWU\�LQ�4� 
� � ������DW�����RI�DOO�EUHDFKHV��DQG�EDQNLQJ�ZDV�WKH 
� � VHFRQG�PRVW�LPSDFWHG�LQGXVWU\��DFFRXQWLQJ�IRU���� 
� � RI�EUHDFKHV��$V�PRUH�FRQVXPHUV�DUH�WHVWHG�DQG 
� � WUHDWHG�IRU�&29Ζ'�����KHDOWKFDUH�RUJDQL]DWLRQV�ZLOO 
� � FRQWLQXH�WR�EH�D�WDUJHW�IRU�PDOLFLRXV�DFWRUV�DQG�PXVW 
� � SULRULWL]H�QRW�RQO\�WKHLU�SDWLHQWVȇ�ZHOO�EHLQJ��EXW 
� � WKHLU�GDWD�SURWHFWLRQ�DV�ZHOO�

 • +RZHYHU��LQ�4��������WKH�PRVW�UHFRUGV�ZHUH�H[SRVHG 
� � IURP�VRFLDO�PHGLD�EUHDFKHV��DFFRXQWLQJ�IRU�����RI 
� � EUHDFKHG�UHFRUGV��

  –�5HWDLO�KDG�RYHU�����PLOOLRQ�UHFRUGV�EUHDFKHG�Ȃ�WKH 
� � � VHFRQG�KLJKHVW�QXPEHU�RI�UHFRUGV�LPSDFWHG�DW�����

  –�7KH�WHFKQRORJ\�LQGXVWU\�DFFRXQWHG�IRU�����RI 
� � � UHFRUGV�EUHDFKHG�IRU�WKH�TXDUWHU�

Social Media – 1%
Retail – 6% 7UDYHO�Ȃ�3%

Cryptocurrency – <1%

Education – 2%

%DQNLQJ�ΖQVXUDQFH�
)LQDQFLDO�Ȃ�13%

7HOFRP�0RELOH�Ȃ�<1%

7HFKQRORJ\�Ȃ 3%

Real Estate – 2%

)RRG�%HY�Ȃ�1%

*RYHUQPHQW�Ȃ�4%

*DPLQJ�Ȃ�<1%

Other – 13%

/HJDO�Ȃ�1%

Healthcare – 51%

Industry 2020

Total Breaches 
by Industry

Top 5 Total 
Records 

by Industry

Social
M
edia

7HFKQRORJ\

Retail

7UDYHO

H
ealthcare

1B

900,000,000

441,310,627

946,231

15,884,762

250,365,000
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800M
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:LWK�WKH�VHFRQG�DQQLYHUVDU\�RI�WKH�*'35�Ȃ�(XURSHȇV�ȵDJVKLS�UHJXODWRU\�GDWD�VWDQGDUG�Ȃ�KDYLQJ�
MXVW�SDVVHG��QRZ�LV�WKH�SHUIHFW�WLPH�WR�UHȵHFW�RQ�LWV�ȴUVW�IXOO�FDOHQGDU�\HDU�RI�RSHUDWLRQ�LQ�
������$OO�DFURVV�WKH�8�.���EXVLQHVVHV�KDYH�EHHQ�FUHDWLQJ�DQG�HPEHGGLQJ�WKH�UHVSRQVLEOH�GDWD�
SURWHFWLRQ�SUDFWLFHV�ZKLFK�ZHUH�ȴUVW�PDQGDWHG�RQ�0D\�����������7KHVH�HRUWV�DUH�QRZ�EHLQJ�
DFFHOHUDWHG�GXH�WR�WKH�&29Ζ'����SDQGHPLF�DQG�WKH�H[SORVLRQ�LQ�WKH�DPRXQW�RI�GDWD�EHLQJ�
KDQGOHG�DV�ZRUN�DQG�OLIH�LQFUHDVLQJO\�PRYHV�RQOLQH�

*'35�KDV�OHG�WR�YDVW�FKDQJHV�LQ�DWWLWXGHV�RQ�GDWD�VHFXULW\�Ȃ�ZLWK�LQFUHDVLQJ�DZDUHQHVV�RI�WKH�
LPSRUWDQFH�RI�SURWHFWLQJ�SHUVRQDO�GDWD�DW�DQ�RUJDQLVDWLRQDO�OHYHO�DQG�ZLWK�LQGLYLGXDO�FRQVXPHUV��
)RU�WKH�ȴUVW�WLPH�HYHU��WKH�JHQHUDO�SXEOLF�LV�DFWLYHO\�H[HUFLVLQJ�WKHLU�ULJKWV�LQ�FDVHV�RI�PDOSUDFWLFH���

&RXSOHG�ZLWK�WKH�LQWURGXFWLRQ�RI�PDQGDWRU\�EUHDFK�UHSRUWLQJ��LW�LV�QRW�VXUSULVLQJ�WKDW�WKH�
QXPEHU�RI�EUHDFKHV�UHSRUWHG�WR�WKH�8�.��UHJXODWRU��WKH�ΖQIRUPDWLRQ�&RPPLVVLRQHUȇV�2ɝFH�
�Ζ&2���LQFUHDVHG�Ȃ�WKHUH�ZHUH��������EHWZHHQ����0D\������WR���0D\�����, an increase of nearly 
��������IURP�������RYHU�D�VLPLODU�SHULRG�EHWZHHQ����������(QFRXUDJLQJO\��LQ�����RI�WKHVH�
FDVHV�QR�IXUWKHU�DFWLRQ�Ȃ�IRU�H[DPSOH��IXUWKHU�DXGLWV��PDQGDWHG�LPSURYHPHQW�DFWLRQ�SODQV��
RU�FLYLO�ȴQDQFLDO�SHQDOWLHV���ZDV�UHTXLUHG��7KLV�VXJJHVWV�EUHDFKHV�DUH�EHLQJ�SURDFWLYHO\�DQG�
V\VWHPDWLFDOO\�UHSRUWHG�

7KLV�LV�VXSSRUWHG�E\�WKH�IDFW�WKDW��DFFRUGLQJ�WR�WKH�8�.�ȇV�'HSDUWPHQW�IRU�'LJLWDO��&XOWXUH��0HGLD�
	�6SRUW��'&06�������RI�EXVLQHVVHV�VD\�F\EHUVHFXULW\�LV�D�KLJK�SULRULW\�IRU�VHQLRU�PDQDJHPHQW�
DQG�ERDUG�GLUHFWRUV��6LPSO\�SXW��LW�DSSHDUV�WKDW�RUJDQLVDWLRQV�DUH�WDNLQJ�WKHLU�GDWD�SURWHFWLRQ�
REOLJDWLRQV�VHULRXVO\��

7R�HQVXUH�RUJDQLVDWLRQV�FRQWLQXH�WR�UHPDLQ�ZHOO�LQIRUPHG�DQG�PRWLYDWHG��WKLV�UHSRUW�DGGHQGXP�
UHYLHZHG�WKH�GDWD�DYDLODEOH�IURP�8�.��UHJXODWRU\�ERGLHV�WR�KLJKOLJKW�WUHQGV�LQ�FRQVXPHU�
GDWD�EUHDFKHV�WKURXJK�������$UPHG�ZLWK�WKLV�LQIRUPDWLRQ�DQG�D�UREXVW�LGHQWLW\�DQG�DFFHVV�
PDQDJHPHQW�V\VWHP�ZKLFK�IDFLOLWDWHV�DQG�PDQDJHV�VHFXUH�DFFHVV�WR�WKH�FRQQHFWHG�ZRUOG��
RUJDQLVDWLRQV�ZLOO�EH�DEOH�WR�JDLQ�DVVXUDQFH�WKDW�WKHLU�GDWD�LV�DSSURSULDWHO\�VHFXUHG�

United Kingdom Data Security in Focus

International Perspectives
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$V�WKH�&RVW�RI�%UHDFKHV�&RQWLQXHV�WR�5LVH��3HUVRQDOO\�ΖGHQWLȴDEOH�ΖQIRUPDWLRQ�5HPDLQV�3ULPDU\�7DUJHW

ΖQ�������KHDOWKFDUH�ZDV�WKH�PRVW�DW�ULVN�VHFWRU�LQ�ERWK�WKH�8�.��DQG�8�6���FRPSULVLQJ�������DQG�����
RI�WRWDO�EUHDFKHV��UHVSHFWLYHO\��+RZHYHU��LQ�FRQWUDVW�WR�WKH�8�6��ȴQGLQJV��LQ�WKH�8�.���DFFRUGLQJ�WR�WKH�
'&06�DQG�Ζ&2��SKLVKLQJ�ZDV�WKH�PRVW�FRPPRQ�PHWKRG�RI�DWWDFN�

ΖWȇV�HDV\�WR�VHH�ZK\�WKH�8�.��KHDOWKFDUH�VHFWRU�UHSUHVHQWV�VXFK�DQ�DWWUDFWLYH�WDUJHW�WR�PDOLFLRXV�
DFWRUV��7KH�1DWLRQDO�+HDOWK�6HUYLFH��1+6��DORQH�KDV�DFFHVV�WR����PLOOLRQ�KLJK�TXDOLW\�SULPDU\�
FDUH�DQG����PLOOLRQ�VSHFLDOLVW�FDUH�UHFRUGV��ZLWK�DQ�HVWLPDWHG�YDOXH�RI�e���EQ�DQQXDOO\��SHU�(UQVW�
	�<RXQJ��7KHVH�GDWD�VHWV�DUH�D�FRPSUHKHQVLYH�DQG�ULFK�WURYH�IRU�F\EHUFULPLQDOV��FRQWDLQLQJ�
LQIRUPDWLRQ�RQ�HYHU\WKLQJ�IURP�SDWLHQW�QDPHV��DGGUHVVHV��WUHDWPHQWV��DQG�PHGLFDO�FRQGLWLRQV�
WR�LQVXUDQFH�UHFRUGV��&RPSDUHG�WR�SHUVRQDO�KHDOWK�LQIRUPDWLRQ�FDQ�EH�H[WUHPHO\�OXFUDWLYH�IRU�
PDOLFLRXV�DFWRUV��VHOOLQJ�IRU�VL[�WLPHV�PRUH��$QG��XQOLNH�3ΖΖ��D�ORW�RI�WKLV�LQIRUPDWLRQ�FDQQRW�EH�
FKDQJHG�RQFH�WKH�EUHDFK�LV�GHWHFWHG�

+HDOWKFDUH�SUHVHQWV�XQLTXH�FKDOOHQJHV�GXH�WR�WKH�H[WHQW�RI�VHQVLWLYH�GDWD�EHLQJ�VKDUHG�LQ�WKH�
FRPSOH[�DQG�PXOWL�SDUWQHU�FOLQLFDO�SURFHVV��0HGLFDO�IDFLOLWLHV�DUH�RIWHQ�SXEOLF��PHDQLQJ�GHYLFHV�
DUH�VXVFHSWLEOH�WR�SK\VLFDO�WDPSHULQJ��$QG�WKLUG�SDUW\�ULVN�DULVHV�IURP�WKH�ORQJ�FKDLQ�RI�PHGLFDO�
SDUWQHUV��LQFOXGLQJ�ODEV��VSHFLDOLVWV��DQG�GRFWRUVȇ�VXUJHULHV��(DFK�UHSUHVHQWV�D�YHFWRU�IRU�PDOLFLRXV�DWWDFN��

+RZHYHU��PRUH�FRPPRQ�WKDQ�D�WHFKQLFDO�HQWU\�SRLQW�LV�WKH�ULVN�RI�KXPDQV�EHLQJ�H[SORLWHG��or 
H[SORLWLQJ�IURP�WKH�LQVLGH���OLNH�WDUJHWHG�SKLVKLQJ�DWWDFNV�RQ�SURIHVVLRQDOV�LQ�WKH�KHDOWKFDUH�VHFWRU�
WR�JDLQ�DFFHVV�WR�OHJLWLPDWH�FUHGHQWLDOV�RU�WR�SODQW�PDOZDUH��/DVW�\HDU��WKH�1+6�VDLG�WKDW�LWV�V\VWHPV�
EORFNHG�QHDUO\��������SKLVKLQJ�DWWDFNV�D�GD\�

1HDUO\�����RI�8�.��EXVLQHVVHV�H[SHULHQFHG�D�GDWD�EUHDFK�LQ�WKH�ODVW����PRQWKV���DQG�DV�RXU�ZLGHU�
UHSRUW�GHPRQVWUDWHV��WKH�IUHTXHQF\�DQG�VRSKLVWLFDWLRQ�LV�RQO\�LQFUHDVLQJ�\HDU�RYHU�\HDU��7KH�GHEDWH�
DERXW�WKH�YDOXH�RI�GDWD�EUHDFK�GHIHQVHV�LV�RYHU��

$OO�8�.��RUJDQLVDWLRQV�PXVW��DW�D�PLQLPXP��LPSOHPHQW�EDVHOLQH�PHDVXUHV��7KLV�FDQ�LQFOXGH�
DQ\WKLQJ�IURP�KLULQJ�VHFXULW\�DQG�FRPSOLDQFH�WHDPV�WR�IUHTXHQW�VRIWZDUH�SDWFKLQJ�WR�HOLPLQDWH�
YXOQHUDELOLWLHV��RU�DGRSWLQJ�D�]HUR�WUXVW�DSSURDFK�WR�DOO�DFWLYLW\��DQG�HQVXULQJ�HYHU\�XVHU�LV�YHULȴHG�
DQG�WKH\�DUH�ZKR�WKH\�VD\�WKH\�DUH���WKH�HYHU�SUHVHQW�WKUHDW�RI�SKLVKLQJ�PDNHV�WKLV�DOO�WKH�PRUH�
LPSRUWDQW��$GGLWLRQDOO\��RUJDQLVDWLRQV�PXVW�FRQVLGHU�PRGHUQ��LQWHOOLJHQW�DXWKHQWLFDWLRQ�PHWKRGV�
WKDW�PRYH�EH\RQG�VLPSOH�XVHUQDPH�DQG�SDVVZRUG�DQG�SURYLGH�ȴQH�JUDLQHG�DXWKRULVDWLRQ�WR�SURWHFW�
DQG�VHFXUH�FRQȴGHQWLDO�GDWD�

ΖQ�WKH�PLGVW�RI�WKH�&29Ζ'����SDQGHPLF��KHDOWKFDUH�RUJDQLVDWLRQV�DUH�HVSHFLDOO\�KLJK�YDOXH�WDUJHWV�
IRU�PDOLFLRXV�DFWRUV��VR�WKH�QHHG�WR�EHHI�XS�GHIHQFHV�LV�HYHQ�JUHDWHU�

7KH�ΖQIRUPDWLRQ�&RPPLVVLRQHUȇV�2ɝFHb�Ζ&2��DOVR�KDV�D�UROH�WR�SOD\�LQ�GDWD�EUHDFK�SUHYHQWLRQ��:KLOH�
WKH�RUJDQLVDWLRQ�KDV�XVHG�HGXFDWLRQ�DQG�HQIRUFHPHQW�WR�UHGXFH�GDWD�EUHDFKHV�RYHU�WKH�ODVW�\HDU��
WKHUH�LV�VWLOO�D�ODFN�RI�JUDQXODU�GDWD�DYDLODEOH�WR�WKH�SXEOLF�DQG�LQGXVWU\�WR�KHOS�WKHP�UHVHDUFK�DQG�
XQGHUVWDQG�WKLV�SUREOHP��$V�RI�0D\�������WKH�Ζ&2�KDV�QRW�UHOHDVHG�WKH�EUHDNGRZQ�RI�QDWLRQZLGH�
GDWD�VHFXULW\�LQFLGHQWV�LQ�4��������OHDYLQJ�WKH�\HDU�RI������LQFRPSOHWH��7KH�LVVXH�LV�HYHQ�PRUH�VWDUN�
ZKHQ�FRPSDUHG�WR�RWKHU�MXULVGLFWLRQV��OLNH�$XVWUDOLD��ZKHUH�FRPSUHKHQVLYH�GDWD�VHWV�DUH�DYDLODEOH��
7KH�DFFHVV�WR�WKLV�GDWD�PXVW�EH�PDGH�IUHHO\�DQG�ZLGHO\�DYDLODEOH�LQ�D�WLPHO\�PDQQHU�
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ΖQ�������PRUH�WKDQ��������GDWD�EUHDFKHV�ZHUH�UHSRUWHG�LQ������LQ�*HUPDQ\�DORQH��$FFRUGLQJ�
WR�VXUYH\V��WKHUH�KDYH�EHHQ��������EUHDFKHV�LQ�*HUPDQ\�LQ�WKH�SHULRG�VLQFH�*'35�ZDV�
LQWURGXFHG��

:KLOH�*HUPDQ\�KDV�KDG�VWULFW�UHJXODWLRQV�RQ�GDWD�SURWHFWLRQ�VLQFH�WKH�����V��UHSRUWLQJ�D�GDWD�
EUHDFK�LQ�DFFRUGDQFH�ZLWK�WKH�FULWHULD�RI�$UW�����*'35�LV�QRZ�D�OHJDO�REOLJDWLRQ��$V�D�UHVXOW�
RI�WKH�UHSRUWV��ȴQHV�DPRXQWLQJ�WR�Ȝ����PLOOLRQ�KDYH�EHHQ�LPSRVHG�E\�WKH�(XURSHDQ�'DWD�
3URWHFWLRQ�&RPPLVVLRQHUV�VLQFH�0D\�������7KH�ȴQHV�LQ�*HUPDQ\�DORQH�DPRXQWHG�WR�D�WRWDO�RI�
Ȝ�����PLOOLRQ��RU�������PLOOLRQ�86'�

7KH�UHSRUWHG�GDWD�EUHDFKHV�LQ�*HUPDQ\�FDQ�EH�GLYLGHG�LQWR�LQWHUQDO�DQG�H[WHUQDO�WKUHDWV��
([DPSOHV�RI�LQWHUQDO�WKUHDWV�DUH�XQSURWHFWHG�IROGHUV�DQG�KXPDQ�HUURUV��VXFK�DV�PLVGLUHFWHG�
OHWWHUV��RSHQ�H�PDLO�GLVWULEXWLRQ�OLVWV��LPSURSHU�GLVSRVDO�RI�ȴOHV��DQG�ORVW�H[WHUQDO�VWRUDJH�
GHYLFHV��DV�ZHOO�DV�SURJUDPPLQJ�HUURUV��$�TXDUWHU�RI�DOO�GDWD�EUHDFKHV�DUH�GXH�WR�WHFKQLFDO�
V\VWHP�HUURUV������DUH�GXH�WR�KXPDQ�HUURU��

9LUWXDOO\�HYHU\�*HUPDQ�LQGXVWU\�LV�DHFWHG��ΖQ�DGGLWLRQ�WR�EUHDFKHV�LQ�WKH�KHDOWKFDUH�V\VWHP�
ZKHUH�SDWLHQW�GDWD�ZDV�VHQW�WR�WKH�ZURQJ�UHFLSLHQW�E\�PLVWDNH�RU�SXEOLVKHG�RQOLQH��ODUJH�
DYLDWLRQ�RU�IDVKLRQ�FRPSDQLHV�KDYH�DOVR�KDG�WR�GHDO�ZLWK�GDWD�OHDNV�VLQFH�WKH�*'35�FDPH�
LQWR�HHFW��'XH�WR�D�WHFKQLFDO�PDOIXQFWLRQ�LQ�RQH�RI�/XIWKDQVDȇV�IUHTXHQW�ȵ\HU�SURJUDPV��WKH�
FXVWRPHU�GDWD�RI�RWKHU�SURJUDP�SDUWLFLSDQWV�ZDV�YLVLEOH�IRU�D�VKRUW�WLPH�WR�������ORJJHG�
LQ�XVHUV��$W�DQ�+	0�FXVWRPHU�FHQWUH��PDQDJHUV�V\VWHPDWLFDOO\�FROOHFWHG�SHUVRQDO�GDWD�RQ�
WKH�OLYLQJ�VLWXDWLRQ�RI�HPSOR\HHV�LQ�XQSURWHFWHG�GDWD�IROGHUV��7KH�DXWKRULWLHV�VXEVHTXHQWO\�
HYDOXDWHG�DURXQG����JLJDE\WHV�RI�GDWD��

ΖQ�1RYHPEHU�������WKH�%HUOLQ�GDWD�SURWHFWLRQ�DXWKRULWLHV�LPSRVHG�D�ȴQH�RI�Ȝ�����PLOOLRQ�
RQ�D�UHDO�HVWDWH�FRPSDQ\��7KH�FRPSDQ\�KDG�DUFKLYHG�VHQVLWLYH�SHUVRQDO�GDWD�VXFK�DV�VHOI�
GLVFORVXUHV��VDODU\�VWDWHPHQWV��H[FHUSWV�IURP�HPSOR\PHQW�FRQWUDFWV��DQG�WD[��6RFLDO�6HFXULW\�
DQG�KHDOWK�LQVXUDQFH�GDWD�IRU�\HDUV�ZLWKRXW�GHOHWLQJ�WKH�GDWD��*HUPDQ\ȆV�VPDOO�DQG�PHGLXP�
VL]HG�EXVLQHVVHV��60%V��VHHP�WR�EH�SDUWLFXODUO\�DHFWHG�E\�WKH�FKDQJHV�LQ�WKH�*'35��RQH�LQ����
60%V�LQ�*HUPDQ\�KDG�UHSRUWHG�D�GDWD�EUHDFK�E\�0D\�������

([WHUQDO�WKUHDWV�DUH�UHVSRQVLEOH�IRU�����RI�DOO�GDWD�EUHDFKHV�LQ�*HUPDQ\���7KHVH�LQFOXGH��IRU�
H[DPSOH��PDOZDUH�VHQW�E\�HPDLO�RU�VSHFLȴFDOO\�WDUJHWHG�F\EHUDWWDFNV�OHYHUDJLQJ�UDQVRPZDUH��
$OO�RI�WKHVH�DUH�LQFOXGHG�LQ�WKH�GDWD�EUHDFK�VWDWLVWLFV�DQG�UHPDLQ�RQH�RI�WKH�ELJJHVW�DQG�
PRVW�H[SHQVLYH�WKUHDWV��7KH�*HUPDQ�)HGHUDO�2ɝFH�IRU�ΖQIRUPDWLRQ�6HFXULW\��%XQGHVDPW�I¾U�
6LFKHUKHLW�LQ�GHU�ΖQIRUPDWLRQVWHFKQLN��%6Ζ��UHFRUGHG�DOPRVW���������EUHDFKHV�SHU�GD\�LQ�������
1RW�RQO\�LV�WKH�QXPEHU�RI�LQFLGHQWV�UHPDUNDEOH��EXW�WKH�DPRXQW�RI�SHUVRQDO�GDWD�WKDW�LV�OHDNHG�
DQG�SXEOLVKHG�RQOLQH�LV�DV�ZHOO��ΖGHQWLW\�WKHIW��LQ�ZKLFK�SHUVRQDO�GDWD�LV�XVHG�E\�WKLUG�SDUWLHV��
OHDGV�WR�ORVVHV�DYHUDJLQJ�Ȝ����SHU�GDWD�VHW��3RSXODU�IRUPV�RI�LGHQWLW\�WKHIW�LQFOXGH�SKLVKLQJ��
WKH�XVH�RI�PDOZDUH��RU�WKH�XVH�RI�XQSURWHFWHG��SXEOLF�FORXG�VWRUDJH��ΖQDGHTXDWHO\�SDWFKHG�
V\VWHPV�RU�]HUR�GD\�H[SORLWV�DUH�DOVR�XVHG�WR�UHDG�RXW�GDWD�

Germany Data Security in Focus
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� KWWSV���ZZZ�GODSLSHU�FRP�HQ�JHUPDQ\�LQVLJKWV�SXEOLFDWLRQV���������JGSU�GDWD�EUHDFK�VXUYH\������ 
� KWWSV���ZZZ�OGD�EUDQGHQEXUJ�GH�VL[FPV�GHWDLO�SKS�EE��F��������GH 
� KWWSV���ZZZ�EGVJ�H[WHUQHU�GDWHQVFKXW]EHDXIWUDJWHU�GH�GDWHQVFKXW]�GDWHQSDQQHQ� 
� KWWSV���ZZZ�GODSLSHU�FRP�HQ�JHUPDQ\�LQVLJKWV�SXEOLFDWLRQV���������JGSU�GDWD�EUHDFK�VXUYH\������ 
�� 3RQHPRQ�ΖQVWLWXWH��Ζ%0�Ȍ&RVW�RI�D�'DWD�%UHDFKȊ�VWXG\������ 
� KWWSV���ZZZ�JGY�GH�GH�PHGLHQ�DNWXHOO�HLQ�MDKU�HX�GDWHQVFKXW]��MHGHU�����PLWWHOVWDHQGOHU�PXVVWH�EHUHLWV�GDWHQSDQQH�PHOGHQ������

9� 3RQHPRQ�ΖQVWLWXWH��Ζ%0�Ȍ&RVW�RI�D�'DWD�%UHDFKȊ�VWXG\������ 
10 KWWSV���ZZZ�EPL�EXQG�GH�6KDUHG'RFV�GRZQORDGV�'(�SXEOLNDWLRQHQ�WKHPHQ�LW�GLJLWDOSROLWLN�EVL�ODJHEHULFKW������SGI"BBEORE SXEOLFDWLRQ)LOH	Y � 
11�3RQHPRQ�ΖQVWLWXWH��Ζ%0�Ȍ&RVW�RI�D�'DWD�%UHDFKȊ�VWXG\������

ΖQ�DGGLWLRQ�WR�RɝFH�FRPPXQLFDWLRQ��SURGXFWLRQ�DQG�PDQXIDFWXULQJ�LQGXVWULHV�DUH�DOVR�
LQFUHDVLQJO\�WDUJHWHG�E\�DWWDFNV��'LJLWDOL]DWLRQ�DQG�QHWZRUNLQJ�WKURXJK�ΖQWHUQHW�RI�7KLQJV��ΖR7��
DQG�ΖQGXVWU\�����LQFUHDVH�WKH�SRVVLELOLWLHV�RI�DWWDFN�LQ�WKHVH�LQGXVWULHV��7KH�WKUHDW�OHYHO�IURP�
ERWQHWV�UHPDLQV�XQFKDQJHG��XS�WR���������ERW�LQIHFWLRQV�RI�*HUPDQ�V\VWHPV�SHU�GD\�ZHUH�
UHJLVWHUHG�E\�WKH�%6Ζ�LQ�������0RUH�WKDQ�KDOI�RI�DOO�DWWDFNV�DUH�FDUULHG�RXW�YLD�FRPSURPLVHG�RU�
LPSURSHUO\�KLUHG�FORXG�VHUYHUV��7KLV�PHDQV�WKDW�DOPRVW�HYHU\�FORXG�VHUYLFH�SURYLGHU�KDV�EHHQ�
PLVXVHG�DW�OHDVW�RQFH�WR�FDUU\�RXW�GLVWULEXWHG�GHQLDO�RI�VHUYLFH��''R6��DWWDFNV�

'DWD�SURWHFWLRQ�LV�HVSHFLDOO\�LPSRUWDQW�LQ�WLPHV�RI�FULVLV��1HZ�UHJLVWUDWLRQ�UHTXLUHPHQWV�DQG�
V\VWHPV�DUH�FXUUHQWO\�EHLQJ�LQWURGXFHG�TXLFNO\�LQ�PDQ\�SODFHV��IRU�H[DPSOH��LQ�WKH�KHDOWKFDUH�
V\VWHP��FDXVLQJ�PDQ\�FLWL]HQV�WR�IHHO�XQLQIRUPHG�DERXW�KRZ�WKH�VWDWH�RU�WKHLU�HPSOR\HUV�
FROOHFW�DQG�XVH�GDWD�GXULQJ�D�FULVLV��3VHXGRQ\PLVDWLRQ�DQG�DQRQ\PLVDWLRQ�SURFHGXUHV�DUH�
H[FHHGLQJO\�LPSRUWDQW��HVSHFLDOO\�IRU�PHGLFDO�DQG�SDQGHPLF�GDWD��

$OWKRXJK�IHZHU�GDWD�EUHDFKHV�DUH�FXUUHQWO\�EHLQJ�UHSRUWHG��WKRVH�UHVSRQVLEOH�H[SHFW�PDOZDUH�
WR�EHFRPH�PRUH�ZLGHVSUHDG�VRRQ��0DQ\�UHPRWH�ZRUNHUV�FRQQHFW�WR�WKH�ΖQWHUQHW�RXWVLGH�RI�D�
SURIHVVLRQDO�Ζ7�LQIUDVWUXFWXUH��LQFUHDVLQJ�WKH�ULVN�RI�HUURUV�RU�GDWD�PLVXVH�Ȃ�QRW�RQO\�IRU�WKHLU�
RZQ�GDWD�EXW�IRU�GDWD�WKH\ȇUH�SURFHVVLQJ�IRU�FRQVXPHUV��ΖQ�DGGLWLRQ��SKLVKLQJ�FDPSDLJQV�DUH�
JHQHUDOO\�JHDUHG�WR�FXUUHQW�VRFLDO�HYHQWV�DQG�WUHQGLQJ�WRSLFV��VR�&29Ζ'����RHUV�DQ�LGHDO�
RSSRUWXQLW\�WR�DWWDFN�

ΖQ�*HUPDQ\��PRUH�WKDQ�WKUHH�PLOOLRQ�FRPSDQLHV��SOXV�VWDWH�LQVWLWXWLRQV�DQG�RWKHU�ERGLHV��
DUH�VXEMHFW�WR�WKH�REOLJDWLRQ�WR�UHSRUW�GDWD�EUHDFKHV�XQGHU�$UW�����*'35��7KLV�VXJJHVWV�WKDW��
GHVSLWH�WKH�LQFUHDVHG�WUDQVSDUHQF\�DQG�VHQVH�RI�GXW\�Ȃ�HVSHFLDOO\�FRPSDUHG�ZLWK�RWKHU�(8�
FRXQWULHV�Ȃ�WKH�QXPEHU�RI�GDWD�EUHDFKHV�VKRXOG�UHDOLVWLFDOO\�EH�PXFK�KLJKHU��$GGLWLRQDOO\��LW�
FDQ�EH�DVVXPHG�WKDW�GDWD�SURWHFWLRQ�UHTXLUHPHQWV�ZLOO�EHFRPH�HYHQ�PRUH�FRPSUHKHQVLYH�DQG�
FRPSOH[�LQ�WKH�IXWXUH��DV�RQJRLQJ�GLJLWDOL]DWLRQ�SURMHFWV�RSHQ�XS�QHZ�SRWHQWLDO�DUHDV�RI�DWWDFN�
LQ�PDQ\�VHFWRUV��1HYHUWKHOHVV��WKH�UHSRUWHG�GDWD�OHDNV�LQ�*HUPDQ\�GHPRQVWUDWH�WKDW�GLJLWDO�
SHUVRQDO�UHVSRQVLELOLW\�RI�HYHU\RQH�Ȃ�SULYDWH�XVHU�RU�FRPSDQ\�Ȃ�LV�DQ�HVVHQWLDO�FRPSRQHQW�IRU�
GDWD�FROOHFWLRQ�DQG�VHFXULW\�QRZ�DQG�LQ�WKH�IXWXUH�
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 • KWWSV���ZZZ�RDLF�JRY�DX�SULYDF\�QRWLȴDEOH�GDWD�EUHDFKHV�QRWLȴDEOH�GDWD�EUHDFKHV�VWDWLVWLFV� 
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�����2$Ζ&�1RWLȴDEOH�'DWD�%UHDFKHV�5HSRUWV� 
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� � QRWLȴDEOH�GDWD�EUHDFKHV�VWDWLVWLFV�QRWLȴDEOH�GDWD�EUHDFKHV�VWDWLVWLFV�UHSRUW���DSULO�WR����MXQH�������

 • KWWSV���ZZZ�RDLF�JRY�DX�SULYDF\�QRWLȴDEOH�GDWD�EUHDFKHV�QRWLȴDEOH�GDWD�EUHDFKHV�VWDWLVWLFV� 
� � QRWLȴDEOH�GDWD�EUHDFKHV�VWDWLVWLFV�UHSRUW���MXO\�WR����VHSWHPEHU������ 

 • KWWSV���ZZZ�RDLF�JRY�DX�SULYDF\�QRWLȴDEOH�GDWD�EUHDFKHV�QRWLȴDEOH�GDWD�EUHDFKHV�VWDWLVWLFV� 
� � QRWLȴDEOH�GDWD�EUHDFKHV�VWDWLVWLFV�UHSRUW���RFWREHU�WR����GHFHPEHU������ 

 • KWWSV���ZZZ�RDLF�JRY�DX�SULYDF\�QRWLȴDEOH�GDWD�EUHDFKHV�QRWLȴDEOH�GDWD�EUHDFKHV�VWDWLVWLFV� 
� � QRWLȴDEOH�GDWD�EUHDFKHV�VFKHPH���PRQWK�LQVLJKWV�UHSRUW�

7KHUH�ZDV�D�����LQFUHDVH�LQ�WKH�QXPEHU�RI�GDWD�EUHDFKHV�UHSRUWHG�WR�WKH�2ɝFH�RI�WKH�
$XVWUDOLDQ�ΖQIRUPDWLRQ�&RPPLVVLRQHU��2$Ζ&��IURP������WR�������MXPSLQJ�IURP�����WR�
�����ΖQFUHDVHV�LQ�GDWD�EUHDFKHV�EHWZHHQ������WR������ZHUH�FRQVLVWHQW�DFURVV�FRQWDFW�
LQIRUPDWLRQ��LGHQWLW\�ΖQIRUPDWLRQ��KHDOWK�LQIRUPDWLRQ��ȴQDQFLDO�GHWDLOV��DQG�WD[�ȴOH�QXPEHUV�

'DWD�EUHDFKHV�LQYROYLQJ�KHDOWK�LQIRUPDWLRQ�VDZ�WKH�ELJJHVW�LQFUHDVH�EHWZHHQ������WR�
������ZLWK�D�������\HDU�RQ�\HDU�LQFUHDVH��'DWD�EUHDFKHV�LQYROYLQJ�FRQWDFW�LQIRUPDWLRQ�DOVR�
VDZ�D�VKDUS�LQFUHDVH�EHWZHHQ������DQG�������ZLWK�������LQFUHDVH�\HDU�RQ�\HDU��&RQWDFW�
LQIRUPDWLRQ�OLNH�KRPH�DGGUHVVHV��SKRQH�QXPEHUV�RU�HPDLO�DGGUHVVHV�UHPDLQHG�WKH�PRVW�
IUHTXHQWO\�VRXJKW�DIWHU�LQIRUPDWLRQ�LQYROYHG�LQ�GDWD�EUHDFKHV��IROORZHG�E\�ȴQDQFLDO�GHWDLOV��

+HDOWK�VHUYLFH�SURYLGHUV��WKH�KHDOWK�VHFWRU��UHSRUWHG�����GDWD�EUHDFKHV�GXULQJ�WKH�
UHSRUWLQJ�SHULRG��7KLV�VHFWRU�KDV�FRQVLVWHQWO\�UHSRUWHG�WKH�PRVW�GDWD�EUHDFKHV�FRPSDUHG�
WR�RWKHU�LQGXVWU\�VHFWRUV�VLQFH�WKH�VWDUW�RI�WKH�QRWLȴDEOH�GDWD�EUHDFKHV��1'%��VFKHPH��
6LPLODUO\��WKH�ȴQDQFH�VHFWRU�UHSRUWHG�WKH�VHFRQG�KLJKHVW�DPRXQW�RI�GDWD�EUHDFKHV�GXULQJ�
WKH�UHSRUW�SHULRG��UHFRUGLQJ�����LQ�WRWDO�

:LWK�KXPDQ�HUURU�WKH�VHFRQG�OHDGLQJ�FDXVH�RI�GDWD�EUHDFKHV�LQ�������EHKLQG�PDOLFLRXV�RU�
FULPLQDO�DWWDFNV��LWȇV�FOHDU�WKDW�$XVWUDOLDQ�EXVLQHVVHV�PXVW�LQYHVW�LQ�FRQVROLGDWHG�LGHQWLW\�
PDQDJHPHQW�VWUDWHJLHV�IRU�ERWK�FXVWRPHUV�DQG�HPSOR\HHV�WR�HQVXUH�WKH\�DUH�VHFXUH�RQ�DOO�
OHYHOV�RI�RSHUDWLRQ�

$XVWUDOLDQV�DOVR�PXVW�EH�PRUH�ZDU\�RI�VLJQLQJ�XS�WR�XQQHFHVVDU\�VHUYLFHV�DQG�VXSSO\LQJ�
WKH�VDPH�LQIRUPDWLRQ��RYHU�DQG�RYHU�DJDLQ��7KH�����GDWD�EUHDFKHV�LQ������LQFOXGHG�FRQWDFW�
LQIRUPDWLRQ�OLNH�DQ�LQGLYLGXDOȇV�KRPH�DGGUHVV��SKRQH�QXPEHU�RU�HPDLO�DGGUHVV��DQG�ZKHQ�
WKLV�LQIRUPDWLRQ�LV�FRPSURPLVHG�LQ�FRQMXQFWLRQ�ZLWK�LGHQWLW\�LQIRUPDWLRQ��OLNH�DQ�LQGLYLGXDOȇV�
SDVVSRUW�QXPEHU��GULYHU�OLFHQFH�QXPEHU�RU�RWKHU�JRYHUQPHQW�LGHQWLȴHUV��LW�LV�PXFK�HDVLHU�
IRU�F\EHUFULPLQDOV�WR�FDUU\�RXW�HODERUDWH�LGHQWLW\�WKHIWV�

ΖQ�OLJKW�RI�WKH�LQFUHDVLQJ�QXPEHU�RI�GDWD�EUHDFKHV�EHWZHHQ������DQG������DORQH��DQG�
KXPDQ�HUURU�VWDQGLQJ�RXW�DV�WKH�VHFRQG�KLJKHVW�FDXVH�RI�GDWD�EUHDFKHV�LQ�������LWȇV�FOHDU�
WKDW�LQGXVWU\��JRYHUQPHQW��DQG�UHJXODWRUV�PXVW�FRPH�WRJHWKHU�WR�HGXFDWH�$XVWUDOLDQV�
RQ�KRZ�WR�EHVW�PDQDJH�WKHLU�GLJLWDO�LGHQWLWLHV�DQG�GHYHORS�FRQVROLGDWHG�SODWIRUPV�WKDW�
PLQLPLVH�KRZ�RIWHQ�$XVWUDOLDQV�KDYH�WR�VXEPLW�WKH�VDPH�LQIRUPDWLRQ�IRU�GLHUHQW�VHUYLFHV�
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Conclusion

ΖQ�������PDQ\�RUJDQL]DWLRQV�IDFHG�WKHLU�ȴUVW�IXOO�\HDU�RI�*HQHUDO�'DWD�3URWHFWLRQ�5HJXODWLRQ�
�*'35��HQIRUFHPHQW�RU�LPSHQGLQJ�&DOLIRUQLD�&RQVXPHU�3ULYDF\�$FW��&&3$��HQIRUFHPHQW��RU�
ERWK��$GGLWLRQDO�PDQGDWHV�DQG�PDUNHW�SUHVVXUHV�UHODWHG�WR�VHFXULW\��VXFK�DV�2SHQ�%DQNLQJ�
LQ�WKH�ȴQDQFLDO�VHUYLFHV�VHFWRU��FRQWLQXH�DSDFH��<HW�HYHQ�DV�RUJDQL]DWLRQV�LQYHVW�ELOOLRQV�LQWR�
VHFXULW\�VROXWLRQV�DQG�VHUYLFHV��F\EHUFULPLQDOV�FRQWLQXH�WR�DGYDQFH�WKHLU�WDFWLFV�DQG�PHDQV�RI�
DFFHVVLQJ�SUHFLRXV�FRQVXPHU�GDWD�Ȃ�ZLWK�QR�VLJQ�RI�VORZLQJ�GRZQ�

7KH�WUHQG�IURP������LQWR�4��RI������VKRZV�WKDW�WKHVH�F\EHUFULPLQDOV�UHPDLQ�IRFXVHG�RQ�
WDUJHWLQJ�FRQVXPHU�3ΖΖ��(YHQ�WKH�PRVW�VHHPLQJO\�KDUPOHVV�SLHFH�RI�GDWD�FDQ�EH�FRPELQHG�ZLWK�
RWKHU�VRXUFHV�RI�LQIRUPDWLRQ�WR�UHVXOW�LQ�VHULRXV�FRPSURPLVH��6HUYLFH�SURYLGHUV�VKRXOG�KHOS�
FRQVXPHUV�DYRLG�SURYLGLQJ�XQQHFHVVDU\�FRSLHV�RI�GDWD�E\�DGKHULQJ�WR�WKH�SULYDF\�SULQFLSOH�RI�
GDWD�PLQLPL]DWLRQ��$GGLWLRQDOO\��WKH\�FDQ�SURYLGH�XVHUV�ZLWK�JUHDWHU�WUDQVSDUHQF\�DQG�FRQWURO�
LQ�KRZ�LQIRUPDWLRQ�LV�FROOHFWHG�DQG�XVHG�WKURXJK�D�FRPSUHKHQVLYH�FRQVHQW�DQG�SHUPLVVLRQV�
PDQDJHPHQW�DSSURDFK�

'DWD�EUHDFKHV�DUH�LQFUHDVLQJO\�FDXVHG�E\�XQDXWKRUL]HG�DFFHVV��ZKLFK�LV�D�V\PSWRP�RI�SRRU�
DFFHVV�PDQDJHPHQW��ΖQ�WKH�8�6���IXOO\�����RI�EUHDFKHV�ZHUH�FDXVHG�E\�XQDXWKRUL]HG�DFFHVV�LQ�
������DQG�4�������VKRZV�WKH�VDPH�WUHQG��7KLV�FDQ�EH�D�SUREOHP�FDXVHG�E\�HLWKHU�PDOLFLRXV�
DFWRUV�IURP�RXWVLGH�RU�LQDGYHUWHQW�DFFHVV�E\�LQDSSURSULDWH�DFWRUV�LQVLGH�DQ�RUJDQL]DWLRQ��ΖQ�
ERWK�*HUPDQ\�DQG�$XVWUDOLD��KXPDQ�HUURU�Ȃ�DQ�LQWHUQDO�WKUHDW�Ȃ�ZDV�QRWHG�DV�D�FKDOOHQJH��
(PSOR\LQJ�D�FRPSUHKHQVLYH�LGHQWLW\�DQG�DFFHVV�PDQDJHPHQW�VROXWLRQ�LV�WKH�EHVW�DSSURDFK�IRU�
SUHYHQWLQJ�DFFHVV�LQ�FDVHV�RI�ERWK�LQWHUQDO�DQG�H[WHUQDO�WKUHDWV�

$W�WKH�VDPH�WLPH��WKHUH�DUH�VLJQV�WKDW�SKLVKLQJ�LV�RQ�WKH�ULVH�DV�DQ�DWWDFN�PHWKRG��ΖQ�������
SKLVKLQJ�URVH�WR�EHFRPH�WKH�WKLUG�PRVW�IUHTXHQW�DWWDFN�W\SH�LQ�WKH�8�6���DQG�LQ�4�������LW�URVH�
DJDLQ�WR�WKH�VHFRQG�PRVW�IUHTXHQW��3KLVKLQJ�LV�OLNHO\�WR�FRQWLQXH�WR�EH�D�SRSXODU�DWWDFN�PHWKRG�
LQ�������DV�PDOLFLRXV�DJHQWV�XVH�LW�WR�WDUJHW�FRQVXPHUV�ZLWK�IDOVH�LQIRUPDWLRQ�RQ�WKH�&29Ζ'����
SDQGHPLF��8VLQJ�DGDSWLYH��FRQWH[W�DZDUH�DXWKHQWLFDWLRQ�PHWKRGV�FDQ�KHOS�WR�FRPEDW�WKLV�
WKUHDW�ZLWKRXW�QHJDWLYHO\�LPSDFWLQJ�WKH�FRQVXPHU�H[SHULHQFH�

$FURVV�WKH�JOREH��LWȇV�FOHDU�WKDW�KHDOWKFDUH�LQIRUPDWLRQ�FRQWLQXHV�WR�EH�D�OXFUDWLYH�KXQWLQJ�
JURXQG�IRU�F\EHUFULPLQDOV��ΖQ�������WKH�8�.�ȇV�1DWLRQDO�+HDOWK�6HUYLFH��1+6��IHQGHG�R�QHDUO\�
�������SKLVKLQJ�DWWDFNV�D�GD\��ΖQ�$XVWUDOLD��WKH�VHFWRU�KDV�UHSRUWHG�WKH�PRVW�GDWD�EUHDFKHV�
FRPSDUHG�WR�RWKHUV�HYHU\�\HDU�VLQFH�������ΖQ�WKH�8�6���KHDOWKFDUH�KDV�UHPDLQHG�WKH�WRS�EUHDFK�
WDUJHW�VLQFH�WKH�SUHYLRXV�\HDUȇV�UHSRUW��ZLWK�EUHDFKHV�FRVWLQJ�WKH�LQGXVWU\�QHDUO\����%�DQG�
SHUVRQDO�KHDOWK�LQIRUPDWLRQ�FRPPDQGLQJ�D��[�SUHPLXP��$OUHDG\�LQ�4��������WKH�VHFWRU�LV�
RXWSDFLQJ�DOO�RWKHUV�DQG�LWV�RZQ�SUHYLRXV�WUDFN�UHFRUG��DW�RYHU�KDOI�������RI�EUHDFKHV��7KH�
RQJRLQJ�SDQGHPLF�DQG�WKH�UHVXOWLQJ�H[SORVLRQ�RI�WHOHKHDOWK�SUDFWLFHV��DV�ZHOO�DV�QHZ�KHDOWK�
UHODWHG�DSSV�IRU�SHRSOH�WR�GRZQORDG�DQG�WU\��DUH�DFFHOHUDWLQJ�VHFXULW\�ULVNV��7DNLQJ�D�=HUR�7UXVW�
DSSURDFK�WR�VHFXULW\��ZKLFK�HPSKDVL]HV�FRQWUROOLQJ�DFFHVV�LQ�D�G\QDPLF�DQG�DGDSWLYH�IDVKLRQ�
ZLWKLQ�D�FORVHO\�FLUFXPVFULEHG�SHULPHWHU�DURXQG�WKH�SURWHFWHG�UHVRXUFH��LV�D�EHVW�SUDFWLFH�
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$ERXW�)RUJH5RFN

)RUJH5RFN��WKH�OHDGHU�LQ�GLJLWDO�LGHQWLW\��GHOLYHUV�PRGHUQ�DQG�FRPSUHKHQVLYH�ΖGHQWLW\�DQG�$FFHVV�0DQDJHPHQW�VROXWLRQV�IRU�FRQVXPHUV��
HPSOR\HHV�DQG�WKLQJV�WR�VLPSO\�DQG�VDIHO\�DFFHVV�WKH�FRQQHFWHG�ZRUOG��8VLQJ�)RUJH5RFN��PRUH�WKDQ�D�WKRXVDQG�JOREDO�FXVWRPHU�RUJDQL]DWLRQV�
RUFKHVWUDWH��PDQDJH��DQG�VHFXUH�WKH�FRPSOHWH�OLIHF\FOH�RI�LGHQWLWLHV�IURP�G\QDPLF�DFFHVV�FRQWUROV��JRYHUQDQFH��$3ΖV��DQG�VWRULQJ�DXWKRULWDWLYH�
GDWD�Ȃ�FRQVXPDEOH�LQ�DQ\�FORXG�RU�K\EULG�HQYLURQPHQW��7KH�FRPSDQ\�LV�SULYDWHO\�KHOG��DQG�KHDGTXDUWHUHG�LQ�6DQ�)UDQFLVFR��&DOLIRUQLD��ZLWK�
RɝFHV�DURXQG�WKH�ZRUOG��)RU�PRUH�LQIRUPDWLRQ�DQG�IUHH�GRZQORDGV��YLVLW ZZZ�IRUJHURFN�FRP RU�IROORZ�)RUJH5RFN�RQ�VRFLDO�PHGLD�

)ROORZ�8V

&RS\ULJKW�k������)RUJH5RFN��$OO�5LJKWV�5HVHUYHG�

.QRZLQJ�WKH�YDOXH�RI�FRQVXPHU�GDWD��ERWK�WR�WKH�RZQHU�DQG�F\EHUFULPLQDOV��WKHVH�VWDWLVWLFV�
VKRZ�WKDW�RUJDQL]DWLRQV�PXVW�HOHYDWH�WKHLU�GLJLWDO�LGHQWLW\�PDQDJHPHQW�VWUDWHJLHV�WR�SURWHFW�
FRQVXPHU�GDWD��DV�ZHOO�DV�WKHLU�EUDQG�UHSXWDWLRQ�

:KDW�VSHFLȴFDOO\�VKRXOG�RUJDQL]DWLRQV�EH�ORRNLQJ�IRU"

7KH�ULJKW�GLJLWDO�LGHQWLW\�VROXWLRQ�VKRXOG�HQDEOH�WKH�RUFKHVWUDWLRQ�RI�XVHU�LGHQWLW\�MRXUQH\V��OLNH�
UHJLVWUDWLRQ�DQG�DXWKHQWLFDWLRQ��LQ�D�FRQYHQLHQW�ZD\�WKDW�XQLȴHV�WKH�FRQWUROV�IRU�VHFXULW\�DQG�
XVHU�H[SHULHQFH��ΖW�VKRXOG�HQDEOH�DFFHVV�WR�EH�FRQWUROOHG�FORVH�WR�HDFK�DSSOLFDWLRQ��DV�EHȴWV�
=HUR�7UXVW��ZLWK�FRQWH[W�IURP�DXWKHQWLFDWLRQ�IHHGLQJ�LQWR�DXWKRUL]DWLRQ��$QG�LW�VKRXOG�HQDEOH�
WKH�HQWHUSULVH�WR�SURWHFW�SHUVRQDO�GDWD�LQ�D�WUDQVSDUHQW�IDVKLRQ�DQG�H[WHQG�FRQWURO�RI�GDWD�
FRQVHQW�DQG�SHUPLVVLRQV�LQ�D�ZD\�WKDW�LV�XQLȴHG�IRU�HDFK�XVHU��LQFUHDVLQJ�WKHLU�FRQȴGHQFH�LQ 
WKH�VHUYLFH�SURYLGHU�

ΖGHQWLW\�JRYHUQDQFH�LV�D�NH\�SDUW�RI�SUHYHQWLQJ�XQDXWKRUL]HG�DFFHVV��7KH�ULJKW�DSSURDFK�
OHYHUDJHV�FORXG�DQG�$Ζ�0/�WR�FUHDWH�LQWHOOLJHQW�JRYHUQDQFH�VROXWLRQV��ΖW�XWLOL]HV�WKH�YDVW�DPRXQWV�
RI�GDWD�WKDW�D�FRPSDQ\�DOUHDG\�SRVVHVVHV�DV�DQ�LQSXW�WR�OHDUQLQJ�DQG�SUHGLFWLQJ�JRRG�DFFHVV��
ΖW�DOORZV�RUJDQL]DWLRQV�WR�HPSOR\�D�SRUWIROLR�RI�PDFKLQH�OHDUQLQJ�PRGHOV��ΖW�DOVR�DOORZV�WKH�
ȵH[LELOLW\�WR�LQJHVW�ODUJH�DPRXQWV�RI�GDWD�IURP�WKH�YDULRXV�GDWD�VRXUFHV�WKDW�DUH�DYDLODEOH��0RVW�
RI�DOO��WKH�ULJKW�VROXWLRQ�DFWXDOO\�UHGXFHV�HRUW�DQG�XQORFNV�YDOXH�IURP�FXUUHQW�Ζ$0�LQYHVWPHQWV�


