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1. Background

The foundation of Germany’s cybersecurity architecture dates back to 1986. It was
in this year that the organization preceding the “Bundesamt fiir Sicherheit in der
Informationstechnik” (Federal Office for Information Security, BSI, official transla-
tion), known as the “Zentralstelle fur das Chiffrierwesen” (Central Office for Encryp-
tion, ZfCh, own translation), set up a working party to deal with questions of security
amid the rapid development of ICT technology'. OnJanuary 1, 1991, the BSI began its
work as an offshoot of the “Bundesnachrichtendienst” (Federal Intelligence Service,
BND, official translation). In particular following the publication of the Cyber Secu-
rity Strategy for Germany 2011, Germany’s national security architecture caught the
public’s attention?.

Much has happened since then: Cybersecurity has become a core part of German
security and defence policy, which has led to the emergence of new national and
international players in the field as well as the development of links between them.
Nevertheless, neither the 2011 strategy, nor the updated 2016 strategy’, contain
an overview of the increasingly complex architecture of German authorities’ tasks
and competencies in cyberspace, albeit visualized or otherwise. For the first time,
the “Bundesministerium des Innern, fiir Bau und Heimat” (Federal Ministry of the
Interior, Building and Community, BMI, official translation) has presented a list of
cybersecurity actors and initiatives from state, civil society, academia and industry
as an online compendium in November 2020 within the framework of its National
Cyber Security Pact“. We hope that our publication series, in existence since 2018,
has contributed to the BMI’s decision to take this step.

A structured policy approach is indispensable for effectively and efficiently position-
ing Germany within the realm of cyberspace, especially when considering limited
resources’. In this respect, this publication therefore seeks to make a contribution
within the framework of Stiftung Neue Verantwortung’s policy work on cybersecu-
rity®. Hence, this publication provides a visualization of Germany’s national cyber
security architecture, a list of abbreviations and actors, as well as an explanation
of the relationships between individual actors. In the current edition of this publi-
cation, municipal and NATO actors have been included as two new levels. Moreover,
updates, adjustments and new actors have been made and added at EU, federal and
federal state levels.

11
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Identified connections in the visualization represent different aspects of a given re-
lationship, ranging from the deployment of employees within the respective organi-
zation to members of the advisory board, financial grants or legal and professional
supervision. Other international actors such as the United Nations (UN), mere legis-
lative and judicial actors at all levels as well as actors in the private sector,academia
and civil society are not yet accounted for.

This publication is based almost exclusively on open-source information. For this
reason, we are grateful for any tips based on open-source information regarding
additional information not included in these pages. Please contact Christina Rupp
with suggestions for changes or additions. This document will be periodically up-
dated in order to account for the latest developments of Germany's cybersecurity
architecture.

Within the next edition (to be published in fall 2021) we would like to provide an
overview of the evolution of described cybersecurity architecture and employ new
opportunities for visualization.

This publication is a translation that is based on the current 6 edition of the Ger-
man version. The earlier editions in German can be retrieved accordingly:

Edition Co-Author Co-Author Publication

15t Edition 07/2018 Sven Herpig Tabea Breternitz Link
2" Edition 04/2019 Sven Herpig Clara Bredenbrock Link
3 Edition 11/2019 Sven Herpig Kira Messing Link
4t Edition 03/2020 Sven Herpig Rebecca Beigel Link
5th Edition 10/2020 Sven Herpig Rebecca Beigel Link
6t Edition 04/2021 Sven Herpig Christina Rupp Current version
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3. Actors and Abbreviations

For reference, this list contains all abbreviations and terms used within our visual-
ization. Explanations for all actors mentioned can be found at the respective levels
(in alphabetical order). In cases of existing German and English official abbrevia-
tions for an actor, the former ones are being deliberately used throughout this pub-
lication in order to ensure comprehensibility and consistency with the visualization.
Accordingly, the respective headers of the actor explanations are structured as fol-
lows, either a) German title (English title, abbreviation, own/official translation), or
b) English title alone.

It should be noted that not all of them can be found in the visualization, as some of
them are perceived to be integrated in the portrayal of other actors (example: CERT-
Bund in BSI). Within the following list, own translations of actors are underlined.
Institutions written in italics are either still in the planning process or are currently

in development.

Abbreviations/

Terms Used in Visualization

Official English Title/
Own Translation

Official German Title

4C

AA

ACO

ACS

ACT

BAAINBw

BaFin

BAKS

BAMAD

Bayern CERT

14

Cybercrime Competence Center —
Saxony-Anhalt

German Federal Foreign Office

Allied Command Operations

Alliance for Cybersecurity

Allied Command Transformation

Federal Office of Bundeswehr
Equipment, Information Technology,
and In-Service Support

Federal Financial Supervisory
Authority

Federal Academy for Security Policy

Federal Office for Military Counter-
Intelligence

Computer Emergency Response
Team Bayern

Cybercrime Competence Center —
Sachsen-Anhalt

Auswartiges Amt

Allianz fur Cyber-Sicherheit

Bundesamt fiir Ausriistung,
Informationstechnik und Nutzung
der Bundeswehr

Bundesanstalt fur
Finanzdienstleistungsaufsicht

Bundesakademie fiir
Sicherheitspolitik

Bundesamt fir den Militarischen
Abschirmdienst

Computer Emergency Response
Team Bayern
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Abbreviations/

Terms Used in Visualization

Official English Title/
Own Translation

Official German Title

BBK

BDBOS

BelVIS

Berlin-CERT

BfDI

BflS

BfV

BKA
BKAmt
BKartA

BMBF

BMF
BMG

BMI

BMJV

BMVg

BMVI

BMWi

15

Federal Office of Civil Protection
and Disaster Assistance

German Federal Agency for Public
Safety Digital Radio

Chief Information Security Officer

of the State Administration
Mecklenburg-Western Pomerania

Computer Emergency Response
Team Berlin

Federal Commissioner for Data
Protection and Freedom of
Information

Chief Information Security Officer of

the State Administration Saxony

Domestic Intelligence Service of the

Federal Republic of Germany

Federal Criminal Police Office

Federal Chancellery

Federal Cartel Office

Federal Ministry of Education and
Research

Federal Ministry of Finance

Federal Ministry of Health

Federal Ministry of the Interior,
Building and Community

Federal Ministry of Justice and
Consumer Protection

Federal Ministry of Defence

Federal Ministry of Transport and
Digital Infrastructure

Federal Ministry for Economic
Affairs and Energy

Bundesamt fiir Bevélkerungsschutz
und Katastrophenhilfe

Bundesanstalt fiir den Digitalfunk
der Behérden und Organisationen
mit Sicherheitsaufgaben

Beauftragte:r fur
Informationssicherheit
Mecklenburg-Vorpommern

Computer Emergency Response
Team Berlin

Bundesbeauftragte:r fir
den Datenschutz und die
Informationssicherheit

Beauftragte:r fir
Informationssicherheit Sachsen

Bundesamt fiir Verfassungsschutz

Bundeskriminalamt

Bundeskanzleramt

Bundeskartellamt

Bundesministerium fir Bildung und
Forschung

Bundesministerium fiir Finanzen

Bundesministerium fiir Gesundheit

Bundesministerium des Innern, fir
Bau und Heimat

Bundesministerium der Justiz und
fir Verbraucherschutz

Bundesministerium der
Verteidigung

Bundesministerium fiir Verkehr und
digitale Infrastruktur

Bundesministerium fiir Wirtschaft
und Energie
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Abbreviations/

Terms Used in Visualization

Official English Title/
Own Translation

Official German Title

BMZ

BND

BNetzA

BPol

BSI

Biindnis fiir Cybersicherheit
Bw
BWI

C3B

CAZ

ccc

CCDCOE

cbcC

CDC-Lv

CDMB

CEPOL

CERT BWL

CERT Brandenburg

16

Federal Ministry for Economic
Cooperation and Development

Foreign Intelligence Service of
Germany

Federal Network Agency

for Electricity, Gas,
Telecommunications, Post and
Railways

Federal Police

Federal Office for Information
Security

Coalition for Cyber Security

German Armed Forces

National IT Systems House GmbH

NATO Consultation, Control and
Command Board

Cyber-Alliance Centre — Bavaria

Cyber-Competence-Center —
Brandenburg

NATO Cooperative Cyber Defence
Centre of Excellence

NATO Cyber Defence Committee

Cyber Defense Center of the Berlin
State Administration

NATO Cyber Defence Management
Board

The European Union Agency for Law
Enforcement Training

Computer Emergency Response
Team Baden-Wuerttemberg

Computer Emergency Response
Team Brandenburg

Bundesministerium fir
wirtschaftliche Zusammenarbeit
und Entwicklung

Bundesnachrichtendienst

Bundesnetzagentur fir Elektrizitat,
Gas, Telekommunikation, Post und
Eisenbahnen

Bundespolizei

Bundesamt fiir Sicherheit in der
Informationstechnik

Biindnis fur Cybersicherheit

Bundeswehr

Bundesweite IT-Systemhaus GmbH

Cyber-Allianz-Zentrum — Bayern

Cyber-Competence-Center —
Brandenburg

Cyber Defense Center der
Landesverwaltung Berlin

Europaische Polizeiakademie

Computer Emergency Response
Team Baden-Wirttemberg

Computer Emergency Response
Team Brandenburg
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Abbreviations/

Terms Used in Visualization

Official English Title/
Own Translation

Official German Title

CERT Hessen

CERT M-V

CERT Nord

CERT NRW

CERT Saarland

CERT-Bund

CERT-EU

CERT-rlp

CERT-Verbund

CIDCC

CIHBw

CIR

CISO-rlp

CMPD

CODE

Council

17

Computer Emergency Response
Team Hesse

Computer Emergency Response
Team Mecklenburg-Western
Pomerania

Computer Emergency Response
Team Schleswig-Holstein, Hamburg,
Bremen and Saxony-Anhalt

Computer Emergency Response
Team North Rhine Westphalia

Computer Emergency Response
Team Saarland

Computer Emergency Response
Team for Federal Agencies

Computer Emergency Response
Team of the European Commission

Computer Emergency Response
Team Rhineland-Palatinate

National CERT Network

Cyber and Information Domain
Coordination Centre

Cyber Innovation Hub

Cyber and Information Domain
Service

Chief Information Security Officer of
the State Administration Rhine-
land-Palatinate

Crisis Management and Planning
Directorate

Cyber Defence Research Institute

Council of the European Union

Computer Emergency Response
Team Hessen

Computer Emergency Response
Team Mecklenburg-Vorpommern

Computer Emergency Response
Team Schleswig-Holstein, Hamburg,
Bremen and Sachsen-Anhalt

Computer Emergency Response
Team Nordrhein-Westfalen

Computer Emergency Response
Team Saarland

Computer Emergency Response
Team des Bundes

Computer Emergency Response
Team der Européischen Kommission

Computer Emergency Response
Team Rheinland-Pfalz

Nationaler Verbund von Computer
Emergency Response Teams

Cyber Innovation Hub

Organisationsbereich Cyber- und
Informationsraum der Bundeswehr

Informationssicherheitsbeauf-
tragte:r der Landesverwaltung
Rheinland-Pfalz

Direktion Krisenbewaltigung und
Planung

Forschungsinstitut Cyber Defence

Rat der Européischen Union
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Abbreviations/

Terms Used in Visualization

cPPP

CSIRTs Netzwerk

Cyber Security Cluster
Bonn

Cyberabwehr Bayern

Cyberagentur

Cyber-AZ

Cybercrime-
Kompetenzzentrum

Cyber-Reserve

Cyber-SR

Cyberwehr

CyCLONe

cyoc

DAKkS

Dezernat Cybercrime
der Staatsanwaltschaft
Saarbriicken

Dezernat Cybercrime des
Landeskriminalamtes
Mecklenburg-Vorpommern

Dezernat Cybercrime des
Landeskriminalamtes
Rheinland-Pfalz

18

Official English Title/
Own Translation

Contractual Public-Private
Partnership on Cybersecurity

Computer Security Incident
Response Teams Network

Cyber Security Cluster Bonn e. V.

Cyber Defence — Bavaria

Agency for Innovation in
Cybersecurity

National Cyber Defence Centre

Cybercrime Competency Center —
North Rhine-Westphalia

Military Cyber Reserve

National Cyber Security Council

Cyber Defence — Baden-
Wuerttemberg

Cyber Crisis Liaison Organisation
Network

NATO Cyberspace Operations
Centre

German National Accreditation
Body

Cybercrime Department of the
Public Prosecutor’s Office of
Saarbriicken

Cybercrime Department of
the Mecklenburg-Western
Pomerania State Office of Criminal

Investigation

Cybercrime Department of the
Rhineland-Palatinate State Office
of Criminal Investigation

Official German Title

Computer Security Incident
Response Teams Netzwerk

Cyber Security Cluster Bonn e. V.

Cyberabwehr — Bayern

Agentur fiir Innovation in der
Cybersicherheit GmbH

Nationales Cyber-Abwehrzentrum

Cybercrime-Kompetenzzentrum —
Nordrhein-Westfalen

Cyber-Reserve

Nationaler Cyber-Sicherheitsrat

Cyberwehr — Baden-Wiirttemberg

Deutsche Akkreditierungsstelle

Cybercrime Department of the
Public Prosecutor’s Office of
Saarbriicken

Dezernat Cybercrime des
Landeskriminalamtes Mecklenburg-
Vorpommern

Dezernat Cybercrime des
Landeskriminalamtes Rheinland-
Pfalz
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Abbreviations/

Terms Used in Visualization

Official English Title/
Own Translation

Official German Title

Dezernat Cybercrime des
Landeskriminalamtes
Thiringen

Dezernat LPP 222

DsiN

EA

EAD

EC3

ECCC

ECCG

ECSO

ECTEG

EDSB

EGC group

EJCN

EJN
EJTN
EK

EMERGE loT

ENISA

19

Cybercrime Department of the
Thuringia State Office of Criminal

Investigation

Department LPP 222 Cybercrime —
Saarland

Germany Secure on the Internete. V.

European co-operation for
Accreditation

European External Action Service

European Cybercrime Center

European Cybersecurity Industrial,
Technology and Research
Competence Centre

The European Cybersecurity
Certification Group

European Cyber Security
Organisation

European Cybercrime Training and
Education Group

European Data Protection
Supervisor

European Government CERTs group

European Judicial Cybercrime
Network

European Judicial Network

European Judicial Training Network

European Commission

EMERGE loT — Mecklenburg-

Western Pomerania

European Union Agency for
Cybersecurity

Dezernat Cybercrime des
Landeskriminalamtes Thiringen

Dezernat LPP 222 Cybercrime —
Saarland

Deutschland sicher im Netz e. V.

Europaische Kooperation fiir
Akkreditierung

Europaischer Auswartiger Dienst

Européaisches Zentrum zur
Bekampfung der Cyber-Kriminalitat

Europaisches Zentrum fir Industrie,
Technologie und Forschung im
Bereich der Cybersicherheit

Europaische Gruppe fir die
Cybersicherheitszertifizierung

Européische:r
Datenschutzbeauftragte:r

Europaische Kommission

EMERGE loT — Mecklenburg-
Vorpommern

Agentur der Européischen Union fir
Cybersicherheit
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Abbreviations/

Terms Used in Visualization

Official English Title/
Own Translation

Official German Title

ENISA AG
ER

ERCC

ESCD

ESVK

EU Hybrid Fusion Cell

EUCTF

EUISS

eu-LISA

EUMC

EUMS INT

Eurojust

Europol

EVA

FITKO

G4C

20

ENISA Advisory Group

European Council

Emergency Response Coordination
Centre

Emerging Security Challenges
Division

European Security and Defence
College

EU Hybrid Fusion Cell

European Union Cybercrime Task
Force

European Union Institute for
Security Studies

European Agency for the opera-
tional management of large-scale
IT systems in the area of freedom,
security and justice

European Union Military Committee

Intelligence Directorate of the
European Union Military Staff

European Union Agency for Criminal
Justice Cooperation

European Police Office

European Defence Agency

Federal IT Cooperation

G4C German Competence Centre
against Cyber Crime e. V.

ENISA-Beratungsgruppe

Européaischer Rat

Zentrum fir die Koordination von
NotfallmaBBnahmen

Europaisches Sicherheits- und
Verteidigungskolleg

EU-Analyseeinheit fur hybride
Bedrohungen

Institut der Europaischen Union fiir
Sicherheitsstudien

Europaische Agentur fiir das
Betriebsmanagement von IT-
Grof3systemen

im Bereich Freiheit, Sicherheit und
Recht

Militarausschuss der Européaischen
Union

Intelligence Directorate des EU-
Militérstabs

Agentur der Européaischen Union
fir justizielle Zusammenarbeit in
Strafsachen

Europaisches Polizeiamt

Europaische Verteidigungsagentur

Foderale IT-Kooperation

G4C German Competence Centre
against Cyber Crime e. V.
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Abbreviations/

Terms Used in Visualization

Official English Title/
Own Translation

Official German Title

GD CONNECT

GD DIGIT

GD HOME

GD JRC

GDRTD

gematik

GlZ

GLZCIR

GMLZ

Gruppe der Interessen-
trager fir die Cybersicher-
heitszertifizierung

Hessen3C
Horizon 2020

HWP

Hybrid CoE

IMK

Initiative IT-Sicherheit in
der Wirtschaft

21

Directorate-General for
Communications Networks, Content
and Technologies

Directorate-General for Informatics

Directorate-General for Migration
and Home Affairs

Directorate-General Joint Research
Centre

Directorate-General for Research
and Innovation

gematik

Deutsche Gesellschaft flr
Internationale Zusammenarbeit
GmbH

Situation Center Cyber and
Information Domain Service

Joint Information and Situation
Centre of the Federal Government
and the Federal States

Stakeholder Cybersecurity
Certification Group

Hessen Cyber Competence Center

Horizon 2020

Horizontal Working Party on Cyber
Issues

European Centre of Excellence for
Countering Hybrid Threats

Conference of Interior Ministers

Initiative IT Security in the Economy

Generaldirektion
Kommunikationsnetze, Inhalte und
Technologien

Generaldirektion Informatik

Generaldirektion Migration und
Inneres

Gemeinsame Forschungsstelle

Generaldirektion Forschung und
Innovation

gematik

Deutsche Gesellschaft fir
Internationale Zusammenarbeit
GmbH

Gemeinsames Lagezentrum Cyber
und Informationsraum

Gemeinsames Melde- und
Lagezentrum

Gruppe der Interessentrager fiir die
Cybersicherheitszertifizierung

Hessen Cyber Competence Centre

Innenministerkonferenz

Initiative IT-Sicherheit in der
Wirtschaft
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Abbreviations/

Terms Used in Visualization

Initiative Wirtschaftsschutz

InSiBe

INTCEN

ISG C3M

ISG CHT

IT-PLR

IT-Rat

IT-SiBe-Forum

ITSMIG

ITZBund

JISD

KdoCIR

KdolTBw

KdoStratAufkl

KGSt

Kommunalgremium IT-PLR

Kompetenz- und
Forschungszentren fir IT-
Sicherheit

Kompetenzzentrum
Cybercrime

22

Official English Title/
Own Translation

Initiative for Economic Protection

Chief Information Security Officer of

the State Administration Hamburg

EU Intelligence Analysis Centre

Inter-Service Group “Community
Capacity in Crisis Management”

Inter-Service Group “Countering
Hybrid Threats”

IT Planning Council

IT Council

Forum of Municipal IT Security
Officers

IT Security made in Germany

Federal Information Technology
Centre

Joint Intelligence and Security
Division

Cyber- and Information Domain
Commando

Information Technology Command

Strategic Reconnaissance
Command

Municipal Joint Office for
Administrative Management

Municipial Committee of the IT
Planning Council

Competence and research centers

for IT security

Cybercrime Competency Center —
Bavaria

Official German Title

Initiative Wirtschaftsschutz

Informationssicherheitsbeauf-
tragte:r Hamburg

Zentrum fir Informationsgewinnung
und -analyse

Inter-Service Group “Community
Capacity in Crisis Management”

Inter-Service Group “Countering
Hybrid Threats”

IT-Planungsrat

IT-Rat

IT-SiBe-Forum

IT Security made in Germany

Informationstechnikzentrum Bund

Kommando Cyber- und
Informationsraum

Kommando Informationstechnik

Kommando Strategische Aufklarung

Kommunale Gemeinschaftsstelle
flr Verwaltungsmanagement

Kommunalgremium des IT-
Planungsrates

Kompetenz- und
Forschungszentren fiir [T-Sicherheit

Kompetenzzentrum Cybercrime —
Bayern



Impulse

[ April 2021
1  Germany's Cybersecurity Architecture

Abbreviations/

Terms Used in Visualization

Kooperationsgruppe unter
der NIS-Richtlinie

Koordinierungsstelle fiir
Cybersicherheit Nordrhein-
Westfalen

KSV

Landes-InfSiBe

Lander-CERTs

Lander-CIO

Lander-CISO

LfV

LKA 54

LSI

Lz

McC

MeliCERTes

NAC

Nationaler Pakt
Cybersicherheit

N CERT

NCI Academy

NCIA

23

Official English Title/
Own Translation

NIS Cooperation Group

Coordination Office for Cyber
Security North Rhine-Westphalia

Central Municipal Associations

Chief Information Security Officer of
the State Administration Berlin

Computer Emergency Response
Teams of the Federal States

State Commissioner for Information
Technology

Chief Information Security Officer of
the State Administration

State Offices for the Protection of
the Constitution

Special Commissioner’s Office for
Cybercrime — Hamburg

State Office for Information
Security of Bavaria

National IT Situation Centre

NATO Military Committee

MeliCERTes

North Atlantic Council

National Cybersecurity Pact

Computer Emergency Response
Team Lower Saxony

NCI Academy

NATO Communications and
Information Agency

Official German Title

Kooperationsgruppe unter der NIS-
Richtlinie

Koordinierungsstelle fir
Cybersicherheit Nordrhein-
Westfalen

Kommunale Spitzenverbande

Landesbeauftragte:r fir
Informationssicherheit Berlin

Computer Emergency Response
Teams der Bundeslénder

Landesbeauftragte:r fir
Informationstechnologie

Informationssicherheitsbeauf-
tragte:r der Landesverwaltung

Landesbehérden fiir
Verfassungsschutz

Fachkommissariat Cybercrime —
Hamburg

Landesamt fir Sicherheit in der
Informationstechnik Bayern

Nationales IT-Lagezentrum

NATO-Militarausschuss

Nordatlantikrat

Nationaler Pakt Cybersicherheit

Computer Emergency Response
Team Niedersachsen
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Abbreviations/

Terms Used in Visualization

Official English Title/
Own Translation

Official German Title

NCIRC

NCSC

Netzverweis.de

NIS Platform
NS-0

OLAF

PESCO

PSK

SAX.CERT

SC

Schwerpunktstaatsan-
waltschaft fir die Bekamp-
fung der Informations- und
Kommunikationskriminal-
itat Rostock

Schwerpunktstaatsan-
waltschaft zur Bekdmpfung
der Computer- und Daten-
netzkriminalitét Cottbus

Sicherheitskooperation
Cybercrime
SKI-Kontaktgruppe

SN4C

S0G-IS

24

NATO Computer Incident Response
Capability

NATO Cyber Security Centre

Netzverweis.de — Mecklenburg-
Western Pomerania

NIS Public-Private Platform

NATO School Oberammergau

European Anti-Fraud Office

Permanent Structured Cooperation

Political and Security Committee

Computer Emergency Response
Team Saxony

NATO Security Committee

Special Prosecutor for Combatting
Information and Communication
Crimes of Rostock

Special Public Prosecutor’s Office
to Combat Computer and Data
Network Crime of Cottbus

Security Cooperation Cybercrime

CIP Contact Group

Cyber Crime Competence Center
Saxony

Senior Officials Group Information
Systems Security

Netzverweis.de — Mecklenburg-
Vorpommern

Europaisches Amt fir
Betrugsbekdampfung

Sténdige Strukturierte
Zusammenarbeit

Politisches und
Sicherheitspolitisches Komitee

Computer Emergency Response
Team Sachsen

Schwerpunktstaatsanwaltschaft fir
die Bekampfung der Informations-
und Kommunikationskriminalitat
Rostock

Schwerpunktstaatsanwaltschaft
zur Bekdmpfung der Computer- und
Datennetzkriminalitat Cottbus

Sicherheitskooperation Cybercrime

Kontaktgruppe zum Schutz
Kritischer Infrastrukturen

Cyber Crime Competence Center
Sachsen
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Abbreviations/
Terms Used in Visualization

Official English Title/
Own Translation

Official German Title

Spezialabteilung

zur Bekdmpfung von
Internetkriminalitat der
Staatsanwaltschaft Berlin

SprinD

SWP

TF-CSIRT

TGG

Thiringen CERT

TISIM

UniBw

UP KRITIS

vev

Vitako

vzbv

ZAC (Bundesland)

ZAC NRW

ZCB

ZCS

25

Special Department for the Fight
against Cybercrime of Berlin’s
Public Prosecutor’s Office

Agency for Springboard Innovation

German Institute for International
and Security Affairs

Reference Incident Classification
Taxonomy Task Force

Taxonomy Governance Group

Computer Emergency Response
Team Thuringia

Transfer Office “IT Security
for Small and Medium-sized
Enterprises”

Universities of the German Federal
Armed Forces

Public-Private Partnership for
Critical Infrastructure Protection

Administrative CERT-Group

Federal Working Group of Municipal

IT Service Providers

Federation of German Consumer
Organisations

Central Contact Points for
Cybercrime of the Police Forces of
the Federal States for the Economy

Central and Contact Office
Cybercrime North Rhine-Westphalia

Central Office Cybercrime Bavaria

Central Office Cybercrime Saxony

Spezialabteilung zur Bekampfung
von Internetkriminalitat der
Staatsanwaltschaft Berlin

Agentur fiir Sprunginnovationen

Stiftung Wissenschaft und Politik

Computer Emergency Response
Team Thiiringen

Transferstelle IT-Sicherheit im
Mittelstand

Universitaten der Bundeswehr

Offentlich-Private Partnerschaft
zum Schutz Kritischer
Infrastrukturen

Verwaltungs-CERT-Verbund

Bundes-Arbeitsgemeinschaft der
Kommunalen IT-Dienstleister e. V.

Bundesverband der
Verbraucherzentralen und
Verbraucherverbénde e. V.

Zentrale Ansprechstellen
Cybercrime der Polizeien der Lander
flir die Wirtschaft

Zentral- und Ansprechstelle
Cybercrime Nordrhein-Westfalen

Zentralstelle Cybercrime Bayern

Zentralstelle Cybercrime Sachsen
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Abbreviations/ Official English Title/ Official German Title

Terms Used in Visualization Own Translation

Zentralstelle fir die Central Office for the Fight against Zentralstelle fiir die Bekdmpfung
Bekampfung von Informa- Information and Communication von Informations- und Kommunika-
tions- und Kommunikation- Crime — Baden-Wuerttemberg tionskriminalitat — Baden-Wiirt-
skriminalitéat temberg
ZIT Central Office for Combating Zentralstelle zur Bekdmpfung der
Internet and Computer Crime — Internet- und Computerkriminalitat
Hesse - Hessen
ZITiS Central Office for Information Zentrale Stelle fir
Technology in the Security Sector Informationstechnik im

Sicherheitsbereich

ZKA Customs Investigation Bureau Zollkriminalamt

26
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4. Explanation: Actors at EU level

Agentur der Europdischen Union fiir Cybersicherheit (European Union Agency for
Cybersecurity, ENISA, official translation)

ENISA is an EU agency that assists the European Commission in cybersecurity mat-
ters. With regard to its consulting role, ENISA is contributing to EU cyber policy de-
velopment, supporting cyber capacity building, participating in knowledge exchange
with relevant stakeholders and is raising awareness for cybersecurity. ENISA also
aims to improve cooperation within the EU, to promote greater coherence between
sectoral initiatives by way of the NIS Directive, and to establish exchanges of infor-
mation and analysis centers in critical sectors. It is also a hub for knowledge and in-
formation in the cybersecurity community. In order to improve the EU’s resilience to
cybersecurity threats and to find early solutions and strategies to challenges arising
from new technologies, ENISA also aims to bring together different stakeholders
with the goal of foresight. As a result of the Cybersecurity Act, it is tasked with using
“European cybersecurity certification schemes* as the basis for certifying products,
processes and services to support the Digital Single Market. ENISA coordinates
Member States’ measures to prevent and defend against cyberattacks. Annually,
ENISA publishes a threat landscape report (ENISA Threat Landscape) which identi-
fies and assesses threats from cyberspace.

ENISA works with both relevant Member State authorities and at EU level — in partic-
ular with Computer Security Incident Response Teams, the CERT-EU, EC3 and INTCEN
— to develop situation-specific awareness and to support policy decisions with regard
to hazard monitoring, effective cooperation, and responses to large-scale, cross-bor-
der incidents. At German level, ENISA cooperates with the BSI/CERT-Bund. Recently,
ENISA underwent a name change from “European Network and Information Security
Agency” to “European Union Agency for Cybersecurity”. The abbreviation of the origi-
nal name remained the same after the process’.

Agentur der Europaischen Union fiir justizielle Zusammenarbeit in Strafsachen (Eu-
ropean Union Agency for Criminal Justice Cooperation, Eurojust, official translation)
With regard to internal security, the EU places particular emphasis on organized
crime, terrorism, cybercrime and human trafficking. Eurojust plays an important role
in combating these threats on an operational level. By promoting information ex-

27
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change, connecting ongoing investigations, developing criminal law strategies and
enabling joint action, Eurojust is responsible for coordinating case investigations.

To enhance the investigative capabilities of Member States’ law enforcement agen-
cies in the field of cybercrime as well as their general understanding of cybercrime
and the investigative options available to their law enforcement agencies and judi-
ciaries, Eurojust works with the EC3’s specialized advisory groups, networks of heads
of cybercrime units and prosecutors specializing in cybercrime. Relations between
Eurojust, relevant national authorities, the EJN, Europol, OLAF and INTCEN should be
fostered®.

Computer Emergency Response Team der Europdischen Kommission (Computer
Emergency Response Team of the European Commission, CERT-EU, official trans-
lation)

CERT-EU is an IT emergency response team directly linked to the European Commis-
sion. It supports all EU institutions, bodies and agencies. Its tasks range from raising
awareness for prevention purposes through advisories and white papers, to cyber
threat reconnaissance and incident response through support and coordination, for
example, by evaluating, validating and verifying available information. In addition,
CERT-EU monitors potential vulnerabilities and takes action to strengthen the tech-
nical infrastructure of the EU institutions through “ethical hacking techniques” and
penetration testing.

CERT-EU is comprised of experts from central EU institutions (inter alia European
Commission and General Secretariat of the European Council). It works closely with
other CERTs of Member States and is a member of the CSIRTs network. Recently, a
structured cooperation between CERT-EU and ENISA has been agreed. In the past,
CERT-EU and the NATO Computer Incident Response Capability (NCIRC) have con-
cluded a technical agreement of cooperation®.

Contractual Public-Private Partnership on Cybersecurity (cPPP)

The European Commission and the European Cybersecurity Organisation signed a
cPPP as part of the EU’s cybersecurity strategy. In order to establish innovative and
trustworthy European solutions, the cPPP aims to promote cooperation between
public and private actors in the early stages of research and innovation. These solu-
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tions are meant to consider fundamental rights, in particular the right to privacy.
They are additionally meant to promote the cybersecurity industry. As part of the
Horizon 2020 program, the EU will invest up to 450 million euros'.

Computer Security Incident Response Teams Netzwerk (Computer Security Inci-
dent Response Teams Network, CSIRTs Network, official translation)

The CSIRTs Network was established as part of the NIS Directive and aims to con-
tribute to existing, trusted operational cooperation between Member States. It pro-
vides a forum for cooperation and for development of a coordinated response to
cross-border cybersecurity incidents.

The CSIRTs Network consists of appointed representatives of Member States’ CSIRTs
as well as the CERT-EU. Germany is represented by its CERT-Bund. The European
Commission participates as an observer. ENISA appoints the secretariat, promotes
cooperation between CSIRTs and, where necessary, offers active support for the co-
ordination of incidents"".

Cyber Crisis Liaison Organisation Network (CyCLONe)

In 2020, the Cyber Crisis Liaison Organisation Network (CyCLONe) was created as
an operational contribution to the recommendations of the European Commission
for a coordinated reaction to large, transnational cybersecurity incidents and crises
(Blueprint). As a forum, CyCLONe should contribute to realizing consultations on re-
actionary national strategies through strengthened cooperation mechanisms and
better information flows between actors at the technical (CSIRTs) and the political
levels. Coordinated impact assessments on expected or observed consequences of
a crisis should furthermore be made accessible to political decision-makers at na-
tional and EU level, respectively. CyCLONe is currently not yet operational, and EU
Member States can participate on a voluntary basis.

The idea for such a network, supported by the European Commission, stems from a
working group of the NIS Cooperation Group led by France and Italy; ENISA acts as
the secretariat of the network. In the near future, insights, especially from cyberse-
curity exercises (Blue OLEx for example), are supposed to feed into the work of the
network'.
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Cyber and Information Domain Coordination Centre (CIDCC)

The initiative for a Cyber and Information Domain Coordination Centre (CIDCC) was
introduced by Germany as a project within the framework of the Permanent Struc-
tured Cooperation (PESCO). In addition to Germany, which assumed the role of coor-
dinator through its KdoCIR, the Netherlands, Hungary and Spain are also participat-
ing in the development of the CIDCC. In the long term, the CIDCC should serve as a
permanent, multinational military element, in which situational pictures from cyber
and information space are compared and evaluated. Moreover, their information can
be introduced in the planning and management of EU operations and missions. The
CIDCC is slated to be fully operational by 2026. Until then, it is to be equipped with
the capabilities to be able to organize and implement operations in the cyber and
information space itself. Until the planned move of the CIDCC to Brussels in 2023, it
will be located within the KdoCIR.

The KdoCIR coordinated with the European Union Military Staff (EUMS) as well as
the European Defence Agency (EVA) in its conceptualization of the CIDCC'.

Direktion Krisenbewdltigung und Planung (Crisis Management and Planning Direc-
torate, CMPD, official translation)

The CMPD is responsible for integrated civilian-military planning within the Europe-
an External Action Service, thereby contributing to the implementation of the EU’s
Common Security and Defence Policy. The aim of such strategic planning is to identi-
fy possible courses of action for the EU and to serve as the foundation for the Coun-
cil’'s decision-making in international crisis situations.

These options are summarized in the so-called Crisis Management Concepts and are
then presented to EU ministers. They constitute the basis for operational planning
and mission execution'.

ENISA-Beratungsgruppe (ENISA Advisory Group, ENISA AG, official translation)
The ENISA AG was established with the Cybersecurity Act. It is comprised of recog-
nized experts representing relevant stakeholders from the IT sector and small and
medium-sized enterprises, as well as operators of “essential services”, consumer
groups and other competent authorities. Members of the AG serve a term of 2.5
years.

Experts in the European Commission and from Member States can attend meetings
and participate in the work of the AG. The Executive Director of ENISA can invite rep-
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resentatives of other entities to participate in meetings. The AG advises ENISA in
the performance of its tasks, in particular when the Executive Director prepares a
proposal for ENISA’s annual work program. It also provides advice on how commu-
nication with relevant stakeholders can be improved with regard to the annual work
program'®.

EU-Analyseeinheit fiir hybride Bedrohungen (EU Hybrid Fusion Cell, official trans-
lation)

The EU Hybrid Fusion Cell focuses on the analysis of external aspects of hybrid
threats. It is housed within the EU Intelligence and Situation Centre (EU INTCEN)
of the European External Action Service. The Cell is meant to collect, analyze and
share classified and public information — specifically those related to indicators and
alerts of hybrid threats — from various actors within the European External Action
Service, the European Commission and Member States. Through such analyses, the
Cell should heighten awareness of security risks and support political decision mak-
ing among actors at national and EU level. The Cell also has a network of national
contact points for the defense against hybrid threats, which meets twice per year
in order to inter alia exchange best practices, strengthen resilience and formulate
counterinitiatives to hybrid threats.

The Cell works closely with the Intelligence Directorate of the EUMS and, especial-
ly for information about cyber threats, with the CERT-EU. Quarterly reports of the
EU Hybrid Fusion Cell are routinely sent to both Inter-Service Groups CHT and C3M.
Structured working relationships and information exchanges exist with the NATO Hy-
brid Analysis Branch within the JISD and the NATO CCDCOE .

Europaische Agentur fiir das Betriebsmanagement von IT-Grof3systemen im Bere-
ich Freiheit, Sicherheit und Recht (European Agency for the operational manage-
ment of large-scale IT systems in the area of freedom, security and justice, eu-LISA,
official translation)

eu-LISA is managing integrated, large-scale IT systems, which ensure the internal
security of the Schengen Area. They allow the exchange of visa data between Schen-
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gen Area countries as well as the determination of responsibility amongst EU coun-
tries in the examination of a particular asylum application. Furthermore, it tests new
technologies to help create a more modern, effective and secure border manage-
ment system in the EU.

eu-LISA works closely with Member States as well as the EDSB, Frontex, the Council
of the EU, the EK, ENISA, Eurojust and Europol on the EU level".

Européische Gruppe fiir die Cybersicherheitszertifizierung (The European Cyberse-
curity Certification Group, ECCG, official translation)

The EGGC, an expert group comprised of representatives from Member States, con-
tributes to the development of certification schemes by ENISA. Specific schemes
are developed for different types of products and services, which include, for ex-
ample, the period of validity of security certificates. Furthermore, the European Cy-
bersecurity Certification Group assists the Commission in establishing a European
work program for cybersecurity certification schemes. The work program is meant to
function as a strategic document to aid the industry in preparing for future certifica-
tion requirements at an early stage.

The group cooperates with the Stakeholder Cybersecurity Certification Group. In or-
der to respond to rapid developments in the technology field, the group can, alongside
the European Commission, request that ENISA develops new possible certification
schemes not yet included in the work program'®.

Europaische Kommission (European Commission, EK, official translation)

The European Commission plays both a strategic and organizational role in EU cy-
bersecurity architecture. It is responsible for capacity building and fostering co-
operation in cybersecurity, for strengthening the EU’s position in the field, and for
promoting the integration of cybersecurity into other EU policy areas. The European
Commission has its own early warning system (ARGUS), which includes an internal
communication network and a specific coordination procedure. In the event of a ma-
jor, EU-wide crisis affecting cyberspace, coordination efforts are handled through
ARGUS.

A number of directorates-general work in the field of cybersecurity, including CON-
NECT, DIGIT, HOME, JRC and RTD. The CERT-EU and the ERCC (ERCC through GD
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ECHO) are affiliated with the European Commission as well. In the past, the EC, to-
gether with the European Council, has reached two memoranda of understanding on
enhanced NATO-EU cooperation, including in the area of cybersecurity and defense,
with the NATO Secretary General'®.

Européische Kooperation fiir Akkreditierung (European co-operation for Accredita-
tion, EA, official translation)

The EA is an amalgamation of European accreditation agencies and is responsible
for the coordination of accreditation in Europe. It is a non-profit organization and is
comprised of 50 nationally recognized accrediting agencies. EA aims to contribute
to a harmonization of accreditation procedures. As a result, it is also responsible for
the accreditation of IT-security products.

The EA was officially designated by the European Commission. As a result, the Euro-
pean Commission has a seat on its Supervisory Board. The DAKkS is a member of the
EA and represents German interests®.

Européische Polizeiakademie (The European Union Agency for Law Enforcement
Training, CEPOL, official translation)

CEPOL is an EU agency responsible for the development, implementation and co-
ordination of training for law enforcement officials. It brings together a network
of training institutes for law enforcement officers in Member States and supports
them in providing training on law enforcement cooperation, security priorities and
information exchange. The CEPOL Cybercrime Academy was inaugurated in Buda-
pest as an additional part of the training portfolio. It is designed to train up to 100
participants simultaneously.

CEPOL trainings are held in cooperation with the European Commission, EC3, EJTN,
Eurojust, the EUCTF, the ECTEG and Interpol*'.
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Européische Verteidigungsagentur (European Defence Agency, EVA, official trans-
lation)

The European Defence Agency supports all EU Member States (except Denmark) in
the development of their defense capabilities through European cooperation. One
of EVA's objectives is the development of cyber defense capabilities. It supports EU
Member States in the development of their own defensive capabilities and cyber
defense constitutes one of its four core programs.

Together with the EAD, EVA jointly manages all secretarial functions for the Perma-
nent Structured Cooperation (PESCO). EVA signed a Memorandum of Understanding
with ENISA, the EC3, and CERT-EU with the goal of developing a cooperation frame-
work for the organizations. The Chief Executive of the EVA meets regularly with the
SACT as well as Assistant SECGEN'’s of NATO. The EVA Steering Board is also briefed
regularly by the latter?”.

Européischer Auswartiger Dienst (European External Action Service, EAD, official
translation)

The European External Action Service is a leader in the field of conflict prevention,
cyber diplomacy and strategic communication. The EAD maintains a Crisis Re-
sponse System (CRS) for coordinating responses to crises and emergencies. It is
used whenever events (potentially) concern the security interests of the EU or its
Member States. The EAD is managed by the High Representative of the European
Union for Foreign Affairs and Security Policy, who is responsible for both the EU’s
Common Foreign and Security Policy and the EU’s Common Security and Defence
Policy, while simultaneously acting as Vice President of the European Commission.
This aims at ensuring coherent policymaking in the fields of security and cyberse-
curity policy.

The EAD hosts EUMS INT, INTCEN, the EU Hybrid Fusion Cell and the CMPD. Further-
more, EAD representatives chair the PSK. The High Representative regularly exchang-
es views with the NATO Secretary General and also occasionally participates in NAC
meetings at the level of defense ministers?.
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Européische:r Datenschutzbeauftragte:r (European Data Protection Supervisor,
EDSB, official translation)

The European Data Protection Supervisor undertakes its role within the European
Union. He or she, and the supervisory authority supporting his or her duties, are re-
sponsible for ensuring the supervision of and adherence to principles of data pro-
tection when processing personal data going through the EU’s many institutions.
Safeguarding the protection of privacy includes, for example, conducting investiga-
tions or processing any submitted complaints. Furthermore, the EDSB observes and
evaluates possible implications for data protection that arise through new techno-
logical developments. The EDSB is appointed for a term of five years and works to-
gether with national data protection authorities within EU Member States. In the
past, the EDSB also took a stance on inter alia the EU’s cybersecurity strategy as
well as other proposals, recommendations and communications of the European
Commission from a data-privacy law perspective.

The EDSB can, on request, advise the European Commission and the Council of the
EU. The Council of the EU is involved in the appointment of the EDSB. The EDSB as-
sumes a supervisory role over Europol and Eurojust. At German level, contact and
exchange exists with the BfDI*“.

Europaischer Rat (European Council, ER, official translation)

The European Council is responsible for determining the “political objectives and
priorities” of the EU. To this respect, it can adopt conclusions on specific topics and
occasions and has adopted a Strategic Agenda for the EU for the years of 2019-2024.
Inits first main priority, “Protecting citizens and freedoms”, the necessity of protect-
ing against malicious cyber activities, hybrid threats and disinformation is stressed.

The European Council is composed of heads of state and government from all EU Mem-
ber States as well as the Presidents of the European Commission and the European
Council (both without voting rights). It meets at least twice every six months. Meetings
of foreign policy importance also include the High Representative of the EU".

Européisches Amt fiir Betrugsbekampfung (European Anti-Fraud Office, OLAF, of-
ficial translation)

OLAF isresponsible for investigating allegations of fraud against the EU budget, cor-
ruption and serious misconduct within the EU institutions. These investigations may
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result in the initiation of criminal proceedings, financial recoveries or other disci-
plinary action. OLAF may become involved with issues of cyber and IT security either
as part of its operational self-protection or as a component within an investigated
offense.

OLAF reports to the EC but is independent in the execution of its mandate. It regularly
reports to the Council of the EU’s Working Group on Fraud Prevention®.

Europaisches Polizeiamt (European Police Office, Europol, official translation)
Europol is the law enforcement agency of the European Union and supports both
the European Commission as well as EU Member States in the prosecution of cyber-
crime, terrorism and organized crime. It also works with non-EU Member States and
international organizations.

In the field of cybercrime, Europol bolsters law enforcement efforts, particularly
through the European Cybercrime Centre (EC3). Europol works together closely with
the BKA. The BKA serves as a Europol National Unit and therefore Europol’s German
point of contact?’.

Européisches Sicherheits- und Verteidigungskolleg (European Security and De-
fence College, ESVK, official translation)

The civil and military personnel of EU institutions and EU Member States are trained
at the European Security and Defence College within the areas of the Common For-
eign and Security Policy and the Common Security and Defence Policy. Training and
courses on cybersecurity and cyber defense comprise one of the six focus areas
on offer at the ESVK. A Cyber Education, Training, Evaluation and Exercise Platform
(ETEE) was established at the ESVK to this end.

The ESVK is institutionally housed within the EAD. It was established through a deci-
sion of the Council of the EU. It retains close cooperation and exchange with ENISA,
Europol, CEPOL, ECTEG, CERT-EU, as well as the Hybrid CoE and the NATO CCDCOE.
The ESVK draws on a broad network of EU-wide training institutions for its training
exercises. At German level, the AA, BAKS and the BMVg participate in this network*:.
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Européisches Zentrum fiir Industrie, Technologie und Forschung im Bereich der Cy-
bersicherheit (European Cybersecurity Industrial, Technology and Research Compe-
tence Centre, ECCC, official translation)

In December 2020, EU Member States voted in favor of the Romanian capital Bucha-
rest as location of the new ECCC.The ECCC is meant to promote European autonomy
in cybersecurity and the competitiveness of the European cybersecurity industry, in
addition to strengthening the Digital Single Market. The ECCC, whose existence is
initially planned until 2029, is intended to bundle existing funds for cybersecurity
within the European Union and investments in a targeted manner (Horizon Europe
and Digital Europe funding programs) and to coordinate research projects in the EU
in the field of cybersecurity. Outside of these functions, the ECCC is furthermore
meant to develop and coordinate the National Coordination Centres Network and
the Cybersecurity Competence Community.

The ECCC is based on a proposal by the EC and is intended to complement the tasks
of ENISA®.

Européisches Zentrum zur Bekdmpfung der Cyber-Kriminalitat (European Cyber-
crime Center, EC3, official translation)

Europol’s European Centre for Cybercrime Prevention (EC3) strengthens law en-
forcement authorities’ ability to react to cybercrime within the EU. The EC3 focuses
on three areas in combating cybercrime: forensics, strategy and operations. It annu-
ally publishes the Internet Organised Crime Threat Assessment (IOCTA), a strategic
report outlining its key findings as well as emerging threats and developments in
cybercrime. Furthermore, EC3 houses the Joint Cybercrime Action Taskforce (J-CAT),
which is tasked with facilitating information-driven and coordinated action against
key cybercriminal threats through cross-border investigations and operations by its
partners.

At European level, EC3’s partners are the CERT-EU, CEPOL, Eurojust, ENISA, the Eu-

ropean Commission, and ECTEG. In cooperation with the CERT-EU, EC3 also provides
forensic analysis and other technical information for the CSIRTs network™°.
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European Centre of Excellence for Countering Hybrid Threats (Hybrid CoE)

The Hybrid CoE aims to support the capabilities of participating nations in building
up resilience and developing strategies to combat hybrid threats. In practice, this
occurs by way of research, conducting workshops and conferences, and through the
exchange of best practices between various stakeholders within three Communities
of Interest (COI). The COI group focusing on strategy and defence is coordinated by
Germany.

The idea of establishing the Hybrid CoE was supported by the Council of the EU and
the NAC. Together with the JRC of the European Commission, the Hybrid CoE intro-
duced at the end of 2020 a conceptual framework for hybrid threats. In the past, the
Hybrid CoE and the European Defence Agency agreed to cooperate together to con-
tribute to the implementation of priorities outlined in the Capability Development
Plan of the EU. Germany is among the nine founding nations of the Hybrid CoE*".

European Cybercrime Training and Education Group (ECTEG)

The ECTEG consists of law enforcement authorities of EU and European Economic
Area (EEA) Member States, as well as representatives of international institutions,
the scientific community, private industry and relevant experts. Its objective is to
prepare global law enforcement for cybercrime incidents.

ECTEG was funded by the European Commission. ECTEG works closely with EC3 and
CEPOL to harmonize cybercrime training across national borders, enable the ex-
change of knowledge and promote the standardization of methods for training pro-
grams. Germany’s “Polizeiakademie Hessen” (Police Academy Hesse, own transla-
tion) and the “Hochschule Albstadt-Sigmaringen” (Albstadt-Sigmaringen University,
official translation) are also involved as members®,

European Cyber Security Organisation (ECSO)

The ECSO was established in Belgium as a self-financed non-profit organization.
ECSO connects European actors in EU Member States active in the field of cyberse-
curity, such as research centers, companies, end-users and Member States of the
European Economic Area, as well as countries associated with Horizon 2020. Among
ECSO’s objectives are developing a competitive European ecosystem, strengthening
protection of the European Digital Single Market with trusted cybersecurity solu-
tions and contributing to the digital autonomy of the European Union.
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ECSO is a contractual partner of the European Commission. In this function, it is re-
sponsible for the implementation of the contractual Public-Private Partnership for
cybersecurity (cPPP). It furthermore maintains close working relations with represen-
tatives from GD CONNECT, GD RTD, GD JRC, GD DIGIT and the EAD. At the invitation of
the respective Council Presidency, ECSO is regularly invited to report on the current
status of its work to the Horizontal Working Party on Cyber Issues. There is also con-
tinuous cooperation with ENISA, Europol and EVA, among others®.

European Government CERTs group (EGC group)

The EGC group is an informal association of governmental CERTs in Europe. Its mem-
bers work together in the field of incident response by building on mutual trust and
similarities in their competency areas. It also identifies areas for joint research and
development as well as knowledge in specialized areas for the purpose of common
usage. Moreover, the EGC group is concerned with facilitating the exchange of in-
formation and technology with respect to vulnerabilities, among others. The group,
that convenes three times annually, has a technical focus rather than a policymak-
ing focus.

The EU is represented by CERT-EU and Germany by the CERT-Bund. In addition, there
is close cooperation with ENISA*".

European Judicial Network (EJN)

The European Judicial Network was created at the behest of the Council of the Euro-
pean Union as a network of national contact points to facilitate judicial cooperation
in criminal matters, especially those which combat forms of serious crime. In this
respect, the EJN organizes training events, provides information and is instrumental
in establishing contact between responsible authorities.

The secretariat of the EJN is located within Eurojust and is involved in a cooperation
with the European Judicial Cybercrime Network?*.

European Judicial Cybercrime Network (EJCN)

The EJCN’s objective is to foster connections between practitioners specializing in
the challenges posed by cybercrime, “cyber-enabled crime”, and investigations in
cyberspace. Furthermore, it aims to increase the efficiency of investigations and
prosecutions.
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Eurojust participates in the EJCN board and organizes regular EJCN meetings. It also
consults the EJCN on policy development and other stakeholder activities to ensure a
lively exchange between Eurojust’s expertise in the field of international legal coop-
eration and the operational and subject-matter expertise of EJCN member-.

European Judicial Training Network (EJTN)
The EJTN offers a platform for training and knowledge exchange for the European
judiciary.

In the field of cybersecurity, EJTN works with CEPOL on those training sessions it
provides®’.

European Union Cybercrime Task Force (EUCTF)
The EUCTF was jointly set up by Europol, the European Commission and Member
States. It is a trust-based network that meets every six months.

Its members are Member States’ National Cybercrime Units and representatives of
Europol, the European Commission and Eurojust. In their meetings, CEPOL, Eurojust,
GD Home and EUCTF identify, discuss and prioritize challenges and actions in the
fight against cybercrime®.

Gemeinsame Forschungsstelle (Directorate-General Joint Research Centre, GD
JRC, official translation)

The Joint Research Centre is subordinate to the European Commission and is fi-
nanced by Horizon 2020. The JRC provides scientific findings as well as innovative
instruments throughout the entire political cycle to national and EU authorities. In
doing so, it seeks to anticipate emerging challenges and point out the impact of dif-
ferent political decisions. One of the ten scientific areas researched at the JRC is
“Information Society”, which is broken down into 16 research areas which include,
for example, cybersecurity and the digital internal market.

Together with the Hybrid CoE, the Joint Research Centre introduced a conceptual
framework on hybrid threats in 2020%°.

Generaldirektion Forschung und Innovation (Directorate-General for Research and
Innovation, GD RTD, official translation)

The Directorate-General for Research and Innovation of the European Commission
is responsible for the European Union’s research and innovation policy and seeks
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to support and strengthen science, technology and innovation according to the pri-
orities of the European Commission. In this respect, it analyzes, for example, the
national research and innovation policies of EU Member States in order to increase
their effectiveness and efficiency. If necessary, it also makes country-specific
recommendations.

Moreover, the GD RTD is responsible for managing funding programs, such as Horizon
2020. In fulfilling its duties, GD RTD works together closely with inter alia GD CON-
NECT, GD HOME and GD JRC*".

Generaldirektion Informatik (Directorate-General for Informatics, GD DIGIT, official
translation)

GD DIGIT is in charge of the IT security of the European Commission’s systems. It is
furthermore responsible for maintaining an IT operation that supports other Com-
mission departments and EU institutions in their day-to-day work and for improving
cooperation between Member States’ relevant administrative bodies.

Together with the Director of GD CONNECT, the Director of GD DIGIT represents the
European Commission in the Management and Executive Board of ENISA*'.

Generaldirektion Kommunikationsnetze, Inhalte und Technologien (Director-
ate-General for Communications Networks, Content and Technologies, GD CON-
NECT, official translation)

GD CONNECT is responsible for further developing the Digital Single Market, and
thus also for developing the potential of European leadership in network and IT
security.

GD CONNECT has “parent-GD responsibility” for ENISA, meaning it assumes rep-
resentation at directorate-general level of the CERT-EU Board and contributes to
responses to cyber incidents at this level. GD CONNECT is responsible for all stra-
tegic aspects of research and innovation activities related to ICT within the frame-
work of Horizon 2020. Close working relationships exist with GD RTD. The proposal
for the establishment of the ECCC by the European Commission was prepared by GD
CONNECT*.
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Generaldirektion Migration und Inneres (Directorate-General for Migration and
Home Affairs, GD HOME, official translation)

GD HOME works on matters of migration, asylum and internal security. The latter
includes the fight against organized crime and terrorism, as well as police cooper-
ation, organization of the EU’s external borders and cybercrime. To combat cyber-
crime, GD HOME works with EU Member States to ensure the full implementation
of existing EU legislation and is responsible for adapting it to current developments.
The Strategic Analysis and Response Center (STAR), part of GD HOME, provides in-
formation and assessments, especially risk analyses, to support the formulation of
policies, crisis management, situational awareness and communications.

These are exchanged with European Commission Services, the EAD and other rele-
vant agencies (particularly Europol and Frontex). Close working relationships exist
with eu-LISA, Europol and CEPOL, among others*.

Gruppe der Interessentréger fiir die Cybersicherheitszertifizierung (Stakeholder
Cybersecurity Certification Group, official translation)

Upon the entry into force of the Cybersecurity Act, a stakeholder group for cyber-
security authorization was established to ease ENISA’'s and the European Commis-
sion’s access to stakeholders. The group is comprised of representatives of Euro-
pean Commission stakeholders — digital service providers or national accreditation
bodies, for example — on the recommendation of ENISA.

The Stakeholder Cybersecurity Certification Group is tasked with advising the Euro-
pean Commission (within the context of the EU framework for cybersecurity certifi-
cation), as well as the development of the rolling work program listed in Art. 47. Upon
request, the group can advise ENISA on issues connected to their duties regarding
markets, certification and standardization. It is jointly chaired by representatives of
the European Commission and ENISA. The secretariat is managed by ENISA™.

Horizon 2020

Horizon 2020 is a European Commission program that has made available nearly 80
billion euro for research and innovation initiatives over the course of seven years.
As such, it is the financial instrument of the Innovation Union initiative and aims to
strengthen Europe’s competitiveness. Horizon 2020 can also support projects in the
field of cybersecurity.
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A coordinating office as well as an initial information center are available to interest-
ed parties through the BMBF. GD RTD is responsible for the overall management of
Horizon 2020, while GD CONNECT is responsible for the strategic design of ICT-related
research activities*.

Horizontal Working Party on Cyber Issues (HWP)

The HWP coordinates the Council’'s work on cyber policy and related legislative ac-
tivities. The tasks and objectives of the HWP also include harmonizing and unifying
approaches on cyber policy issues, improving information sharing on cyber issues
between EU Member States, and setting EU cyber priorities and strategic objectives
within the EU. It is involved in legislative as well as executive processes.

The HWP works with the European Commission, EAD, Europol, Eurojust, EVA and ENI-
SA, and is also in close cooperation with other working groups. Germany participates
in the HWP through representatives of the BMI, which is in charge, and the AA“".

Institut der Europaischen Union fiir Sicherheitsstudien (European Union Institute
for Security Studies, EUISS, official translation)

EUISS works on research and policy analyses within the area of the Common Se-
curity and Defence Policy (CSDP) and, in this respect, seeks to contribute to deci-
sion-making. EUISS regularly publishes works on questions of foreign, security and
defense policy, and organizes events and carries out communications work in these
areas. Its topic portfolio includes cybersecurity, cyber diplomacy and cyber capacity
building.

EUISS was established by the European Council and works together with a number
of institutions, including the European Commission, the European Parlioment and the
European External Action Service, as well as with the respective governments of EU
Member States™.

Intelligence Directorate des EU-Militéarstabs (Intelligence Directorate of the Euro-
pean Union Military Staff, EUMS INT, official translation)

The Intelligence Directorate of the EU Military Staff consists mainly of national ex-
perts from EU Member States and is organizationally attached to the EAD. Based on
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classified information from EU Member States or EU deployment areas, it provides
situational military analyses and evaluations for the decision-making process and
the planning of civil and military operations under the Common Foreign and Security
Policy (CFSP).

EUMS INT works closely with the civilian situation center INTCEN, formalized as Sin-
gle Intelligence Analysis Capacity (SIAC), as well as the EU Hybrid Fusion Cell. SIAC
functions as a center generating strategic information, early warnings and compre-
hensive analyses, which are made available to EU bodies and decision-makers from
EU Member States. EUMS INT (partly together with INTCEN) also makes its products
available to BMVg, AA, BND, Eurocorps and the German Military Representative to the
European Union“®.

Inter-Service Group “Community Capacity in Crisis-Management” (ISG C3M)

ISG C3M is a network which regularly brings together all European Commission ser-
vices and EU agencies involved in crisis management in order to raise awareness,
create synergies and exchange information. The group acts as a nexus point for con-
tact with all operational crisis and situation centers.

The EAD takes part in ISG C3M*.

Inter-Service Group “Countering Hybrid Threats” (ISG CHT)
ISG CHT ensures a comprehensive approach to hybrid threats and monitors the
progress of activities foreseen in JOIN (2016)18. The group meets quarterly.

ISG CHT is chaired by representatives of the EAD and by the European Commission at
Directorate-General or Deputy Secretary-General level. It receives quarterly reports
from the EU Hybrid Fusion Cell*".

Kontaktgruppe zum Schutz Kritischer Infrastrukturen (CIP Contact Group, SKI-Kon-
taktgruppe, official translation)

The SKI-Kontaktgruppe is responsible for strategic coordination and cooperation
within the realm of the European Programme for Critical Infrastructure Protection
(EPCIP), which assesses European critical infrastructures and identifies whether
better protections are needed. The SKI-Kontaktgruppe also provides Member States
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with supportin the protection of their national critical infrastructure.

The SKI-Kontaktgruppe brings together Member States’ CIP Points of Contact under
the chairmanship of the European Commission. Each EU Member State sends a CIP
Point of Contact, who coordinates all CIP topics with other Member States, the Euro-
pean Commission and the Council of the EU"".

Kooperationsgruppe unter der NIS-Richtlinie (NIS Cooperation Group, official
translation)

The Directive on Security of Network and Information Systems (NIS Directive) set
up a cooperation group that is chaired by the Presidency of the Council of the Euro-
pean Union. The regularly convening group consists of representatives of Member
States, the European Commission (acting as the secretariat) and ENISA. It operates
on a system of biennial work programs. The EU Member States designate a national
contact point for this purpose. The group acts on the basis of consensus and can
set up subgroups to work on specific questions related to its work. Its objective is
to support the work of Member States to implement the NIS Directive uniformly by
facilitating strategic cooperation and the exchange of information between Member
States. For this purpose, the group develops non-binding guidelines for EU Member
States and also supports them in capacity building.

Operationally, the group is supported by its subordinate CSIRTs network, for whose
activities the group provides strategic guidance. ENISA supports the group by in-
ter alia identifying best practices in the implementation of the NIS Directive or in
strengthening the designated cybersecurity incident reporting process within the EU
by developing thresholds, templates and tools. The Blue OLEx cybersecurity exercise
(German participation by BMI and BSI) and the Cyber Crisis Liasion Organization Net-
work (CyCLONe) originated in initiatives by members of the NIS Cooperation Group™.

MeliCERTes

MeliCERTes is a cybersecurity core service platform for Computer Emergency Re-
sponse Teams in the EU. It aims to strengthen operational cooperation and the ex-
change of information between teams and focuses on facilitating cross-border co-
operation, enabled by the trustworthy exchange of data between ad-hoc Groups of
CERTS. The current version of MeliCERTes works with open-source tools developed
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and maintained by the teams which allow for the implementation of any function
performed by the CERTSs, from incident management to hazard analysis.

ENISA is responsible for implementing and providing central aspects of the Me-
liCERTes facility™.

Militdrausschuss der Europaischen Union (European Union Military Committee,
EUMC, official translation)

The European Union Military Committee is responsible for leading all military activi-
ties within the European Union (for example, CSDP missions) and acts in an advisory
capacity to the Political and Security Committee on defense issues and recommen-
dations. The EUMC consists of EU Member States’ Chiefs of Defence (CHOD’s), who
are then represented by their military delegates.

In addition to its advisory duties for the PSK, the EUMC produces the military guide-
lines for the European Union Military Staff (EUMS), which is in turn responsible for
the operational implementation of the CSDP. The Chairman of the EUMC (CEUMC) is
appointed by the Council of the European Union and takes part in meetings of the PSK
and the NATO Military Committee. Regular meetings occur between the EUMC and the
NATO MC. Furthermore, the CEUMC participates in meetings of the Council of the EU
when topics of defense relevance are discussed™.

NIS Public-Private Platform (NIS Platform)

The NIS Platform was announced in the EU Cybersecurity Strategy in 2013. Its ob-
jective is to improve the resilience of those networks and information systems that
underpin the services of private companies and public administration. Furthermore,
it is supporting implementing measures laid out in the NIS Directive in order to en-
able a high level of network and information security and identify best practices.

The findings of the NIS Platform informed the European Commission’s recommenda-
tions on cybersecurity in the past™.

Politisches und Sicherheitspolitisches Komitee (Political and Security Committee,
PSK, official translation)

The PSK is responsible for the EU’s Common Foreign and Security Policy (CFSP).
It is comprised of Member States’ ambassadors in Brussels or representatives of
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Member States’ foreign ministries. It normally meets twice a week but gathers more
frequently when necessary. The PSK monitors international situation developments
and is responsible for the political control and strategic management of crisis man-
agement operations. It is furthermore involved in the decision-making process of all
cyber-related diplomatic actions.

The PSK is chaired by representatives of the European External Action Service. It
can voice recommendations on strategic concepts and political options towards the
Council of the EU. The PSK meets regularly with the NAC and also receives periodic
briefings from the NATO Secretary General (or deputy) and the SACTEUR®®.

Rat der Europaischen Union (Council of the European Union, Council, official trans-
lation)

The EU Member States are responsible for their own cybersecurity. Even so, they
coordinate at EU level in the Council of the European Union (often just referred to
as ‘Council’ in order to differentiate from the European Council). The Council, which
meets at the level of the ministers responsible for their policy area at national lev-
el, convenes in ten thematic configurations — such as Foreign Affairs (FAC), Justice
and Home Affairs, or Economic and Financial Affairs. The presidency of the Coun-
cil rotates biannually among EU Member States. The Council is involved in the EU
legislative process and can also adopt acts of EU legislation itself. In addition, the
Councilis responsible forimplementing the EU’s Common Foreign and Security Pol-
icy on the basis of the decisions and guidelines adopted by the European Council.
In the event of an EU-wide crisis in the area of cybersecurity, the Council takes over
coordination on EU level through the Integrated Political Crisis Response (IPCR).
Within this framework, it can resort to the informal round table, which can consist of
representatives of the European Commission, the European External Action Service,
EU agencies and affected Member States, as well as relevant experts and cabinet
members of the President of the European Council. Moreover, the Council has es-
tablished a number of bodies for coordination and information exchange, as well as
the preparation of ministerial meetings, to which inter alia the Horizontal Working
Group on Cyber Issues (HWP) or the Standing Committee on Operational Coopera-
tion on Internal Security (COSI) belong. The latter is intended to strengthen opera-
tional measures related to the internal security of the EU such as law enforcement
and border control.

The Council may instruct the European Commission to negotiate international agree-

ments with their conclusion being subject to a decision of the Council based on an EC
proposal. The High Representative of the EU for Foreign Affairs and Security Policy
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chairs the FAC. The Committee includes senior officials from the interior and justice
ministries of all EU Member States, representatives of the European Commission and
the EAD. Representatives of Europol, Eurojust, Frontex, CEPOL or other relevant bod-
ies can be invited as observers®’.

Reference Incident Classification Taxonomy Task Force (TF-CSIRT)

The TF-CSIRT aims to create and administer a reference document in order to de-
velop mechanisms for updates and versioning and organize personal meetings of
stakeholders.

TF-CSIRT includes members of the European CSIRTs, including the CERT-Bund and
the Common Taxonomy Governance Group i.e., representatives of ENISA and EC3.

Senior Officials Group Information Systems Security (SOG-IS)

SOG-IS is an association of government organizations and agencies of the EU and
the European Free Trade Association, which coordinates the standardization of pro-
tection profiles (based on common criteria) and certification policies between Eu-
ropean certification authorities. It also develops protection profiles whenever the
European Commission adopts a directive that must be transposed into national
IT-security laws.

Germany'’s affiliate member is the BSI**.

Stéandige Strukturierte Zusammenarbeit (Permanent Structured Cooperation, PES-
CO, official translation)

PESCO was established as a cooperation framework to increase cooperation efforts
within the Common Security and Defence Policy (CSDP). Dedicated PESCO projects
aim to strengthen EU capabilities and interoperability through the development of
cyber-defense capabilities.

The EAD (incl. EUMS) and the EVA form the PESCO Secretariat. The CIDCC was creat-
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ed in the framework of PESCO project packages®’.

Taxonomy Governance Group (TGG)

The TGG is responsible for maintaining and updating the document “Common Tax-
onomy for Law Enforcement and The National Network of CSIRTs”, which provides a
common taxonomy for classifying criminal incidents. The TGG meets annually for a
regular group meeting.

In doing so, it aims to facilitate cooperation between international law enforcement
agencies, CSIRTs and prosecutors’ offices, as well as strengthen preventative mea-
sures and investigative capabilities. ENISA, EC3/Europol, the EUCTF, CERT-EU as
well as selected CSIRTs take part in the working group via respective subject matter
experts®'.

Zentrum fiir die Koordination von NotfallmafBnahmen (Emergency Response Coor-
dination Centre, ERCC, official translation)

The ERCC of the European Commission, housed within the Directorate-General for
European Civil Protection and Humanitarian Aid Operations (GD ECHO), supports
and coordinates various activities in the areas of prevention, preparedness and
response.

ERCC functions as both the Commission’s central crisis management agency and as
the central EU's IPCR 24/7 contact point®.

Zentrum fiir Informationsgewinnung und -analyse (EU Intelligence Analysis Centre,
INTCEN, official translation)

INTCEN (earlier: EU Situation Centre (EU SITCEN)) is a civil analysis unit of the Eu-
ropean External Action Service, which processes prepared materials (finished intel-
ligence) from Member States. Unlike national intelligence services in EU Member
States, INTCEN, which reports directly to the High Representative for Foreign Affairs
and Security Policy, therefore has no independent operational intelligence-gather-
ing capabilities. In addition, by taking into consideration other, publicly accessible
information — such as reports from European delegations or EU satellite centers’
intelligence assessments — it produces situational strategic assessments, spe-
cial reports and derives options for action from them. It forms a component of the
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EAD’s crisis management structures alongside the Military Intelligence Directorate
of EU Military Staff (EUMS INT) and the Crisis Management and Planning Director-
ate (CMPD). In addition to the EU Hybrid Fusion Cell, INTCEN also houses the EU
Situation Room (SITROOM), which provides the necessary operational capacity for
the European External Action Service’s immediate and effective response to crisis
situations. It is the permanent civil-military authority on standby, providing round-
the-clock global monitoring and situational assessment.

Among German authorities, the BND and BfV contribute reports and personnel to IN-
TCEN. INTCEN reports go to BKAmt, BND, AA, BMVg, BAMAD, BMI and BfV, as well
as to other institutions, depending on the topic. INTCEN products can also be made
available to other EU institutions operating within the CFSP, the Common Security
and Defence Policy or counterterrorism. Together with the EUMS INT, INTCEN forms
the SIAC. Together with Europol, INTCEN proactively produces a threat analysis every
six months, which it submits to COSI®.
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5. Explanation: Actors at NATO level

Allied Command Operations (ACO)

Within NATO’s military command structure, which consists of the Allied Command
Operations (ACO) together with the Allied Command Transformation (ACT), the ACO
is responsible for the planning and execution of all NATO operations. Moreover, it
advises the political and military leadership of NATO in military questions. Under the
leadership of the Supreme Allied Commander Europe (SACEUR), the ACO, headquar-
tered at the Supreme Allied Powers Europe (SHAPE) in Mons, Belgium, commands
various commandos at the operational and tactical levels geographically dispersed
across the NATO alliance. In addition to units for air, land and sea, three further com-
mandos for special operations, logistics and cyberoperations round out NATO’s six
tactical commandos. In the military realm, ACO is responsible for the strategic de-
sign of cyber defense.

This strategic design is supported at the tactical level through situation pictures pro-
vided by the NCIA. The CyOC is subordinate to the ACO Deputy Chief of Staff (DCOS)
for Cyberspace. Together with the SECGEN, SACEUR has taken part in NATO briefings
to the PSK®.

Allied Command Transformation (ACT)

Compared to the operational focus of the ACO, the Allied Command Transformation
is responsible for education, training and exercises within NATO’s military command
structure. It also contributes to capability development for the interoperability and
future viability of the alliance. ACT is subordinate to the Supreme Allied Command-
er Transformation (SACT). Within the ACT, the Capability Development Directorate is
responsible for cyber defense and cybersecurity. Here, exercises in cyberspace are
prepared, such as the yearly NATO Cyber Coalition Exercise, among others.

The Bundeswehr takes part in the NATO Cyber Coalition Exercise, which is carried out
with the support of the NATO Military Committee. ENISA is represented in a visiting
role. NATO Centres of Excellence (CoE), such as the CCDCOE, are accredited through
the ACT. ACT can commission the CCDCOE to take over certain duties. At the behest of
ACT, the CCDCOE is currently taking over the function of Education and Training De-
partment Head (E&T DH) for areas relating to cyber, and thus coordinates education
in this area, for example, at the NS-0, which falls within ACT’s mandate. The SACT and
the Chief Executive of the EVA hold regular meetings®®.
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Cyber Defence Committee (CDC)

The CDC is a committee subordinate to the North Atlantic Council responsible for
managing cyber defense within NATO. The CDC, which meets at expert level, over-
sees and steers NATO’s efforts and activities within the realm of cyber defense.

The Cyber Defence Management Board (CDMB) has a reporting obligation to the CDC.
In the case of a severe cybersecurity incident, the CDC can refer the situation to the
North Atlantic Council for further consideration. The German representative in the
CDC receives a coordinated instruction from the AA, BMI and BMVg, the BSl is in-
volved in an advisory capacity during the instruction process®.

Emerging Security Challenges Division (ESCD)

The Emerging Security Challenges Division is organizationally located within the
NATO International Staff (IS). The ESCD is tasked with inter alia strengthening NA-
TO’s ability to anticipate and combat new challenges, and developing political solu-
tions to defend the alliance against such challenges. For this purpose, it evaluates,
for example, potential crises and their resulting consequences for NATO from a stra-
tegic perspective, and maintains topic-specific dialogues with organizations and
actors, both within and outside of NATO. The ESCD is led by an Assistant Secretary
General (ASG) for Emerging Security Challenges. It is also responsible for the NATO
Science for Peace and Security Programme (SPS) as well as the Strategic Analysis
Capability. In addition to departments for innovation, data policy, counterterrorism,
hybrid challenges and energy security, the ESCD oversees a designated department
for cyber defense. As a civil counterpart for engagement from a military perspective
within SHAPE (ACO), the ESCD coordinates efforts to protect NATO networks against
cyberattacks, supports alliance partners in strengthening their resilience and cul-
tivates political cyber defense collaborations and partnerships. Furthermore, the
ESCD commands a Cyber Threat Assessment Cell (CTAC), which monitors topics and
developments relating to cybersecurity.

The ESCD was established based on the decision of the NAC. The ESCD leads the
NATO Cyber Defence Management Board. Its Cyber Threat Assessment Cell operates
in close consultation with the CyOC. The ESCD has held meetings with representatives
of the EAD for discussions on cyber defense. The joint agreement on the designation
of the BSI as National Cyber Defence Authority (NCDA) vis-a-vis NATO was concluded
from the NATO side by the ESCD"’.
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Joint Intelligence and Security Division (JISD)

The Joint Intelligence and Security Division within the NATO IS is tasked with con-
tributing to decision-making at the highest political level through increased situ-
ational awareness and the collection of a wide array of intelligence resources. For
example, a unit for the analysis of hybrid threats (Hybrid Analysis Branch) is located
within the JISD for this express purpose.

Products of the JISD are primarily made available to decision-makers within the NAC
and the MC. JISD exchanges information with both ACT and ACO; especially close co-
operation exists with the ACO in the communication of warnings. Beyond NATO, the
JISD furthermore cooperates and regularly exchanges information with the EU Hybrid
Fusion Cell. Both actors carry out parallel evaluations of the security landscape every
year in order to contribute to a standardized consideration of the threat situation®®.

NATO Communications and Information Agency (NCIA)

The NATO Communications and Information Agency (NCIA) was founded after the
fusion of seven former NATO organizations. The NCIA is responsible for the connec-
tivity of the alliance as well as the procurement and protection of its communication
and information infrastructures. Every year, the NCIA acquires new communications,
computer systems, intelligence, surveillance and reconnaissance (C4ISR)-technol-
ogies, through which inter alia the interoperability of ICT systems is strengthened.
The NCIA also supports NATO members and other partner states in the development
of interoperable ICT capabilities. Those NATO Smart Defence Initiatives relating to
cyber defense, such as the Smart Defence Multinational Cyber Defence Capability
Development (MN CD2) or the Malware Information Sharing Platform (MISP), are or-
ganizationally located at the NCIA.

Both the NCSC and the NCI Academy are subordinate to the NCIA. The NCIRC also
operates through the NCSC. The NCIA is in constant communication with the CyOC, to
which it delivers status updates on NATO networks and on whose operational instruc-
tions it reacts to cybersecurity incidents. In a crisis scenario, ACO has the authority to
prioritize the efforts and activities of the NCIA. Information exchanges occur between
the CERT-EU and the NCIA, as do regular meetings at the working level®.
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NCI Academy

The establishment of the NCI Academy combined four previously separate NATO
training institutions under the umbrella of the NCIA: NATO CIS School, Applications
Training Facility The Hague, Air Command and Control Systems Training Centre, and
SHAPE CIS Training Centre. The standardization of course catalogues through the
NCI Academy is meant to allow for the best-possible training of participants in the
fields of cybersecurity, leadership, information and C4ISR. Training at the NCI Acad-
emy is offered for NATO alliance members as well as non-member states. The NCIA
aims to train up to 10,000 so-called “cyber defenders” for NATO and the EU between
2020 and 2027.To this end, the NCI Academy maintains partnerships with academia
and the private sector.

Current course offerings at the NCl Academy were developed with support of the ACT.
The CCDCOE assumes the E&T DH for the NCI Academy in the field of cyber’®.

NATO Computer Incident Response Capability (NCIRC)

The NATO Computer Incident Response Capability, subordinate to the NCIA, has or-
ganizational command over a Technical (NCIRC TC) and Coordination Centre (NCIRC
CC), which are both housed within SHAPE. Both are meant to protect and repel NATO
networks on a technical level from all kinds of attacks around the clock. In this re-
spect, the NCIRC TC is responsible for the prevention, recognition and processing
of possible cybersecurity incidents or threats and relays case-specific information.
Furthermore, the NCIRC TC commands so-called Rapid Reaction Teams (RRT) as a
permanent standby element, which, if requested, can react within a maximum of 24
hours to attacks of national importance and contribute to systems restoration. For
its part,the NCIRC CC is responsible for coordinating cyber defense activities within
NATO, among NATO allies and with international organizations.

The NCIRC CC also supports the CDMB with personnel and maintains relationships
to other international organizations such as the EU. The NCIRC TC and the CERT-EU
cooperate in a technical capacity in order to better information exchange and share
best practices. Further cooperation exists at the working level between the NCIRC TC
and the CERT-Bw. Requests to deploy RRT’s must be granted by the CDMB for alliance
states and by the NAC for non-NATO states. Experts of the RRT’s participate in the
cybersecurity exercises Cyber Coalition Exercise as well as Locked Shields’".
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NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE)

The NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE) is a NATO-ac-
credited multinational competency center for cybersecurity headquartered in Tal-
linn, Estonia. While it is part of NATO’s legal entity as a NATO-accredited center of
excellence, it has to be noted however, that it does not constitute a part of the NATO
Command Structure. The CCDCOE offers NATO, its alliance members and partners
training and education in strategic, operative, technical and legal aspects of cy-
ber defense. The organization of the yearly cybersecurity exercise Locked Shields
falls under the auspices of this principal function. CCDCOE also conducts its own
research into these four aforementioned dimensions. These research findings (for
example, INCYDER or the Cyber Defence Library) are made available to the greater
public.In 2020, the CCDCOE initiated a five-year process to produce a Tallinn Manual
3.0, an update of the current manual (Tallinn Manual 2.0). Every year, the CCDCOE
also organizes the International Conference on Cyber Conflict (CyCon), which brings
together representatives from politics, industry and academia for interdisciplinary
discussions.

On the part of NATO, ACT handles the accreditation of the CCDCOE, which can also in-
struct the CCDCOE to perform certain tasks. At the moment, ACT has tasked the CCD-
COE with assuming the Department Head for Cyber Defence Operations Education
and Training (E&T DH) and coordinating all training initiatives of NATO in the realm
of cyber defense. To fulfill its mandate, the CCDCOE maintains working relationships
with, for example, the NS-0, the NCI Academy, the EVA, the ESVK and the CODE at
the University of the Bundeswehr Miinchen. Germany, as one of the seven founding
nations of CCDCOE, currently holds the position of Deputy Director and participates
in Locked Shield through representatives of the Bw and the BMVg’?.

NATO Consultation, Control and Command Board (C3B)

The NATO Consultation, Control and Command Board (C3B) advises and acts on be-
half of the North Atlantic Council in the fields of consultancy, control and command
(C3), which primarily includes, for example, information exchange, interoperability,
surveillance and reconnaissance. With regard to cybersecurity, it is the primary body
within NATO for discussions focusing on the implementation of cyber defense from
a technical standpoint. The C3B meets twice a year to set its strategic priorities.
The C3B comes together regularly in Permanent Session, composed of national rep-
resentatives of the C3 (NC3REPs), in order to review the achievement of strategic
goals. It also has many specialized subcommittees at its disposal, such as the Infor-
mation Assurance and Cyber Defence Capability Panel. The C3B is supported in its
work through the NATO Headquarters C3 Staff (NHQC3S), a joint unit of the Interna-
tional Military Staff and the International Staff.
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Apart from national and Military Committee representatives, ACT and ACO also par-
ticipate in the C3B. For Germany’s part, this function is led by the BMVg. The BMVg
and the BSI are represented in the subordinate Information Assurance and Cyber De-
fence Capability Panel’.

NATO Cyber Defence Management Board (CDMB)

In the NATO Cyber Defence Management Board, all cyber defense activities within
the civilian and military organizational structure of NATO are coordinated through
strategic planning. Moreover, the CDMB can finalize Memoranda of Understanding
with NATO alliance members, for example, in order to better the exchange of infor-
mation between both levels.

The CDMB is chaired by the ESCD and is required to report to the CDC. It consists of
the representatives of all NATO actors with a mandate in the realm of cyber defense,
including ACO, ACT and NCIA, for example’.

NATO Cyber Security Centre (NCSC)

The NATO Cyber Security Centre (NCSC) within the NCIA is responsible for the entire
so-called “Cyber Security Service Line” and contributes to preventing, recognizing
and reacting to cybersecurity incidents. Furthermore, a Cyber Security Collaboration
Hub was created for better connectivity, information procurement and education
between the national CERT’s of NATO alliance members. The NATO Industry Cyber
Partnership (NCIP) between internal NATO actors, national CERT’s and industry rep-
resentatives also exists under the umbrella of the NCSC. The NICP aims to improve
cyber defense within the NATO supply chain, strengthen quick information pathways
and exchange during cyber threats, and generally promote best practices.

The NCIRC is subordinate to the NCSC. Exchange of information and close working
relationships exist with the CyOC, which are also promoted through their common
location within SHAPE™".

NATO Cyberspace Operations Centre (CyOC)

The establishment of the NATO Cyberspace Operations Center is slated for comple-
tion by 2023, at which time it should be fully operational. The CyOC aims to support
all NATO activities in cyberspace at both strategic and operational level through the
development of situational awareness and position recognition, for example, within
the context of coordinating NATO operations. For coordination purposes, CyOC shall
have liaison elements with ACO regional commandos, among others.
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To foster situational awareness, the CyOC is reliant on alliance members’intelligence
information and is supported in fulfilling its duties inter alia through the CTAC of the
ESCD in NATO HQ as well as the NCIRC. CyOC is subordinate to the DCOS Cyberspace
within the ACO and is located at SHAPE in Belgium®.

NATO-Militarausschuss (NATO Military Committee, MC, official translation)

As NATO’s highest military body, the NATO Military Committee compliments deci-
sion-making at the highest level. As a nexus point, itis responsible for the operation-
al implementation of political decisions in military directives, supports the prepa-
ration of overall strategic concepts of the alliance, and can make recommendations
for measures for the best-possible defense of the alliance. In the recent past, the
MC also discussed, for example, cyberattacks and election interference. Every year,
the MC carries out a strengths and capability assessment of countries threatening
NATO interests. The MC meets at least once a week at the level of nationally de-
ployed military representatives as representatives of their Chiefs of Defence. The
latter convene three times per year in the MC format.

The MC is responsible for advising the NAC in military policy issues. The Strategic
Commanders of the ACT and the ACO receive their directions through the MC. Ger-
many is represented in the MC through representatives of the Bw. The MC regularly
meets with its EU counterpart, the EUMC"".

NATO School Oberammergau (NS-0)

As one of the NATO training institutions within the NATO Command Structure, the
NATO School in Oberammergau, equally financed by Germany and the USA, offers
training units and courses with an operational and technical focus. Within the realm
of cybersecurity and cyber defense, the NS-0O seeks to strengthen the capabilities
of NATO alliance members and partner nations, and protect critical communications
and information infrastructure against attacks. In this respect, the NS-0O inter alia
established a Cyber Security Certificate Programme together with the Naval Post-
graduate School (NPS).

Training and education at the NS-0 in the field of cybersecurity and cyber defense is
coordinated through the CCDCOE"®.
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NATO Security Committee (SC)

The Security Committee deals with issues of security policy and develops recom-
mendations for NATO security policy. In this respect, it plays an advisory role vis-a-
vis the North Atlantic Council. Furthermore, the adoption of standards and guide-
lines inter alia in the realm of information security fall within its remit. The SC meets
in varying formations, such as the SCin CIS Security Format (SC (CISS)), for example.

For Germany, the BMl is in charge of the SC. The BSI serves an advisory role and rep-
resents Germany within the SC (CISS). A reporting obligation to the NAC exists for the
SC, which it must fulfil at least once per year. Referrals to the SC may be initiated by
the NAC, NATO allies, the MC, or the C3B. Furthermore, representatives of the C3B as
well as the ACO and the ACT are present at meetings of the SC. Further NATO bodies
and actors are incorporated, if the occasion warrants their participation’.

Nordatlantikrat (North Atlantic Council, NAC, official translation)

The North Atlantic Council, already provided for in the 1949 North Atlantic Treaty,
consists of representatives of NATO alliance members. Representatives meet at
least once a week at ambassador level, as well as every six months at the level of
the ministers of foreign affairs and defense. The NAC meets roughly every two years
as a summit of heads of state and government (Brussels Summit). The NAC is the
primary political decision-making body within NATO. In the case of a severe cyberse-
curity incident or attack, the NAC would make a decision regarding a uniform NATO
reaction and possibly trigger the mutual defense clause to account for crisis man-
agement according to Article 5 of the North Atlantic Treaty. The NAC makes its deci-
sions following the principle of unanimity. Moreover, the NAC is able to submit joint
statements, thus condemning specific behavior, for example.

At ambassador level, Germany is represented in the NAC by the Permanent Repre-
sentative to NATO (AA). The NAC is chaired by the NATO Secretary General. The CDC
is directly subordinate to the NAC and supports its work as a subcommittee. From a
hierarchical perspective, the CDC is below the CDMB, followed in turn by the NCIRC.
The NAC and the PSK of the EU regularly meet for formal and informal meetings. In the
past, the High Representative of the Union for Foreign Affairs and Security Policy (or a
representative from the EAD) has regularly participated in meetings of the NAC at the
level of the defense ministers®.
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6. Explanation: Actors at Federal Level

Agentur fiir Innovation in der Cybersicherheit (Agency for Innovation in Cybersecu-
rity, Cyberagentur, own translation)

After an interim phase in Halle (Saale), the Cyberagentur will be moved to a long-
term facility at Leipzig-Halle airport. The formation process of the Cyberagentur was
completed in August 2020 and first commissions are said to have been made by the
end of 2020. The task of the Cyberagentur is to identify innovations and to award
contracts for the development of concrete potential solutions. In particular, ambi-
tious research projects with high innovation potential in the field of cybersecurity
as well as related key technologies for meeting state needs regarding internal and
external security should be supported. Within this context, the Cyberagentur does
not pursue its own research, development and innovations, but rather coordinates
the needs of security agencies and improves cooperation between federal authori-
ties, academia and the private sector. The work of the Cyberagentur is governed by
parliamentary control mechanisms and conditions.

BMI and BMVg are jointly responsible for the Cyberagentur. Together with SprinD,
the Cyberagentur constitutes an ecosystem that identifies, promotes and develops
promising ideas and innovations. Both emerged as initiatives within the German gov-
ernment’s “High-Tech Strategy 2025, In order to avoid redundancies, there is close
coordination of work programs between the two agencies, through mutual commis-
sioning on inter-agency issues, for example. The Cyberagentur also exchanges infor-
mation with ZITiS, CIHBw and CODE. The Supervisory Board of the Cyberagentur con-
sists of members and representatives of the BMI, BMVg, BMF as well as staff councils
of the Bw’s procurement offices, and academia®'.

Agentur fiir Sprunginnovationen (Agency for Springboard Innovation, SprinD, offi-
cial translation)

SprinD, located in Leipzig, serves as a state instrument for innovation development.
It supports research ideas deemed suitable as innovations, as well as affiliate com-
panies that promote potential innovations and create new jobs. Generally speaking,
the agency is open to research ideas from all subject areas. It is intended to launch
innovations that are radically new with regard to applied technologies and have a
high potential for market-changing impact, albeit through new products, services or
value chains. One billion euros have been made available to the agency for its first
ten years of work.
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SprinD was founded jointly by the BMBF and the BMWi. Its Supervisory Board con-
sists of representatives of the BMF, BMBF and BMWi as well as members from aca-
demia and politics. SprinD coordinates its tasks with the Cyberagentur®.

Allianz fiir Cyber-Sicherheit (Alliance for Cybersecurity, ACS, own translation)

The ACS offers confidential exchange between its members and the BSI on cyber
threats, protective measures and incident management. Members also receive in-
formation on how to develop their cybersecurity expertise. Any institution head-
quartered in Germany can become a member.

The ACS is a public-private partnership between the BSI, BITKOM and the private sec-
tor, as well as other public authorities, research institutions and academia. Its Advi-
sory Board includes representatives from the BMI and BSI. ACS participants include
inter alia the BBK, BaFin, BKartA, BKA, BMVI, BMWi, BWehr, an institute of the UniBw
Munich as well as Vitako®.

Auswirtiges Amt (German Federal Foreign Office, AA, official translation)

Within the framework of cyber foreign policy, the AA is committed to internation-
al cybersecurity, universal human rights in the digital realm and the utilization of
economic opportunities offered through digitalization. To realize this mandate, the
“Koordinierungsstab fiir Cyber-Auf3enpolitik” (International Cyber Policy Coordina-
tion Staff, KS-CA, official translation) was established within the AA, which operates
under the purview of an Ambassador for Cyber Foreign Policy (CA-B). It has estab-
lished cyber foreign policy responsibilities at selected missions abroad, which are
inter alia tasked with reporting to headquarters in Berlin.

The AA is represented in the Cyber-SR. It alternates with the BMVg in managing the
BAKS®.

Bundesamt fiir Ausriistung, Informationstechnik und Nutzung der Bundeswehr
(Federal Office of Bundeswehr Equipment, Information Technology, and In-Service
Support, BAAINBw, official translation)

The main task of the BAAINBw is to outfit the German military with both techni-
cal equipment and IT systems. These systems are mostly being commissioned and
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not developed independently. Through its role as project and utilization manager of
the systems acquired and operated, it shares the responsibility for providing the Bw
with the best possible protection against cyberattacks.

The BAAINBw falls under the purview of the BMVg. It provides the Bw with IT as well
as digitized weapon systems and is responsible for the management of the BWI**.

Bundesakademie fiir Sicherheitspolitik (Federal Academy for Security Policy, BAKS,
official translation)

BAKS is a training institution for security policy of the Federal Government. It deals
with security policy challenges in the digital age in different event formats, such
as the “Berliner Forum zur Cyber-Sicherheit” (Berlin Forum on Cybersecurity, own
translation).

BAKS falls under the purview of the BMVg. The BMVg and the AA take turns nominating
the academy’s president and vice president. The BAKS Board of Trustees is chaired
by the Federal Chancellor and includes representatives of all ministries represented
on the Federal Security Council (AA, BMVg, BMF, BMJV, BMWi, BMZ and the BKAmt).
Representatives of the GIZ, the Bw, the BMI and the UniBw serve as members of the
BAKS Advisory Board®.

Bundesanstalt fiir Finanzdienstleistungsaufsicht (Federal Financial Supervisory
Authority, BaFin, official translation)

The task of BaFin is to ensure a functioning and stable financial system of integrity
in Germany. In the field of economic crime, BaFin recognizes an increasing risk of
cybercrime for insurers, financial service providers and banks.

In the event of a cyber intrusion or attack, a close exchange of information with the
BSl is taking place. BaFin falls under the purview of the BMF and is represented in the
Cyber-AZ"’.

Bundesamt fiir Bevolkerungsschutz und Katastrophenhilfe (Federal Office of Civil
Protection and Disaster Assistance, BBK, official translation)

The BBK assumes functions in the overall concept of Germany’s national security
architecture. Within this framework, it increasingly concerns itself with the risk of
cyberattacks on the nation’s critical infrastructure.
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The BBK is represented in the Cyber-AZ and its staff is responsible for the “Gemeins-
ame Melde- und Lagezentrum von Bund und Léndern” (Joint Information and Situa-
tion Centre of the Federal Government and the Federal States, GMLZ, official trans-
lation). The BBK falls under the purview of the BMI and is represented in UP KRITIS
and the ACS™.

Bundesanstalt fiir den Digitalfunk der Behérden und Organisationen mit Sicherhe-
itsaufgaben (German Federal Agency for Public Safety Digital Radio, BDBOS, offi-
cial translation)

BDBOS is responsible for the “Digitalfunk BOS” (BOS Digital Radio Network, offi-
cial translation) and the networks of the Federal Government. The former ensures
a digital radio network as a means of communication for all authorities and orga-
nizations with security tasks in the federal and federal state governments. With re-
spect to the latter, the “Informationsverbund Berlin-Bonn” (Berlin-Bonn Information
Network, IVBB, own translation) and the “Informationsverbund der Bundesverwal-
tung/Bundesverwaltungsnetz” (Federal Administration Information Network, IVBY,
own translation) among others, were merged to form a uniform network infrastruc-
ture. In the long term, this current structure, together with the “Bund-Lander-Kom-
munen-Verbindungsnetz” (Federal-Lédnder-Municipal Interconnection Network,
NdB-VN, own translation) is to be consolidated into the “Informationsverbund der
6ffentlichen Verwaltung” (Information Network of Public Administration, IVOV, own
translation).

BDBOS falls under the purview of the BMI and the BfIT assumes the chairmanship of
the BDBOS Administrative Board. To safeguard the networks of the Federal Govern-
ment, BDBOS works closely together with the BSI. The BOS Digital Radio Network is
inter alia available to the BPol, BKA, ZKA, BBK, BfV and LfV®°,

Bundesamt fiir den Militarischen Abschirmdienst (Federal Office for Military Count-
er-Intelligence, BAMAD, official translation)

BAMAD is a federal agency that serves as the nation’s military intelligence service.
BAMAD is the third and smallest German intelligence service, alongside the BND
and the BfV. It is tasked with defending against extremism and terrorism, as well
as combating (cyber) espionage and sabotage in the Bw. In this context, BAMAD’s
“cyber shielding” encompasses all operational, reactive and preventive measures
taken by BAMAD to counter intelligence and security-threatening activities or ex-
tremist/terrorist efforts in cyber and information space.
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BAMAD falls under the purview of the BMVg and is represented in the Cyber-AZ*".

Bundesamt fiir Sicherheit in der Informationstechnik (Federal Office for Informa-
tion Security, BSI, official translation)

The BSlI is responsible for strengthening the security of the Federal Government’s
information technology and ensuring the protection of government networks. In or-
der to be able to take immediate remedial action in the event of a cyber incident of
outstanding importance, the BSI has Mobile Incident Response Teams (MIRT) at its
disposal which can be dispatched to federal administration as well as companies
in charge of critical infrastructure. For the federal administration, the BSI acts as
the central reporting point for IT security. As an authority with technical expertise, it
also promotes information security and cybersecurity in administrative duties, the
economy and society through numerous activities, partnerships and initiatives. At
the request of federal states, the BSI can advise and support them on IT security
issues. Similar services ranging from information and consulting to technical sup-
port and the provision of technical protection measures are also available to German
municipalities, if desired. In order to establish better networks on a regional level,
the BSI has built liaison offices throughout Germany in Berlin (responsible for Ber-
lin and Brandenburg), Hamburg (responsible for the northern region: Hamburg, Bre-
men, Lower Saxony, Schleswig-Holstein, Saxony-Anhalt and Mecklenburg-Western
Pomerania), Wiesbaden (responsible for the Rhine-Main region: Hesse, Saarland and
Rhineland-Palatinate), Bonn (responsible for the western region: North Rhine-West-
phalia), and Stuttgart (responsible for the southern region: Baden-Wuerttemberg
and Bavaria). The BSI’s second site in Freital is in charge of the liaison office’s work
in the eastern region (Thuringia and Saxony). A third BSI site in Saarbriicken, primar-
ily focusing on Al, is currently being established. Annually, the BSI publishes a “La-
gebericht zur IT-Sicherheit in Deutschland“ (Situation report on German IT security,
own translation).

The BSl falls under the purview of the BMI and is involved in UP KRITIS. Among others,
it hosts the Cyber-AZ, ACS, LZ, CERT-Bund and the Biirger-CERT. In addition to the
federal and state administrations, all federal state CERTs organized in the VCV re-
ceive occasion-related cybersecurity alerts from the BSI. Together with the ITZBund,
the BSI has established a “Lenkungskreis Informationsfreiheit” (Steering Committee
for Information Security, own translation). Moreover, the BSI has agreed on a cooper-
ation agreement with the vzbv, which, among other areas, deals with digital consumer
protection. The BSI is represented in the DsiN advisory board and cooperates with
the G4C. It cooperates furthermore with ENISA, is a member of SOG-IS and is also
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represented in NATO bodies (CDC, C3B and SC) or involved in corresponding national
processes of instruction. The BSI has been designated by Germany as the national
NATO Cyber Defence Authority (NCDA)"".

Bundesamt fiir Verfassungsschutz (Domestic Intelligence Service of the Federal
Republic of Germany, BfV, official translation)

The BfV investigates how new technologies allow extremists, terrorists, or foreign
intelligence services, for example, to spy in Germany, spread disinformation or sabo-
tage computer systems. It seeks to defend public and private institutions against cy-
berattacks and illuminate their origins. Annually, the BfV publishes a “Verfassungss-
chutzbericht” (Report on the protection of the constitution, own translation), which
inter alia also provides information on the status quo of the threat of cyber attacks
and any respective incidents in Germany. The BfV also publishes publicly accessi-
ble so-called ‘Cyber-Briefs’ in irregular intervals which are providing information on
specific threats.

The BfV falls under the purview of the BMI. Occasion-related classified reports (‘Cy-
ber-Spezial’) are sent by the BfV to the BMI, BKAmt, and AA. It is represented in the
Cyber-AZ as well as the “Initiative Wirtschaftsschutz’ and relies on the expertise of
ZITiS. In addition, the BfV’s cyber defense unit exchanges information with its coun-
terparts in the “Landesbehdérden fiir Verfassungsschutz” (State Offices for the Pro-
tection of the Constitution, LfV, official translation), if existent®.

Bundesbeauftragte:r fiir den Datenschutz und die Informationsfreiheit (Federal
Commissioner for Data Protection and Freedom of Information, BfDI, official trans-
lation)

The BfDI provides advice on and monitors the processing of data and information
generated by federal public and non-public agencies. It is politically independent
in the performance of its duties and is subject to parliamentary control only by the
Bundestag.
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BfDI and BSI are cooperating. Further contacts between the BfDI and the EDSB exist.
The BfDl is represented in the advisory board of DsiN®*.

Bundeskanzleramt (Federal Chancellery, BKAmt, official translation)

The BKAmt supports the Federal Chancellor in his or her substantial work. To ful-
fill this duty, it maintains close contact to federal ministries through so-called
“Spiegelreferate” (mirror departments, own translation). It comes into contact with
cybersecurity topics inter alia through its service and technical supervision of the
BND and its financing of SWP. The office of the “Bundesbeauftragte:r fir Digitalis-
ierung” (Federal Government Commissioner for Digitalization, official translation) is
institutionally located in the BKAmt.

The BKAmt is represented in the Cyber-SR. The BND is subordinate to the BKAmt.
Institutional contributions to the SWP are paid from its budget®“.

Bundeskartellamt (Federal Cartel Office, BKartA, official translation)

The BKartA is responsible for protecting competition within the German economy.
As part of its investigation of digital markets, its mandate also includes the protec-
tion of consumer rights, for example, with regard to personal data processing. In the
past, the BKartA has initiated sector inquiries inter alia on messenger services and
the authenticity of user ratings on the Internet.

The BKartA falls under the purview of the BMWi. BKartA and BSI cooperate in the area
of digital consumer protection. It is also a member of the ACS®.

Bundeskriminalamt (Federal Criminal Police Office, BKA, official translation)

As the central office of the German police, the BKA has expanded the national fight
against crime into cyberspace. It solves crimes in cyberspace, investigates and tries
them in order to prevent cybercrime. In this respect, the BKA is attributed a distinct
law enforcement competence in cases of cyber crime affecting federal authorities
or institutions, Germany’s internal or external security, or to the detriment of critical
infrastructures. To this end, it has established a new “Cybercrime” department (CC),
in which competencies are concentrated to track cybercrime. For this purpose, the
BKA can inter alia conduct source telecommunication surveillance as well as on-
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line visitations, for which it is also using surveillance software. In addition, the BKA
has a 24/7 standby at its disposal in order to combat cybercrime. Annually, the BKA
publishes a federal situation report on cybercrime. In addition to cybercrime, the
BKA also investigates cyber espionage within its “Staatsschutz” (State Security, ST,
official translation) division.

The BKA is part of the BMI. It is represented in the Cyber-AZ, as well as in G4C and
the “Initiative Wirtschaftsschutz” It is on the DsiN advisory board and relies on the
expertise of ZITiS. The BKA is the German point of contact for Europol and serves as
a National Unit®.

Bundesministerium der Justiz und fiir Verbraucherschutz (Federal Ministry of
Justice and Consumer Protection, BMJV, official translation)

The BMJV is first and foremost a legislative ministry which supports other federal
ministries in their legislative ambitions. Within the Federal Government, itis respon-
sible for economic consumer policy. In this respect, it deals with issues such as the
protection of citizens and online merchants from cybercrime or online bullying.

The BMJV is represented in the Cyber-SR"’.

Bundesministerium der Verteidigung (Federal Ministry of Defence, BMVg, official
translation)

Within the Federal Government, the Federal Ministry of Defense is the department
in charge of military defense and thus also for Germany’s defense in cyberspace. In
addition, it is responsible for ensuring cybersecurity within networks and data cen-
ters of the Bundeswehr. Within the ministry, the Chief Information Security Officer
of the defense portfolio (CISO Ressort) within the “Abteilung Cyber- und Informa-
tionstechnik” (Department of Cyber and Information Technology, own translation) is
responsible for matters of cyber defense.

The BMVg is represented in the Cyber-SR. The Bw is subordinate to the BMVg, while

the BAKS also falls under its purview. The Cyberagentur has been set up under joint
leadership of the BMVg and BMI. For its work in cyberspace, the BMVg relies on na-
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tional and international cooperation and partnerships, such as those with the Cyber
Innovation Hub or the NATO CCDCOE*®.

Bundesministerium des Innern, fiir Bau und Heimat (Federal Ministry of the Interior,
Building and Community, BMI, official translation)

Among other duties, the BMl is responsible for civil security in cyberspace. Its “Abtei-
lung Cyber- und Informationssicherheit” (Department for Cyber and Information Se-
curity, Cl, own translation) is responsible for the cybersecurity of the federal govern-
ment’s ICT systems, the development of Germany’s “Cybersicherheitsstrategie fur
Deutschland” (Cyber Security Strategy for Germany, own translation), which forms
the government’s interdepartmental strategic framework, as well as the preparation
of further legislation. The BMI coordinates the implementation of the cybersecurity
strategy through the “Bundesbeauftragter fiir Informationstechnik” (Federal Gov-
ernment Commissioner for Information Technology, BfIT, official translation), who
also chairs the Cyber-SR.

The BMI is represented in the Cyber-SR. BPol, BKA, BSI, BfV, BDBOS and BBK all fall
within its purview. ZITiS was founded following a BMI decree. The BMI is represented
in the initiatives UP KRITIS, DsiN (Advisory Board) and the ACS. The Cyberagentur is to
be established under joint leadership of BMI and the BMVg®*°.

Bundesministerium fiir Bildung und Forschung (Federal Ministry of Education and
Research, BMBEF, official translation)

As part of the Digital Agenda, the BMBF finances three competency centers for IT se-
curity research. With CISPA (Saarbriicken), ATHENE (Darmstadt) and KASTEL (Karl-
sruhe), Germany aims to bolster its research capacity in the field of cybersecurity. In
addition, the BMBF has inter alia launched the research program “Selbstbestimmt
und sicher in der digitalen Welt” (Self-determined and secure in the digital world,
own translation) to promote multi-sectoral cybersecurity research as well as the
initiative “StartUpSecure” to support company formations in the field of IT security.

The BMBEF is represented in the Cyber-SR and supports the competency centers for
IT Security
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Bundesministerium fiir Finanzen (Federal Ministry of Finance, BMF, official trans-
lation)

The BMF is primarily responsible for tax policy, budgetary matters and European fis-
cal policy. Together with national and international partners, it develops, inter alia,
minimum standards for cybersecurity in the financial services industry.

The BMF is represented in the Cyber-SR. The ZKA is subordinate to it. It is also re-
sponsible for the legal and technical supervision of BaFin. The BMF and BMZ are
shareholders of the GIZ

Bundesministerium fiir Gesundheit (Federal Ministry of Health, BMG, official trans-
lation)

The BMG is responsible first and foremost for the performance of the statuto-
ry health insurance and nursing care insurance systems. The “E-Health-Gesetz”
(E-Health Act, official translation) is meant to establish a digital infrastructure with
the highest safety standards for the German health care system.

The BMG has commissioned gematik with the development of an electronic data
transmission infrastructure, which is the prerequisite for secure interconnection of
the health care system

Bundesministerium fiir Verkehr und digitale Infrastruktur (Federal Ministry of
Transport and Digital Infrastructure, BMVI, official translation)

The BMVI is responsible for transportation infrastructure, planning and security as
well as digital infrastructure. Because these duties also result in it having responsi-
bility for civil emergency preparedness and emergency response, the BMVI also de-
velops crisis scenarios with regard to possible cyberattacks on digital infrastructure.

The BMVI is represented in the Cyber-SR

Bundesministerium fiir Wirtschaft und Energie (Federal Ministry for Economic Af-
fairs and Energy, BMWi, official translation)

The BMWi is dedicated to enabling secure and trustworthy IT access in order for the
economy, society and the state to benefit from digitalization in the best way possi-
ble. It is particularly committed to the IT security of Industry 4.0.

The BMWi is represented in the Cyber-SR. It has launched the “Initiative IT-Sicherheit
in der Wirtschaft”. It is represented on the Advisory Board of DsiN, and the BNetzA
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also falls under its purview

Bundesministerium fiir wirtschaftliche Zusammenarbeit und Entwicklung (Federal
Ministry for Economic Cooperation and Development, BMZ, official translation)
The BMZ is responsible for the developmental partnerships of the Federal Govern-
ment. BMZ also develops secure IT solutions for partner countries and supports cy-
ber capacity building through on-site educational programs.

BMZ is the most important client of GIZ and is one of its two shareholders, alongside
the BMF

Bundesnachrichtendienst (Foreign Intelligence Service of Germany, BND, official
translation)

The BND is the foreign intelligence service of the Federal Republic of Germany and
acts on behalf of the Federal Government. It makes a record of attacks abroad that
could lead to cyber espionage or sabotage in Germany and warns any affected actors
within national territory so that defense mechanisms can be triggered. This part of
its work is also known under the acronym SSCD (SIGINT Support to Cyber Defence).

The BND falls under the purview of the BKAmt. Informations are exchanged and mu-
tual obligations to provide information exist between BND, BfV and BAMAD. It is in-
volved in “Initiative Wirtschaftsschutz” and is represented in the Cyber-AZ. Its staff is
trained at the UniBw Miinchen, among others

Bundesnetzagentur fiir Elektrizitdt, Gas, Telekommunikation, Post und Eisen-
bahnen (Federal Network Agency for Electricity, Gas, Telecommunications, Post
and Railways, BNetzA, official translation)

The BNetzA is primarily responsible for regulatory and competition issues in the
electricity, gas, telecommunications, postal and railway sectors. With the impor-
tance of cybersecurity increasing in these areas, the BNetzA also deals with IT secu-
rity requirements in relevant sectors.

The BNetzA falls under the purview of the BMWi. Together with the BSI it has pub-
lished the “IT-Sicherheitskatalog” (Catalogue of IT Security Requirements, official
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translation), the implementation of which is mandatory for all gas and electricity net-
work providers

Bundesverband der Verbraucherzentralen und Verbraucherverbénde (Federation of
German Consumer Organisations, vzbv, official translation)

The vzbvisthe umbrella organization of Germany’s 16 consumer centers and their 25
corresponding member associations. It coordinates their work and also represents
consumer interests as an independent body in both politics and industry. Another
task of the vzbv is to compile current market developments for consumers. The vz-
bv’s headquarters is in Berlin, with one team based in Brussels. The vzbv’s activities
include digital communication and services, such as the protection of privacy in dig-
ital space, net neutrality and copyright law.

As much as 97% of the core work of the vzbv is financed by the BMJV. The vzbv and the
BSI have a general agreement regarding their cooperation

Bundespolizei (Federal Police, BPol, official translation)

The BPol is responsible for tasks in the field of border protection, aviation security,
railway security and crime prevention. With illegal activities on the internet or aided
by information technologies on the rise, BPol also increasingly combats cybercrime.
It operates its own Computer Emergency Response Team (CERT BPol) to protect its
facilities as well as information and communication technologies.

BPol falls under the purview of the BMI. It is represented in the Cyber-AZ and relies on
the expertise of ZITiS. The ZAC is housed within federal and state governments’ police
forces. The CERT BPol is a guest of the CERT network

Bundeswehr (German Armed Forces, Bw, official translation)

The Bw is responsible for the national defense and that of its allies, among other
duties. In addition to Army, Air Force and Navy, the German Armed Forces also dis-
poses the “Streitktaftebasis” (Joint Support Service, SKB, official translation), the
“Zentraler Sanitatsdienst” (Joint Medical Service, ZSan), as well as the “Cyber- und
Informationsraum” (Cyber and Information Domain Service, CIR, official translation)
as military organizational units (MilOrgBer). The latter is responsible for the holistic
defense of the cyber and information domain. It is led by KdoCIR, which inter alia
includes KdolTBw and KdoStratAufkl.
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The Bw falls under the purview of the BMVg. It trains part of its staff at the UniBw
and is represented in the Cyber-AZ and various national and international CERT
networks

Bundesweite IT-Systemhaus GmbH (National IT Systems House GmbH, BWI, own
translation)

The BWI is a firm of the Federal Government, an IT service provider of the Bw and a
government IT service center. The main focus of its work constitutes the operation
and modernization of the Bw’s information and communication technologies as well
as support in the areas of logistics and administration. The BWI is also responsible
for the software management and IT security of any IT infrastructures it operates.
The security specifications of the Bundeswehr apply to the networks and systems
operated by BWI for the Bw, and the Bundeswehr Cyber Security Operations Center
(CSOCBw) monitors these together with the CERT of the BWI. The BWI and the Bw
have signed an agreement with the objective of closer cooperation, which should
enable former soldiers to be integrated into and to work for BWI.

BWI GmbH is a state-owned company and IT system house for Bw and the Federal
Government

Biindnis fiir Cybersicherheit (Coalition for Cyber Security, own translation)
Together with associations, companies and federal authorities, the “Bindnis fir
Cybersicherheit” aims to enhance cooperation between the state and industry. The
objective is to establish better networks in both sectors to ensure more effective
cybersecurity, especially in an international context. As a forum between federal au-
thorities and business representatives, the “Blindnis fiir Cybersicherheit” shall fos-
ter the exchange of information on international cybersecurity issues. The alliance
also aims to strengthen Germany’s digital sovereignty as a business location; joint
projects, for example, aim to decrease high dependencies on foreign technologies.

The “Biindnis fiir Cybersicherheit”is based on an agreement between the BMI and
the “Bundesverband der deutschen Industrie” (Federation of German Industries, BDI,
official translation)

Computer Emergency Response Team der Bundesverwaltung (Computer Emergen-
cy Response Team for federal agencies, CERT-Bund, official translation)

CERT-Bund is an emergency team and contact point for all federal authorities in the
event of a security-relevant IT incident. It also makes preventive and, if necessary,
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reactive recommendations for action. Furthermore, it points out vulnerabilities, pro-
poses measures for their adjustment and is available 24 hours a day.

In addition to the CERT-Bund, the BSI also maintains a “Blirger-CERT” (Citizen-CERT,
own translation) which is essentially a warning and information service for private
individuals allowing them to access information about current security gaps free of
charge and in an objective manner.

The CERT-Bund is part of the BSI and cooperates with federal state-level CERTs with-
in the framework of the VCV and CERT network. At the European level, CERT-Bund
cooperates with the EGC Group as well as ENISA

Cyber Innovation Hub (CIHBw)

The CIHBw of the Bw offers its employees, in cooperation with startups, a platform
to research and further develop innovative technologies, the goal being to guarantee
the competitiveness of the Bw in the fields of cyber and IT. This connection between
the Bw and startups is meant to realize ideas more rapidly and to ensure better
implementation of modern technologies. Within the CIHBw, soldiers work together
with civilians, especially on the development of disruptive technologies for the Bw.

The CIHBw has its own department within the BWI and therefore exists within an ad-
ministration with a clear line of command. In order to avoid redundancies, CIHBw ex-
changes information with the Cyberagentur

Cyber-Reserve (Military Cyber Reserve, own translation)

At the same time when the CIR Domain was established as an organizational unit
within the Bundeswehr, it was also decided to set-up a military ‘Cyber-Reserve’. Its
development is supported by a “Reservistenarbeitsgemeinschaft” (reservist work-
ing group, RAG, own translation) within the “Verband der Reservisten der Deutschen
Bundeswehr” (Reservist Association of Deutsche Bundeswehr, VdRBw, official
translation). Different to other reserve units, the cyber reserve is meant to explic-
itly recruit civilian personnel and executives with IT expertise in addition to former
Bundeswehr soldiers. Pooling these diverse backgrounds shall enable joint exercis-
es between cyber specialists from authorities, society and economy for the purpose
of cyber defense, promoting a transfer of knowledge and educating cyber experts.
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The ‘Cyber-Reserve’ supports the Bundeswehr in the performance of its tasks, in par-
ticular KdoCIR

Cyber Security Cluster Bonn e. V.

The Cyber Security Cluster Bonn e. V.is an association of different institutions active
within the context of cybersecurity. The cluster’s geographical focus is the Bonn re-
gion,due in part to the resident BSI and KdoCIR. The aim is to harness their thematic
and geographical proximity to one another in order to intensify cooperation, attract
skilled workers and work together on concrete projects within the field of cyber-
security. In addition to government agencies, stakeholders from the private sector
and academia are also members of the cluster. Moreover, the cluster has appointed
a “Weisenrat” (Expert Council, own translation) — made up of representatives from
scientific institutions — which is intended to make a further contribution to immu-
nizing society against cyber attacks.

The BSI, KdoCIR of the Bw and the BfDI are members of the Advisory Board of the
Cyber Security Clusters Bonne. V.

Deutsche Akkreditierungsstelle (German National Accreditation Body, DAkkS, own
translation)

The DAKKS is Germany’s national accreditation body. It is tasked with the accredita-
tion of conformity assessment bodies, such as laboratories, inspection and certifi-
cation agencies. In particular within its “Sektorkomitee Informationstechnik/Infor-
mationssicherheit” (sector committee information technology/information security,
SKIT-IS, own translation) and its subcommittees, the DAkkS also carries out accred-
itation procedures within the realms of cybersecurity and IT security.

The Federal Republic of Germany (represented by the BMWi), the federal states of
Bavaria, Hamburg and North Rhine-Westphalia are shareholders of the DAKKS. In ad-
dition to members from industry and representatives of the federal states, the DAkkS
Supervisory Board also includes representatives of the BMWi and BSI. The DAKKS is
a member of the EA
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Deutsche Gesellschaft fiir Internationale Zusammenarbeit GmbH (Deutsche Ge-
sellschaft fiir Internationale Zusammenarbeit GmbH, GIZ, official translation)

The GIZ aids the Federal Government in realizing its goals for cooperation in inter-
national development. It supports the advancement of information and communi-
cation technologies and is planning to include cybersecurity as an element of tradi-
tional development cooperation in the future.

The BMZ and BMF are shareholders of GIZ

Deutschland sicher im Netz e.V. (Germany Secure on the Internet e. V., DsiN, own
translation)

DsiN was founded to provide comprehensive information on IT security to both the
greater population and small and medium-sized businesses. In cooperation with its
members and partners, DsiN runs various initiatives and projects to provide con-
crete assistance for IT security.

The BMI, BMWi, BSI, BKA and BfDI are represented on the DsiN advisory board. The
Federal Minister of the Interior assumes patronage over the DsiN. DsiN cooperates
with “Initiative IT-Sicherheit in der Wirtschaft”

Forschungsinstitut Cyber Defence (Cyber Defence Research Institute, CODE, own
translation)

CODE at the UniBw Miinchen was founded by the BMVg with the goal of developing
technical innovations for the Bw and the Federal Government to protect data, soft-
ware and systems. For this purpose, CODE has established three research clusters,
that are dealing with cyber defense; smart data, Al and machine learning as well as
quantum technology. Furthermore, this interdisciplinary, independent research in-
stitute is linked to the scientific training and education at the UniBwM.

As partofthe UniBw, Bw personnel are also becoming scientifically trained at CODE

Foéderale IT-Kooperation (Federal IT Cooperation, FITKO, own translation)

FITKO coordinates various levels of the digital transformation within the adminis-
tration of the “IT-Planungsrat” (IT Planning Council, IT-PLR, official translation) and
improves its legal and political-strategic controllability. The agency was formally
founded in January 2020 and is based in Frankfurt am Main. With regard to its digita-
lization projects, FITKO operates with a budget of up to 180 million euros within the
framework of the “Onlinezugangsgesetz” (Online Access Act, 0ZG, own translation).
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FITKO is an operational substructure of the “IT-Planungsrat”. A municipal committee
of the IT Planning Council was established in 2020 under the chairmanship of FITKO

gematik

gematik GmbH is a competence center and service company for the German health
care system. For its secure networking and digitalization, gematik provides the
telematic infrastructure guaranteeing the exchange of data between actors and in-
stitutions of the health care system. In this regard, gematik is particularly respon-
sible for specifying and authorizing the services and components of both telematic
infrastructure and its operational coordination. Besides telematic infrastructure,
gematik is also responsible for the electronic health card, which serves as the ex-
clusive proof of health insurance in Germany.

gematik is supported by various shareholders. The BMG, for example, holds 51% of
shares. Its Advisory Board includes, among others, a representative of the BfDI, as
well as the BSI and the BMWi

Gemeinsames Lagezentrum Cyber- und Informationsraum (Situation Center Cyber
and Information Domain Service, GLZ CIR, own translation)

GLZ CIR is part of the KdoCIR and serves as the analysis center of situational over-
views for the CIR. It is tasked with bundling information and situational overviews
from varying sources about those aspects of cyberspace relevant to the military,and
then summarizing and working through courses of action. To this effect, it uses its
own IT system, which employs an array of processes, such as artificial intelligence.

The GLZ CIR was established at the time the KdoCIR was set up; the BWI supported
the Bw in the establishment of the IT system of the GLZ CIR. Situational analyses
within the CIR are provided to the BMVg and the Cyber-AZ, among others

Gemeinsames Melde- und Lagezentrum (Joint Information and Situation Centre of
the Federal Government and the Federal States, GMLZ, official translation)

GMLZ is responsible for providing a consistent situational overview of civil protec-
tions to the Federal Government, the federal states and their competent authorities.
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To do so, it constantly tracks and evaluates relevant events at home and abroad and
reports them in daily reports or precise status reports.

The BBK is represented in the GMLZ. Partners of the GMLZ include BPol, BKA and the
EK. If necessary, the GMLZ forwards activation requests for EU disaster and crisis
management to the ERCC

G4C German Competence Centre against Cyber Crime e.V. (G4C German Compe-
tence Centre against Cyber Crime e. V., G4C, official translation)

G4C is an association that brings together different actors in a strategic alliance to
combat cybercrime. They develop appropriate protective measures by way of a daily
exchange of information between official cooperation partners and members.

The G4C cooperates with the BKA and the BSI

Informationstechnikzentrum Bund (Federal Information Technology Centre, ITZ-
Bund, own translation)

ITZBund is the official IT service provider of the Federal Government’s administra-
tion. It was founded from three predecessor authorities as part of an overall strategy
to consolidate and bundle the Federal Government’s IT capacities.

The ITZBund falls under the purview of the BMF. In August 2020, the ITZBund es-
tablished together with the BSI a “Lenkungskreis Informationssicherheit” (Steering
Committee for Information Security, own translation) to create closer cooperation be-
tween both institutions. The BfDI regularly reviews the data and information process-
ing of the ITZBund

Initiative IT-Sicherheit in der Wirtschaft (Initiative IT Security in the Economy, own
translation)

The “Initiative IT-Sicherheit in der Wirtschaft” is an initiative of the BMWi for small
and medium-sized businesses. It bundles together a large number of activities to
increase their level of IT security. The initiative is advised by a steering committee on
the implementation of its projects.

Members of the steering committee include representatives of the BMWi, the BSI and
the DsiN. The latter was established as part of the initiative
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Initiative Wirtschaftsschutz (Initiative for Economic Protection, own translation)
The “Initiative Wirtschaftsschutz” aims to protect the German economy from threats
emanating from cyberspace. The initiative offers a comprehensive protection con-
cept consisting of measures, recommendations for action and seminars as well as
an information portal. The latter also provides information on cyber defense and
cyber crime. Within the portal’s user area, companies can access official security
recommendations and contact them directly, if necessary.

On governmental level, the “Initiative Wirtschaftsschutz” works with the BND, BfV,
BKA and the BSI. The BMI coordinates the cooperation of government agencies and
trade associations

Innenministerkonferenz (Conference of Interior Ministers, IMK, official translation)
The IMK enables regular transregional cooperation between the interior ministers
and interior senators of Germany’s federal states. The IMK established two bod-
ies: a “Landeroffene Arbeitsgruppe Cybersicherheit” (Cybersecurity working group
open to all federal states, LOAG/LAG Cybersecurity, own translation) and the “Ar-
beitsgruppe Kommunikationssicherheit” (Communication Security Working Group,
KomSi, own translation), the latter of which was established for the police. These
working parties are responsible, for example, for administrative duties in the areas
of catastrophe prevention or cybercrime.

Through the participation of the Federal Minister of the Interior, the Conference of
Ministers of the Interior is linked to the BMI. On a regular basis, the IMK receives re-
ports from the Cyber-SR

IT-Planungsrat (IT Planning Council, IT-PLR, official translation)

The “IT-Planungsrat” is the central body for federal and state coordination of IT. It
coordinates cooperation between the Federal Government and the federal states
on IT issues, makes decisions on non-subject specific and interdisciplinary IT in-
teroperability and IT security standards, operates e-government projects, and plans
and develops the grid in line with the “Gesetz liber die Verbindung der information-
stechnischen Netze des Bundes und der Lander” (Act on the Interconnection of the
Federal and State Information Technology Networks, IT-NetzG, own translation). It
is comprised of the “Bundesbeauftragter fiir Informationstechnik” (Federal Govern-
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ment Commissioner for Information Technology, official translation) and of repre-
sentatives of each federal state responsible for information technology. Three rep-
resentatives of municipalities and municipal associations, appointed by municipal
umbrella organizations and the BfDI, can attend the meetings in an advisory capaci-
ty.Other persons, including the respective contact persons of specialized ministerial
conferences, may also be called upon if the decisions of the “IT-Planungsrat” impact
their fields of expertise. Federal and state governments (in alphabetical order) take
annual turns as chair of the “IT-Planungsrat”. A further part of the “IT-Planungsrat”
is the “Arbeitsgruppe Informationssicherheit” (Working Party on Information Securi-
ty, AG InfoSic, own translation), which is responsible for developing IT objectives for
public administration as well as strategies for their implementation that adhere to
established guidelines.

The BfDI as well as representatives of the Central Municipal Associations are advi-
sory members. FITKO and a municipal committee are subordinate to the IT-PLR. The
head of the BKAmt and its respective federal state counterparts take note of the ac-
tivity report of the “IT-Planungsrat” each year and inform themselves about further
developments in the National E-Government Strategy

IT-Rat (IT Council, own translation)
The “IT-Rat” is a political-strategic body for general issues responsible for the digi-
tization and IT management of the federal administration.

The “IT-Rat” is chaired by the head of the BKAmt. Deputy chairpersons are the
“Bundesbeauftragte:r fiir Digitalisierung” (Federal Government Commissioner for
Digitalisation, official translation) and the BfIT

IT Security made in Germany (ITSMIG)

The trust mark ITSMIG was jointly launched by the BMI, the BMWi and represen-
tatives of the German IT security industry and is being continued as the TeleTrusT
working group ITSMIG. It aims to coordinate the collective public image of organized
German IT security industry members and to improve their cooperation.

The BMI and the BMWi provided support in establishing ITSMIG. Both ministries are
represented in the advisory board of the working group
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Kommando Cyber- und Informationsraum (Cyber- and Information Domain Com-
mando, KdoCIR, own translation)

The KdoCIR leads the CIR. As commando of the CIR, KdoCIR manages the areas of
cyber, IT, strategic reconnaissance, geographic information systems of the Bw and
its operative communications. First and foremost, the commando is intended to
structure the CIR and manage human resources. It is furthermore the official resi-
dence of the CIR inspector and its representative, who has overall responsibility for
the information security of the Bw as Chief Information Security Officer (CISOBw).
The “Zentrum fir Cyber-Sicherheit der Bundeswehr” (Center for Cyber Security of
the Bundeswehr, ZCSBw, own translation) with the Bundeswehr’s Cyber Security
Operations Center (CSOCBw) are subordinate to the CISOBw. The latter is home to
the CERTBw and provides incident response teams in the event of an attack on the
IT systems of the Bundeswehr. KdoCIR employs a total of about 13,500 soldiers and
civilian employees. The KdoCIR is located in Bonn.

Among other organizations, the KdoStratAufkl and the KdolTBw fall within its pur-
view. It is also home to the Bw’s GLZ CIR. The CISOBw is located in the KdoCIR. It is
represented in the Cyber-AZ as a permanent member and provides one of the deputy
coordinators. The establishment of the CIDCC as a PESCO project was initiated by
KdoCIR. KdoCIR is represented as an advisory board member in the Cyber Security
Cluster Bonn. Activities of the Bundeswehr relating its Cyber-Reserve are managed
by KdoCIR

Kommando Informationstechnik (Information Technology Command, KdolTBw, own
translation)

The KdolTBw is a specialized commando within the organizational area of the Joint
Support Service (SKB) of the Bw that deals with the deployment of the Bw’s IT ser-
vices.The headquarters of the KdolTBw has been in Bonn since its founding. KdolTBw
ensures the installation, operation and protection of central IT and communications
elements during missions. The commando has six subordinate “Informationstech-
nik-Battalione” (Information Technology Battalions, own translation) and various de-
partments, such as the “Betriebszentrum IT-System der Bundeswehr” (Bundeswehr
IT System Operations Center, own translation).

KdolITBw is subordinate to the KdoCIR and falls under the purview of the Bw’s CIR
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Kommando Strategische Aufkldarung (Strategic Reconnaissance Command,
KdoStratAufkl, own translation)

The KdoStratAufkl serves the information needs of the Bw in the protection of its
personnel in operational areas and for early crisis detection. For this purpose, the
KdoStratAufkl conducts reconnaissance in defined areas. The mission areas of the
command are divided into the following areas: “Satellitengestiitzte Abbildende
Aufklarung” (Satellite-based Imaging Reconnaissance, own translation), “Fern-
melde- und Elektronische Aufklarung” (Telecommunications and Electronic Recon-
naissance, own translation), “Elektronischen Kampf” (Electronic Fight, own transla-
tion), and “Objektanalyse” (Object Analysis, own translation). Further, the command
is working on developing capacities in the field of computer network operations. It
leads various CIR departments, such as the “Zentrum Cyber-Operationen” (Center
for Cyber Operations, ZCO, own translation) which bundles the planning, prepara-
tion, management, and implementation capabilities for military reconnaissance and
cyberoperations. The command operates out of Gelsdorf (Grafschaft) in the federal
state of Rhineland-Palatinate

KdoStratAufkl is subordinate to the KdoCIR of the Bw’s CIR

Nationaler CERT-Verbund (National CERT Network, own translation)

The CERT-Verbund is an amalgamation of German Security- and Computer Emer-
gency Response Teams (CERTS) from corporations, academia and administrations
which have organized themselves at both the federal and the federal state levels.
Mutual information sharing and cooperation should contribute to a rapid joint re-
sponse to cyberattacks.

Among others, the CERTBw, the BSI (with the CERT-Bund) as well as the CERT of the
BWI are represented within the CERT-Verbund. Bayern-CERT, CERT Baden-Wuerttem-
berg, CERT-NRW and CERT-rlp are involved from the part of federal states

Nationaler Cyber-Sicherheitsrat (National Cyber Security Council, Cyber-SR, offi-
cial translation)

As a strategic advisor to the Federal Government, the Cyber-SR aims to identify re-
quirements for long-term action as well as trends in cybersecurity to stimulate ap-
propriate impulses. In accordance, the Cyber-SR, which meets three times a year,
shall make proposals for the further development of national regulations for more
cyber security and identify areas for public-private cooperation. The Cyber-SR is
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supported by a permanent scientific working group, which is advising the Council on
strategic issues and developing recommendations for action. The scientific working
group also regularly publishes impulse papers.

The BMI, BKAmt, AA, BMVg, BMWi, BMJV, BMF and BMBF, as well as representatives
of the federal states of Lower-Saxony and Hesse, are represented in the Cyber-SR. It
is chaired by the BfIT. In the past, representatives of ENISA, the BfV and the SWP have
also been invited to special meetings of the Cyber-SR. In addition to scientific repre-
sentatives, the scientific working group also includes a representative of the BSI. Be-
sides the federal government, the Cyber-SR is also to provide impetus for the IMK

Nationaler Pakt Cybersicherheit (National Cybersecurity Pact, own translation)
The “Nationaler Pakt Cybersicherheit” is an initiative of the BMI, which is intended
to support the Paris Call for Trust and Security in Cyberspace as a German contribu-
tion. Its aim is to involve all groups relevant to society, manufacturers, suppliers and
users, as well as public administration, in a national pact establishing joint respon-
sibility for digital security. As part of the pact, key players in German cybersecurity
were collected in an online compendium last year. In addition, the pact is meant to
evaluate the approach with recommendations for action for the next legislative pe-
riod. In public, the pact is represented by a “quadriga”.

Those taking part in the pact are, among others the “Biindnis fiir Cybersicherheit”
and the Cyberagentur. The “Quadriga” of the “Nationaler Pakt Cybersicherheit” fur-
ther includes representatives of the BMI, the executive board of the vzbv as well as
civil society

Nationales Cyber-Abwehrzentrum (National Cyber Defence Centre, Cyber-AZ, offi-
cial translation)

The Cyber-AZ is tasked with optimizing operational cooperation between govern-
ment agencies with regard to various hazards in cyberspace and for coordinating
the appropriate protective and defensive measures. For this purpose, all information
about cyberattacks on IT infrastructure are collected in the Cyber-AZ, located within
the BSI. Daily situation briefings as well as a weekly meeting dealing with “Koordi-
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nierte Fallbearbeitung” (coordinated case processing, own translation) take place.
Its working groups “Operativer Informationsaustausch” (Operational Information
Exchange, own translation) and “Nachrichtendienstliche Belange” (Nachrichtend-
ienstliche Belange, own translation) meet monthly, while a working group dealing
with Critical Infrastructures comes together every three months. The Cyber-AZ pre-
pares a “Cyber-Lage” (cyber situation report, own translation) as required.

The Cyber-AZ is a cooperation platform between the BSI, BPol, BKA, BfV, BBK, BND,
KdoCIR, BaFin and BAMAD. The ZKA is involved on an associated basis. It sends its
annual report to the Cyber-SR. In addition to above-mentioned authorities, the ,Cy-
ber-Lage’is sent to the 16 LfVs as well as members of the VCV. The BKA provides the
coordinator of the Cyber-AZ; the BfV and the KdoCIR of the Bw take over this duty in
its stead. All participating public authorities are required to dispatch their own liai-
sons to the Cyber-AZ

Nationales IT-Lagezentrum (National IT Situation Centre, LZ, own translation)

The LZ at the BSI is tasked with creating a 24-hour IT situational overview meant to
quickly assess occurring IT security incidents for governmental agencies and com-
mercial enterprises and, if necessary, to react. This is achieved through constant
monitoring and evaluation of an array of sources that provide the most comprehen-
sive overview possible of the IT security situation of the Federal Republic of Germa-
ny. The capacities and structures of the LZ also allow for its development into an IT
crisis response center whenever necessary.

The LZ works closely with the GMLZ, CERT-Bund and Cyber-AZ. Its daily “Lagebericht
IT-Sicherheit” (IT security status report, own translation) is inter alia being sent to UP
KRITIS, the VCV as well as the ACS

Organisationsbereich Cyber- und Informationsraum (Cyber and Information Do-
main Service, CIR, official translation)

The Bw’s CIR is responsible for the military’s cyber and information domains. It com-
prises the sixth military organizational area of the Bw and should be fully staffed by
2021, with 13,500 employees.
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CIR is a part of the Bw and is led by the KdoCIR, to which the KdolTBw and the
KdoStratAufkl are subordinate

Offentlich-Private Partnerschaft zum Schutz Kritischer Infrastrukturen (Pub-
lic-Private Partnership for Critical Infrastructure Protection, UP KRITIS, own trans-
lation)

UP KRITIS is tasked with ensuring the supply of critical infrastructure. For this pur-
pose, UP KRITIS serves as a public-private cooperation between public authorities,
operators of critical infrastructures and their associations. Established working
groups (along branches and thematic issues) are discussing topics related to IT and
cybersecurity, develop common positions and offer network opportunities which all
contribute to mutual exchange of information.

The BMI, BSI and BBK cooperate within the framework of UP KRITIS, which are also
represented in the UP KRITIS Council

Stiftung Wissenschaft und Politik (German Institute for International and Security
Affairs, SWP, official translation)

The SWP is a politically independent organization that advises the German Bund-
estag, the Federal Government and international organizations on questions of
foreign and security policy. Its research includes digitalization and cybersecurity
issues.

The SWPreceives its institutional funding from the BKAmt. The AA, BMBF, BMZ and EK
are among the SWP’s third-party donors. Its Foundation Board is composed by repre-
sentatives from BKAmt, BMBF, BMZ, BMI, AA, BMF, BMWi and BMVg, for example

Transferstelle IT-Sicherheit im Mittelstand (Transfer Office “IT Security for Small
and Medium-sized Enterprises”, TISiM, own translation)

The “Transferstelle IT-Sicherheit im Mittelstand” was established by the BMWi. It is
meant to function as a point of contact for small and medium-sized businesses and
vocational professions in matters of IT security. It answers questions about IT se-
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curity with information, instruction manuals, concrete measures, action plans and
best practices. Industry, academic and administrative experts stand at the ready
for exactly this purpose. Thereby, it aims to increase the readiness to implement IT
security measures. It is subsidized with around five million euros per year.

The TISiM is housed in the DsiN-Forum in Berlin. It operates through a consortium
which is led by DsiN. It also exchanges information with sponsors within the frame-
work of the ACS

Universitat der Bundeswehr (University of the German Federal Armed Forces,
UniBw, official translation)

UniBw scientifically trains officers and officer cadets at its locations in Munich
(UniBwM) and Hamburg (HSU/UniBw Hamburg). Among other courses, degree pro-
grams currently include computer science, cybersecurity, information technology,
mathematical engineering and business informatics.

UniBw provides scientific training for Bw personnel and is home to CODE, an in-
ter-faculty research center in Munich

Verwaltungs-CERT-Verbund (Administrative CERT-Group, VCV, own translation)
The VCV is a platform for the mutual exchange of information between CERT-Bund
on the federal level and the CERTs of the federal states. It aims to strengthen IT crisis
prevention and response as well as to improve the IT security of public administra-
tion. To this end, all participating CERTs have committed themselves to a binding
reporting procedure that provides for an immediate reporting channel in the event
of IT security incidents.

The BSI, CERT-Bund, CERTs on federal state level, and LSI are involved in the VCV

Zentrale Stelle fiir Informationstechnik im Sicherheitsbereich (Central Office for
Information Technology in the Security Sector, ZITiS, official translation)

ZITiS develops, researches, supports and advises German security authorities in
the following areas: digital forensics, telecommunications surveillance, crypto and
big-data analysis. ZITiS also works on technical questions related to the fight against
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crime, as well as in emergency response and counterintelligence. For this purpose,
it develops and tests technical tools and methods in the cyber domain but has no
authority to intervene of its own. National and international projects with ZITiS in-
volvement that are known to the public investigate the use of artificial intelligence
for the early detection of crimes (KISTRA), examine digital forensics in the field of
evidence analysis (DIGFORASP) or aim to develop a Europe-wide standard for the
forensic examination of cell phones (FORMOBILE). In addition, ZITiS is participating
in a project at the EU level to establish a network to combat hybrid threats more
effectively (EU-HYBNET).

ZITiS was founded by the BMI, which is also responsible for its supervision. It provides
its expertise to federal authorities with security tasks, including inter alia the BKA,
BfV, BPol, BND, ZKA, and BAMAD. Its annual program is prepared jointly with the BKA,
BfV and BPol and approved by the BMI. The BfDI has the right to inspect files to mon-
itor compliance with data protection regulations. The BKA is involved in the research
consortium of the KISTRA project. KISTRA is funded by the BMBF. Both EU-HYBNET
and FORMOBILE are part of Horizon 2020. The Hybrid CoE oversees the coordination
of the EU-HYBNET project and other project partners include GD JRC and UniBwM. It
is located on the campus of the UniBw and is thus also in geographical proximity to
CODE. Together with CODE, it also trains its own personnel in the field of “Cyber Net-
work Capabilities” In 2021, one focus of ZITiS’ work consists the establishment of a
joint development center for the purpose of IT surveillance together with the BKA

Zollkriminalamt (Customs Investigation Bureau, ZKA, official translation)

The ZKA is responsible for preventing and solving moderate as well as serious and
organized customs-related crime. To this effect, ZKA coordinates investigations of
the different “Zollfahndungsamter” (Customs Investigation Offices, own translation)
and can also initiate its own investigations in special cases. This also extends to
activities in cyberspace.

The ZKA is subordinate to the BMF, is represented in the Cyber-AZ and can — as a
federal security authority — draw on services provided by ZITiS
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7.

Explanation: Actors at Federal State Level

Computer Emergency Response Teams der Bundesléander (Computer Emergency
Response Teams of the Federal States, Linder-CERTs, own translation)

The Lander-CERTs are the Computer Emergency Response Teams of the individual
federal states, that are affiliated with different departments:

The CERT BWL of Baden-Wuerttemberg is affiliated with the “IT-Baden-Wirttem-
berg” (IT-Baden-Wuerttemberg, BITBW, own translation).

Bayern-CERT is located at LSI.

The Berlin-CERT is operated by the “IT-Dienstleistungszentrum Berlin” (IT Ser-
vice Center Berlin, ITDZ Berlin, own translation).

CERT-Brandenburg is operated by the “Brandenburg IT-Dienstleister” (Branden-
burg IT Service Provider, ZIT-BB, own translation).

Together, the federal states of Bremen, Schleswig-Holstein, Hamburg and Sax-
ony-Anhalt make up “CERT Nord” (CERT North, own translation).

Upon the founding of HC3, the Hessian CERT was integrated into its cybersecuri-
ty jurisdiction and now performs all tasks of the CERT.

The CERT M-V is operated by the “Datenverarbeitungszentrum Mecklenburg-Vor-
pommern” (Service Provider for the State Administration of Mecklenburg-West-
ern Pomerania, DVZ M-V, official translation).

The N-CERT of Lower Saxony is associated with the “Ministerium fir Inneres und
Sport” (State Ministry of the Interior and Sport of Lower Saxony, own translation).
The CERTNRW s located atthe “Landesbetrieb Information und Technik Nordrhe-
in-Westfalen” (State Office for Information and Technology of North Rhine-West-
phalia, own translation).

The CERT-rlp is part of the “Landesbetrieb Daten und Information Rhein-
land-Pfalz” (State Office for Data and Information Rhineland-Palatinate, own
translation).

CERT Saarland is being prepared by CERT-rlp in line with an agreement between
the federal states of Saarland and Rhineland-Palatinate.

The SAX.CERT of Saxony is linked to the “Staatsbetrieb Sachsische Informatik
Dienste” (Saxon Informatics Services, own translation).

ThiringenCERT is operated by the “Thiringische Landesrechenzentrum”
(Thuringian State Computing Center, own translation).

Within the framework of the VCV, the Federal Government and the federal states co-
operate in establishing and operating the CERTs on federal state level. The CERTs of
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the federal states cooperate with the CERT-Bund at the BSI/

Cyberabwehr — Bayern (Cyber Defence — Bavaria, own translation)

“Cyberabwehr Bayern” is an information and coordination platform established in
January 2020 that guarantees close and quick exchange of information between
government institutions in the field of cybersecurity. Relevant authorities responsi-
ble for cyber defense are informed about IT incidents by the “Cyberabwehr Bayern”
in order to take appropriate measures. Apart from providing assistance in acute sit-
uations by means of recording, evaluating and passing on information on attacks
against IT security infrastructure, the “Cyberabwehr Bayern” also provides an over-
view of the threat situation in cyberspace, in addition to a situational overview in
Bavaria. At the same time, it serves as a point of contact for the Cyber-AZ and thus
facilitates information exchange between Bavaria and the Federal Government. An-
other task is the crisis-proof expansion of digital radio, which is used, among other
actors, by the Bavarian police and fire departments.

The “Cyberabwehr Bayern” is housed within the “Cyber-Allianz-Zentrum Bayern”
(Cyber-Alliance Centre Bavaria, own translation) in the “Bayerisches Landesamt fiir
Verfassungsschutz” (State Office for the Protection of the Constitution of Bavaria,
own translation). The “Bayerisches Landeskriminalamt” (State Office of Criminal In-
vestigation of Bavaria, own translation), the “Bayerische Landesamt fiir Sicherheit
in der Informationstechnik” (State Office for Security in Information Technology of
Bavaria, own translation), the “Zentralstelle Cybercrime Bayern bei der Generalsta-
atsanwaltschaft Bamberg” (Central Agency for Cybercrime in Bavaria at the General
Public Prosecutor’s Office Bamberg, own translation), the “Bayerische Landesamt fiir
Datenschutzaufsicht” (State Office for Data Protection Supervision of Bavaria, own
translation), the “Landesbeauftragte fir den Datenschutz” (State Commissioner of
Bavaria for Data Protection, own translation), and the “Cyber-Allianz-Zentrum Bay-
ern” are all part of the “Cyberabwehr Bayern”
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Cyber-Allianz-Zentrum — Bayern (Cyber-Alliance Centre — Bavaria, CAZ, own trans-
lation)

The CAZ s part of the “Bayerisches Landesamt flir Verfassungsschutz” (State Office
for the Protection of the Constitution of Bavaria, own translation) and supports com-
panies based in Bavaria, as well as local universities and operators of critical infra-
structure, in the fields of prevention and defense against electronic attacks. The CAZ
acts as the central governmental control and coordination office in Bavaria as well
as a confidential point of contact for affected institutions. Following forensic analy-
sis and intelligence assessment, it suggests a response with recommendations for
action. It can also contact affected companies or institutions with (anonymized) in-
formation on the patterns of attacks. The CAZ was the first institutional pillar of the
“Initiative Cybersicherheit Bayern” (Cybersecurity Initiative of Bavaria, own transla-
tion) of the “Bayerisches Staatsministerium des Innern, fiir Sport und Integration”
(Bavarian Ministry of the Interior, for Sport and Integration, own translation)

Cyber-Competence-Center — Brandenburg (Cyber-Competence-Center — Branden-
burg, CCC, own translation)

The CCC Brandenburg was established as a new specialist unit in the “Landeskrim-
inalamt Brandenburg” (State Office of Criminal Investigation of Brandenburg, own
translation). It aims to pool all personnel and technical competencies to combat
and investigate all types of crime on the internet. It assumes responsibility for pre-
ventive and repressive tasks and supports police department investigations and in-
spections related to the fight against cybercrime.

The ZAC for commercial enterprises and authorities was also established here

Cyber Crime Competence Center Sachsen (Cyber Crime Competence Center Saxony,
SN4C, own translation)

The SN4C was established within the “Landeskriminalamt Sachsen” (State Office
for Criminal Investigation of Saxony, own translation). It focuses on various types
of criminality on the internet, such as illegal online transactions. It takes a holistic
approach to its work, bringing together relevant specialists and thus making use of
synergy effects. Its tasks also include the procurement of necessary hardware and
software and keeping an eye on current technical developments.

The SN4C assumes the duties of a “Zentrale Ansprechstelle fiir die Wirtschaft” (Cen-
tral Point of Contact for the Economy, own translation)
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Cybercrime Competence Center — Sachsen-Anhalt (Cybercrime Competence Cen-
ter — Saxony-Anhalt, 4C, own translation)

The 4C was established within the “Landeskriminalamt Sachsen-Anhalt” (State
Office for Criminal Investigations of Saxony-Anhalt, own translation). It pools spe-
cialists from different departments in the field of cybercrime. Employees of the
“Landeskriminalamt Sachsen-Anhalt” are supported by scientists for whom new
jobs have been specially created. The 4C-Sachsen-Anhalt aims to deal with more
complicated cases across the federal state and support police in simple fraud cases.

The center is also a “Zentrale Ansprechstelle fiir die Wirtschaft*

Cybercrime-Kompetenzzentrum — Nordrhein-Westfalen (Cybercrime Competency
Center — North Rhine-Westphalia, own translation)

In the past, the “Landeskriminalamt Nordrhein-Westfalen” (State Office of Crimi-
nal Investigation of North Rhine-Westphalia, own translation) established a “Cyber-
crime-Kompetenzzentrum”, which houses investigative commissions for outstand-
ing cases, computer forensics experts, telecommunications surveillance, evaluation,
analysis and prevention, critical internet research and an evaluation center for child
sexual exploitation.

The ZAC for the industry is also located here

Cyber Defense Center der Landesverwaltung Berlin (Cyber Defense Center of the
Berlin State Administration, CDC-Lv, own translation)

The Cyber Defense Center of the Berlin State Administration is located in the
“IT-Dienstleistungszentrum” (IT Service Center Berlin, ITDZ Berlin, own translation).
It consists of a Security Operation Center (SOC), the Berlin-CERT, an area for analysis
and forensics, as well as one for IT security coordination and consulting. In addition
to protecting the data of Berlin’s citizens, the CDC-Lv is also responsible for detect-
ing and defending against attacks on the Berlin state network.

The CDC-Lv reports via the Berlin-CERT to Berlin’s State Commissioner for Informa-

tion Security (ClO). At the working level, there is an exchange with the Berlin liaison
office of the BSI
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Cyberwehr — Baden-Wiirttemberg (Cyber Defence — Baden-Wuerttemberg, own
translation)

The “Cyberwehr — Baden-Wirttemberg” is a contact and information center for
small and medium-sized businesses as well as a cyberattack coordination center.
It is currently in the pilot phase and exclusively deployed in the regions surround-
ing Karlsruhe, Rastatt and Baden-Baden; the long-term aim is nationwide develop-
ment of regional first-response infrastructures for IT security incidents. The estab-
lished hotline serves as a first point of contact and consistent emergency number
in the event of a cyberattack; it normally takes several hours to speak to an affect-
ed company on the phone to provide an initial incident diagnosis. If desired, it also
recommends experts who can aid in limiting damage. In contrast to the “Zentrale
Anlaufstelle Cybercrime” (Central Contact Point Cybercrime, own translation), the
“Cyberwehr — Baden-Wurttemberg” only takes action in the fields of defense and
damage limitation if an incident occurs. The tasks of the “Zentrale Anlaufstelle Cy-
bercrime,” on the other hand, also cover preventive measures and prosecution in the
event of a claim or an attempted attack. Through legal regulations, it has exclusive
powers in the context of law enforcement in solving a case or in the prevention of
further attacks.

The “Cyberwehr — Baden-Wiirttemberg” works closely with the ZAC of the “Lande-
samt fiir Verfassungsschutz” (State Office for the Protection of the Constitution of
Baden-Wiirttemberg, own translation) in the field of cyberespionage, and the CERT
BW, as well as the “Forschungszentrum Informatik am Karlsruher Institut fiir Tech-
nologie” (Research Center for Computer Science at the Karlsruhe Institute of Tech-
nology, own translation)

Dezernat Cybercrime der Staatsanwaltschaft Saarbriicken (Cybercrime Depart-
ment of the Public Prosecutor’s Office of Saarbriicken, own translation)

The “Dezernat Cybercrime der Staatsanwaltschaft Saarbriicken” is supporting Saa-
rland’s ‘Justizministerium” (Ministry of Justice, official translation) in combating
crime on the internet.

The department trains with the “Institut fiir Rechtsinformatik” (Institute for Le-

gal Informatics, own translation) and the CISPA Helmholtz Center for Information
Security
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Dezernat Cybercrime des Landeskriminalamtes Mecklenburg-Vorpommern (Cy-
bercrime Department of the Mecklenburg-Western Pomerania State Office of Crim-
inal Investigation, own translation)

Department 45 of the “Landeskriminalamt Mecklenburg-Vorpommern” (State Office
of Criminal Investigation of Mecklenburg-Western Pomerania, own translation) co-
operates with cybercrime specialists in investigating cases and also accommodates
the ZAC of Mecklenburg-Western Pomerania.

It receives notifications via the platform netzverweis.de and pursues them. It also co-
operates with the “Schwerpunktstaatsanwaltschaft flir die Bekimpfung der Informa-
tions- und Kommunikationskriminalitdt Rostock” (Special Prosecutor for Combatting
Information and Communication Crimes of Rostock, own translation) and the BKA

Dezernat Cybercrime des Landeskriminalamtes Rheinland-Pfalz (Cybercrime De-
partment of the Rhineland-Palatinate State Office of Criminal Investigation, own
translation)

Department 47 functions as a central department and also supports local author-
ities. It also deals with outstanding cybercrime investigations, in particular proce-
dures piloting new investigative techniques that build upon precedent or those of
special public interest, procedures with new technical and/or investigative tactics,
as well as cases in the field of international, gang-related, or organized crime. The
department also acts as the ZAC for commercial enterprises.

The LKA of Rhineland-Palatinate has been a member of the ACS

Dezernat Cybercrime des Landeskriminalamtes Thiringen (Cybercrime Depart-
ment of the Thuringia State Office of Criminal Investigation, own translation)

The “Dezernat Cybercrime des Landeskriminalamtes Thiiringen” deals with fraud on
the internet and investigations of child and adolescent sexual exploitation on the
internet.

The department is also home to the ZAC Thuringia
Dezernat LPP 222 Cybercrime — Saarland (Department LPP 222 Cybercrime — Saar-
land)

In the past, the “Saarlandische Kriminalpolizei” (Criminal Police of the State of Saa-
rland, own translation) established a specialized cybercrime department to deal
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with particularly serious cases — especially when the public sector is affected — with
a very high potential for damage or high technical requirements.

The ZAC of Saarland is also located here

EMERGE loT - Mecklenburg-Vorpommern (EMERGE loT — Mecklenburg-Western
Pomerania, own translation)

EMERGE IoT is a cooperation project (supported by the Internal Security Fund of the
European Union) dedicated to intelligence-gathering, prosecution and prevention of
criminal offences related to the Internet of Things (IoT). The goal is to analyze the
technical foundations of the loT and develop tools to improve investigations into at-
tack scenarios on the Internet of Things.

The LKA of Mecklenburg-Western Pomerania and the “Universitdt Rostock” (Universi-
ty of Rostock, official translation) are involved

Fachkommissariat Cybercrime — Hamburg (Special Commissioner’s Office for Cy-
bercrime — Hamburg, LKA 54, own translation)

With LKA 54, the Hamburg police has created a department which pools the compe-
tencies of criminal investigators and computer scientists to combine technological
and police knowledge.

The ZAC Hamburg is attached to the commission

Hessen Cyber Competence Center (Hessen3C)

The Hessen3C is a competency center offering interdisciplinary collaborative and in-
stitutionalized cooperation between state authorities in the federal state of Hesse.
It evolved from the “Kompetenzstelle Cybersicherheit’ (Cybersecurity Competency
Center, own translation), an outpost of the “Hessisches Innenministerium” (Interior
Ministry of the State of Hesse, own translation), which has been completely trans-
formed into Hessen3C. Hessen3C aims to improve the security of Hessian IT, ward
off cyber dangers, increase the effectiveness of the fight against cybercrime and
find synergies. The Hessen3C serves as a point of contact around the clock for cy-
bersecurity incidents in state and local government and those affecting SMEs.

Hessen3C exchanges information on cyber topics with the Hessian police and the
“Hessischer Verfassungsschutz” (State Office for the Protection of the Constitution
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of Hesse, own translation); together they create a situational overview. Employees of
the Hessen3C are from the CERT Hesse, the police and the “Hessischer Verfassungss-
chutz”; this is how cross-organizational expertise and services in the field of cyberse-
curity are made available. Since its founding, the Hessen3C operates the CERT-Hes-
sen and heads the IT crisis management of the state’s public administration. Working
relationships exist towards the VCV, the CERT-Bund as well as the other CERTs of the
Federal States. As of March 2021, Hessen3C is also represented in the Cyber-AZ

Informationssicherheitsbeauftragte:r der Landesverwaltung (Chief Information
Security Officer of the State Administration, CISO, own translation)

93

In Baden-Wuerttemberg, the Chief Information Security Officer (CISO) is appoint-
ed by the state’s “Ministerium fiir Inneres, Digitalisierung und Migration” (Minis-
try of the Interior, Digitalization and Migration, own translation). The CISO is re-
sponsible for defining and updating information security guidelines for the state
administration, advising the state’s CIO, and preparing an annual report on the
implementation and effectiveness of IT security measures, which is submitted to
the state CIO

Bavaria’s CISO is based in the “Bayerisches Staatsministerium der Finanzen und
fir Heimat” (Bavarian State Ministry of Finance and for Community, own transla-
tion). He or she is responsible for the technical supervision of the Bavarian CERT,
the implementation of IT security measures within the Bavarian public admin-
istration and reports to the head of the ministerial “Abteilung VII fiir Digitalis-
ierung, Breitband und Vermessung” (Department VIl for Digitization, Broadband
and Measurement, own translation)

Berlin’s Chief Information Security Officer (Landes-InfSiBe) is directly attached
to the “Staatssekretér:in fir Informations- und Kommunikationstechnik in der
Senatsverwaltung fiir Inneres und Sport Berlin” (State Secretary for Information
and Communications Technologies in the Berlin Senate Administration for the
Interior and Sport, own translation).

In addition to performing tasks for the implementation and control of processes
and standards in the area of information security, the Landes-InfSiBe disposes a
direct right of presentation towards the State Secretary. For the realm of IT secu-
rity, the Landes-InfSiBe oversees technical control of the ITDZ Berlin
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In Brandenburg, a state-wide CISO is appointed by the “Abteilung 6 fir Digital-
isierung, E-Government und IT-Leitstelle” (Department 6 for Digitization, E-Gov-
ernment and IT Control Center, own translation) within the “Ministerium des In-
nern und fir Kommunales des Landes Brandenburg” (Brandenburg Ministry of
the Interior and Municipal Affairs, official translation). He or she is inter alia re-
sponsible for the coordination of the entire IT security management as well as
the preparation of an annual IT security report.

Depending on their severity, the CISO is being informed of any security incidents by
the CERT Brandenburg

Bremen’s CISO is organizationally located at the “Senator:in fir Finanzen der
Hansestadt Bremen (Finance Senator of the Free Hanseatic City of Bremen, of-
ficial translation). Since a first submission in July 2020, the Bremen CISO is pro-
ducing a non-public annual report on information security in the Bremen state
administration which addresses problems, solutions and alternatives

The Chief Information Security Officer (InSiBe) of the Free Hanseatic City of Ham-
burg has been established within the “Amt fir IT und Digitalisierung der Senats-
kanzlei Hamburg” (Office for IT and Digitalization of the Hamburg Senate Chan-
cellery, own translation), which is headed by the state’s CIO

In Hesse, the head of the “Abteilung VIl fiir Cyber- und IT-Sicherheit, Verwaltungs-
digitalisierung” (Department VII for Cyber and IT Security, Administrative Digiti-
zation, own translation) of the “Ministerium des Innern und fiir Sport” (State Min-
istry of the Interior and Sports, own translation) also assumes the function of the
state’s CISO.

A representative of the Hessen3C acts as his or her deputy

In Mecklenburg-Western Pomerania, the state’s Information Security Officer
(BeLVIS) is based in the state’s “Ministerium fiir Inneres und Europa” (Ministry of
the Interior and Europe, official translation).

He or she reports to the state CIO and coordinates interdepartmental information
security management. The BeLVIS is responsible for the CERT M-V and represents
Mecklenburg-Western Pomerania in the VCV

The information security management of the state administration in Lower Sax-
ony falls under the responsibility of the state’s CISO, who is based in the “Ministe-
rium fir Inneres und Sport” (Ministry of the Interior and Sport, own translation)
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The post of North Rhine-Westphalia’s CISO is assumed by the Head of the “Refer-
at Il B 4, Informationssicherheit in der Landesverwaltung” (Division Il B 4, Infor-
mation Security in the State Administration, own translation) within the state’s
“Ministerium fiir Wirtschaft, Innovation, Digitalisierung und Energie” (Ministry of
Economic Affairs, Innovation, Digitalisation and Energy, official translation)

In Rhineland-Palatinate, the information security officer for the state adminis-
tration (CISO-rlp) is based in “Referat 392, Ressortiibergreifende Informations-
sicherheit” (Division 392, Interdepartmental Information Security, own transla-
tion) of “Abteilung 9, IT-Zentralstelle, Breitband” (Department 9, IT Central Office,
Broadband, own translation) of the state’s “Ministerium des Innern und fir Sport”
(Ministry of the Interior and Sports, own translation).

He or she entertains close exchange with the BSI, CERT-rlp and the security au-
thorities of the state

In the Saarland, the head of the “Stabsstelle Informationssicherheitsmanage-
ment und IT-Recht” (Administrative Department for Information Security Man-
agementand IT Law, own translation) within the state’s “Ministerium fiir Finanzen
und Europa” (Ministry of Finance and Europe, own translation) also assumes the
function as the state’s CISO.

He or she has a direct right of presentation towards the state’s CIO, reports on
risks and the status of implementation of IT security measures, and can recom-
mend measures to mitigate these hazards, if necessary

Saxony’s CISO (BflS) is also the head of “Referat 45, Informations- und Cybersi-
cherheit, Kritische Infrastrukturen” (Division 45, Information and Cyber Securi-
ty, Critical Infrastructures) within the “Sachsische Staatskanzlei” (Saxon State
Chancellery, official translation).

He or she is appointed by the state CIO and has a direct right of first refusal. The
BfIS is a member of the Arbeitsgruppe Informationssicherheit des IT-Planungs-
rates (Working Party on Information Security of the IT Planning Council, AG InfoS-
ic, own translation), a state working group of the IMK, as well as the ACS and UP
KRITIS

In addition to the state’s CIO, the “Ministerium der Finanzen” (Ministry of Finance,
official translation) in Saxony-Anhalt is also home to the state’s Information Se-
curity Officer (InSiBe).

He or she informs the CIO and is responsible for processes to implement and com-
ply with information security standards
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» In Schleswig-Holstein, the state’s CISO is located within the “Abteilung 3, Digi-

talisierung und Zentrales IT-Management der Landesregierung” (Department 3,
Digitalization and central IT security management of the state’s government, own
translation) within the “Ministerium fiir Energiewende, Landwirtschaft, Umwelt,
Natur und Digitalisierung” (Ministry of Energy, Agriculture, the Environment, Na-
ture and Digitalization, official translation). The CISO is responsible for interde-
partmental information security management.
He or she has the right of presentation towards the state’s CIO and is also repre-
sented in the Arbeitsgruppe Informationssicherheit des IT-Planungsrates (Work-
ing Party on Information Security of the IT Planning Council, AG InfoSic, own trans-
lation) for Schleswig-Holstein

« TheThuringian CISOis appointed by the “Thlringer Finanzministerium” (Thuringia
Finance Ministry, official translation), which is responsible for e-government and
interdepartmental issues, and reports directly to the State CIO

Kompetenz- und Forschungszentren fiir IT-Sicherheit (Competence and research
centers for IT security, own translation)

The three competency and research centers for IT security in Saarbriicken (CISPA),
Darmstadt (ATHENE) and Karlsruhe (KASTEL) are part of the Digital Agenda of the
BMBF. By establishing the three research centers, the Federal Government has ex-
panded research and development into the field of cybersecurity and privacy pro-
tection. ATHENE, formerly CRISP, was recently transformed into the “Nationales
Forschungszentrum fiir angewandte Cybersicherheit ATHENE” (National Research
Centre for Applied Cybersecurity ATHENE, official translation). Since the beginning
of 2020, it has been part of the Fraunhofer-Gesellschaft at the two Darmstadt insti-
tutes SIT and IGD, with participation from the “Technische Universitat Darmstadt”
(Technical University of Darmstadt, official translation) and the “Hochschule Darm-
stadt” (Darmstadt University of Applied Sciences, official translation).

The three competency and research centers for IT security are funded by the BMBF

Kompetenzzentrum Cybercrime — Bayern (Cybercrime Competency Center — Ba-
varia, own translation)

The “Kompetenzzentrum Cybercrime — Bayern” (Department 54) was established at
the “Landeskriminalamt Bayern” (State Office of Criminal Investigation of Bavaria,
own translation). One of its main tasks is to simulate crisis management with com-
panies and authorities responsible for public order — especially during emergency
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situations, such as a cyberattack. It also takes on cases of cybercrime which are of
supra-regional significance and cannot be processed by local police services

Koordinierungsstelle fiir Cybersicherheit Nordrhein-Westfalen (Coordination Of-
fice for Cyber Security North Rhine-Westphalia, own translation)

Plans for a “Koordinierungsstelle fiir Cybersicherheit Nordrhein-Westfalen” were
adopted in August 2020 by the state’s Cabinet. It is meant to serve as the central
service point of the state government, housed within the new digital department of
the “Innenministerium Nordrhein-Westfalen” (Interior Ministry of the State of North
Rhine-Westphalia, own translation).

It will be tasked with bundling the state and its public administration’s cybersecu-
rity information and acting as an interface for the BSI. There may also be overlap in
responsibilities with the “Verfassungsschutz” (State Office for the Protection of the
Constitution of North Rhine-Westphalia, own translation) and the “Cybercrime-Kom-
petenzzentrum des Landeskriminalamts” (Cybercrime Competency Center — North
Rhine-Westphalia, own translation) in the fields of cybersecurity and cyber defense.
All in all, it is intended to heighten cybersecurity protections in North Rhine-West-
phalia for society, industry and state institutions

Landesamt fiir Sicherheit in der Informationstechnik Bayern (State Office for Infor-
mation Security of Bavaria, LS|, own translation)

Since its founding, the LS| has been responsible for protecting Bavarian IT infra-
structure. It is intended to provide advice to municipalities and citizens.

The LSl is a member of the VCV. It hosts the Bayern-CERT and cooperates with the
BSI

Landesbeauftragte:r fiir Informationstechnologie (State Commissioner for Infor-

mation Technology, Lander-CIO, own translation)

The following federal states have appointed a “Landesbeauftragte:r fir Information-

stechnologie,” a so-called CIO (Chief Information Officer, official translation) of the

state:

« In Baden-Wuerttemberg, the “Landesbeauftrage fiir Informationssicherheit”
(State Commissioner for Information Security, own translation) is responsible
for the IT strategy of the state administration and the E-Government Strategy,
among other things. The CIO also acts as Chief Digital Officer (CDO) of the state
administration. The CIO is assigned to the “Innenministerium Baden-Wirttem-
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berg” (Interior Ministry of the State of Baden-Wiirttemberg, own translation)
Bavaria has appointed a “Beauftragte fir Informations- und Kommunikation-
stechnik der Bayerischen Staatsregierung” (Commissioner for Information and
Communications Technologies of the Bavarian State Government, CIO Bay-
ern, own translation). The CIO Bayern is responsible, for example, for the IT and
E-Government Strategies and administrative digitization and represents Bavaria
on the “IT-Planungsrat”. The position is currently being filled by the “Bayerische
Staatsministerin fiir Digitales” (Bavarian Minister of State for Digital Affairs, own
translation)

In Berlin, the “Staatssekretérin fir Informations- und Kommunikationstechnik in
der Senatsverwaltung fiir Inneres und Sport Berlin” (State Secretary for Informa-
tion and Communications Technologies in the Berlin Senate Administration for
the Interior and Sport, own translation) assumes the position of the state’s CIO
and reports to the “Innensenator” (Interior Senator, own translation). She rep-
resents the state of Berlin on the “IT-Planungsrat”

The state of Brandenburg has appointed a Chief Process Innovation Officer who
looks after the state’s IT affairs. He is based in the “Innenministerium” (Interior
Ministry of the State of Brandenburg, own translation)

In Bremen, the CIO position is located within the “Staatsrat des Finanzressorts”
(State Council of Finances, own translation)

Hamburg has appointed a Chief Digital Officer who will head the “Amt fiir IT und
Digitalisierung” (Office for IT and Digitalization, own translation)

The CIO of the state of Hesse is responsible for the state’s information technology
and e-government. The CIO is based in the “Hessisches Ministerium fur Digitale
Strategie und Entwicklung” (State Ministry for Digital Strategy and Development
of Hesse, own translation) and represents Hesse on the “IT-Planungsrat”

In Mecklenburg-Western Pomerania, the position of CIO is held by the “Minis-
terium fur Energie, Infrastruktur und Digitalisierung Mecklenburg-Vorpommern”
(State Ministry of Energy, Infrastructure and Digitalization of Mecklenburg-West-
ern Pomerania, own translation)

The CIO of Lower Saxony heads the “Stabsstelle Informationstechnik der Landes-
verwaltung des Ministeriums flr Inneres und Sport” (Office for Information Tech-
nology of the State Administration of the State Ministry of the Interior and Sport
of Lower Saxony, own translation). In addition to IT strategy and e-government,
the ClO’s tasks also include the modernization of administration

The CIO of North Rhine-Westphalia is based in the “Ministerium fiir Wirtschaft,
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Innovation, Digitalisierung und Energie” (State Ministry of Economics, Innova-
tion, Digitization and Energy of North Rhine-Westphalia, own translation). The
CIO is responsible for IT management as well as standardization tasks and rep-
resenting the state in the “IT-Planungsrat”

The CIO of Rhineland-Palatinate is responsible, among other things, for IT in-
frastructures, the basic and cross-sectional IT services of the state admin-
istration, the standardization agenda and coordinating IT deployment across
departments

Saarland’s CIO is called the “Bevollméchtigte des Saarlandes fiir Innovation und
Strategie” (State Government Commissioner for Innovation and Strategy of Saa-
rland, own translation)

Saxony’s CIO leads the “Sachsische Staatskanzlei” (State Chancellery of Sax-
ony, own translation) and is responsible for the “Stabsstelle Landesweite Or-
ganisationsplanung, Personalstrategie und Verwaltungsmodernisierung’” (Office
for Statewide Organizational Planning, Personnel Strategy and Administra-
tive Modernization of Saxony, own translation). It represents the state in the
“IT-Planungsrat.”

Currently, Saxony-Anhalt’s “Finanzministerium” (State Ministry of Finance of
Saxony-Anhalt, own translation) provides the state ClO, known as the “Beauf-
tragte der Landesregierung fir Informations- und Kommunikationstechnik”
(State Government Commissioner for Information and Communication Technol-
ogy of Saxony-Anhalt, own translation), who represents Saxony-Anhalt on the
“IT-Planungsrat”

The CIO of Schleswig-Holstein is responsible for the state’s central IT man-
agement and is associated with the “Staatskanzlei Schleswig-Holstein” (State
Chancellery of Schleswig-Holstein, own translation)

The CIO of Thuringia is based in the state’s “Finanzministerium” (State Ministry of
Finance of Thuringia, own translation) and is responsible for the standardization
of IT and e-government structures

Landesbehérden fiir Verfassungsschutz (State Offices for the Protection of the
Constitution, LfV, official translation)
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as secret and sabotage protection

« In Bavaria, Department 5 of the “Landesamt fiir Verfassungsschutz” (Bavarian
State Office for the Protection of the Constitution, official translation) is inter alia
responsible for economic protection and counterintelligence. The “Cyber-Allianz
Zentrum Bayern” (Cyber-Alliance Centre Bavaria, CAZ, own translation) and its
subordinate “Cyberabwehr Bayern” (Cyber Defence Bavaria, own translation) are
also located there

« Berlin’s “Senatsverwaltung fiir Inneres und Sport” (Senate Administration for the
Interior and Sport, own translation) houses the state’s Office for the Protection of
the Constitution (Department 2). Responsibilities for economic and secret pro-
tection (Department Wi/GSB) as well as counterintelligence (Department Il D)
are located there. In the past, the Senate Administration has transferred tasks
of cyber defense to the BfV in the framework of an administrative agreement

« In Brandenburg, the State Office for the Protection of the Constitution is located
in the state’s “Ministerium des Innern und fiir Kommunales” (Ministry of the In-
terior and for Municipal Affairs, official translation) (Department 5). Its fields of
activity include counterintelligence and economic protection. In the latest “Ver-
fassungsschutzbericht” (Report on the protection of the constitution, own trans-
lation) of Brandenburg references to inter alia current developments in so-called
“cyber-extremism” have been made

+ The self-description of the “Bremer Landesamts fiir Verfassungsschutz” (Bre-
men State Office for the Protection of the Constitution, own translation) or its
last report on the protection of the constitution include no reference to any re-
sponsibilities within the fields of economic protection or cyber defense

« Department V3 of the “Landesamt fiir Verfassungsschutz Hamburg” (Hamburg
State Office for the Protection of the Constitution, own translation) works inter
alia on counterintelligence. Its subordinate unit V32 has competencies and tasks
in the field of economic protection. The latest report on the protection of the con-
stitution by Hamburg also refers to threats from cyber espionage, cyber sabotage
and cyber attacks

« Within the “Landesamt fiir Verfassungsschutz Hessen” (Hesse State Office for
the Protection of the Constitution, own translation) Department 30 is in charge of
counterintelligence and economic protection. In an effort to protect the economy,
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cyber espionage is listed as an explicit area of responsibility

» In Mecklenburg-Western Pomerania, the State Office for the Protection of the
Constitution is located in the “Ministerium fiir Inneres und Europa” (Ministry of
the Interior and Europe, official translation). Counterintelligence and economic
protection as its fields of work include threats from cyber attacks and industrial
espionage

« The Lower Saxony State Office for the Protection of the Constitution (Department
5) is located in its “Ministerium fir Inneres und Sport” (Ministry of the Interior
and Sport, own translation) and oversees inter alia economic protection and cy-
ber defense (Department 55). With respect to economic protection, it is available
to companies as a supporting point of contact with regard to the prevention of
industrial espionage. Concerning the latter, it is inter alia collecting, gathering,
analyzing and evaluating data in the context of IT-supported espionage and sab-
otage operations by foreign intelligence services

« The “Ministerium des Innern des Landes Nordrhein-Westfalen” (Ministry of the
Interior of the state of North Rhine-Westphalia, own translation) houses the
state’s Office for the Protection of the Constitution. Its Department 6 (Group 61)
possesses, for example, responsibilities for a cyber center for analysis, proto-
typing and Internet reconnaissance (Unit 611) and works on counterintelligence,
economic protection and cyber defense (Unit 613)

« In Rhineland-Palatinate, the State Office for the Protection of the Constitution
is institutionally located in the state’s “Ministerium des Innern und fiir Sport”
(Ministry of the Interior and Sports, own translation). Its areas of responsibility
include espionage, cyber defense and economic protection

« The “Ministerium fir Inneres, Bauen und Sport des Saarlandes” (Saarland Minis-
try for Internal Affairs, Construction and Sport, official translation) is home to the
State Office for the Protection of the Constitution. Its tasks include counterintel-
ligence and economic protection. The latest Saarland report on the protection of
the constitution refers to threats from cyber and electronic attacks

« The “Sachsisches Landesamt fiir Verfassungsschutz” (Saxon State Office for
the Protection of the Constitution, own translation) is institutionally attached
to the local Ministry of the Interior. Close working relationships exist with the
BfV, its counterparts in all federal states, the BND, the BAMAD, the BSI and the
Cyber-AZ
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« In Saxony-Anhalt, the State Office for the Protection of the Constitution is locat-
ed in its “Ministerium flr Inneres und Sport” (Ministry of the Interior and Sports,
own translation) (Department 4). Department 44 is responsible for counterintel-
ligence and economic protection. According to the Saxony-Anhalt report on the
protection of the constitution, counterintelligence also includes cyberattacks

« The State Office for the Protection of the Constitution of Schleswig-Holstein is
located in the “Ministerium fiir Inneres, landliche Rdume und Integration” (Min-
istry of the Interior, Rural Areas, Integration and Equality, official translation)
(Department IV 7). Its fields of work include counterintelligence and economic
protection. A different department (IV 76) also deals with digital work, IT,G10 and
secret protection

« In Thuringia, the State Office for the Protection of the Constitution is organiza-
tionally located within the “Ministerium fiir Inneres und Kommunales” (Thuringian
Ministry of the Interior and Municipal Affairs, own translation). Department 54
oversees counterintelligence as an area of work, which also includes cyber de-
fense and economic protection

Netzverweis.de — Mecklenburg-Vorpommern (Netzverweis.de — Mecklenburg-West-
ern Pomerania, own translation)

The website netzverweis.deisajointinitiative of the “Landeskriminalamtes Mecklen-
burg-Vormpommern” (State Office of Criminal Investigation of Mecklenburg-West-
ern Pomerania, own translation) and the “DVZ Datenverarbeitungszentrum Meck-
lenburg-Vorpommern GmbH” (DVZ Data Processing Centre Mecklenburg-Western
Pomerania GmbH, own translation) under the patronage of the “Ministerium fir In-
neres und Europa” (State Ministry for the Interior and Europe of Mecklenburg-West-
ern Pomerania, own translation). It functions as an online reporting office through
which citizens can provide authorities with anonymous tips on cybercrime. This in-
formation is then forwarded to the LKA-Mecklenburg-Western Pomerania, where it is
processed by specialists and investigated

Schwerpunktstaatsanwaltschaft fiir die Bekdmpfung der Informations- und Kom-
munikationskriminalitét Rostock (Special Prosecutor for Combatting Information
and Communication Crimes of Rostock, own translation)

With statewide jurisdiction, the “Staatsanwaltschaft Rostock” (Public Prosecutor’s
Office of Rostock, own translation) is concurrently the “Schwerpunktstaatsan-
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waltschaft fir die Bekdmpfung der Informations- und Kommunikationskriminalitat
Rostock,” thus also covering the area of cybercrime

Schwerpunktstaatsanwaltschaft zur Bekdmpfung der Computer- und Datennetz-
kriminalitidt Cottbus (Special Public Prosecutor’s Office to Combat Computer and
Data Network Crime of Cottbus, own translation)

The “Staatsanwaltschaft Cottbus” (Public Prosecutor‘s Office of Cottbus, own trans-
lation) operates as the state of Brandenburg’s “Schwerpunktstaatsanwaltschaft zur
Bekampfung der Computer- und Datennetzkriminalitat”

Sicherheitskooperation Cybercrime (Security Cooperation Cybercrime, own trans-
lation)

“Sicherheitskooperation Cybercrime” is an initiative of the criminal investigation
offices of six federal states (Baden-Wirttemberg, Hesse, Lower Saxony, North
Rhine-Westphalia, Rhineland-Palatinate, and Saxony) and Bitkom, which offers a
platform for the police and the digital economy to counter the dangers of cybercrime
together and to exchange knowledge and technical skills for this purpose

Spezialabteilung zur Bekdmpfung von Internetkriminalitat der Staatsanwaltschaft
Berlin (Special Department for the Fight against Cybercrime of Berlin’s Public Pros-
ecutor’s Office, own translation)

The “Staatsanwaltschaft Berlin” (Public Prosecutor’s Office of Berlin, own transla-
tion) commands a special department for cybercrime. The main focus of the depart-
ment is fraud of goods and trade credit in connection with online trading

Zentrale Ansprechstellen Cybercrime der Polizeien der Lander fiir die Wirtschaft
(Central Contact Points for Cybercrime of the Police Forces of the Federal States for
the Economy, ZAC, own translation)

The ZAC makes itself available to companies seeking to either prevent or react to
internet-related crimes. In each federal state, specifically trained police officers in-
vestigate in partnership with IT specialists.

At the federal state level, the ZAC is usually based at the LKA, and, where applicable,

with respective cyber competency centers (see descriptions of the cyber competency
centers). The ZAC at federal level is located at BPol
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Zentralstelle Cybercrime Bayern (Central Office Cybercrime Bavaria, ZCB, own
translation)

The ZCB, housed within the “Generalstaatsanwaltschaft Bamberg” (Chief Public
Prosecutor’s Office of Bamberg, own translation), is tasked with investigating cy-
bercrime all over Bavaria. In coordination with the “Bayerisches Justizministeri-
um” (State Ministry of Justice of Bavaria, own translation), the ZCB also works on
non-procedural issues in the field of cybercrime.

To do so, it cooperates with the ZCOs of other federal states and is involved in special-
ist committees at home and abroad. It supports the Bavarian judiciary in its training
activities in the area of cybercrime. It also cooperates with the responsible special-
ists of the Bavarian police, the BKA, and with international partners, in cases such as
organized cybercrime proceedings. The ZCO Bavaria is a member of the ACS

Zentralstelle Cybercrime Sachsen (Central Office Cybercrime Saxony, ZCS, own
translation)

The ZCS, housed within the “Generalstaatsanwaltschaft Dresden” (Public Prosecutor
General’s Office of Dresden, own translation), is the judicial counterpart to the SN4C
of the LKA-Sachsen. It focuses on the prosecution of internet-related crimes

Zentralstelle fiir die Bekdmpfung von Informations- und Kommunikationskrimi-
nalitat — Baden-Wiirttemberg (Central Office for the Fight against Information and
Communication Crime — Baden-Wiirttemberg, own translation)

The “Zentralstelle fir die Bekdmpfung von Informations- und Kommunikationskrim-
inalitat” tasks within the “Generalstaatsanwaltschaft Stuttgart” (Public Prosecutor
General’s Office of Stuttgart, own translation) consists in the monitoring of develop-
ments in the field of information and communication technologies and to inform the
“Staatsanwaltschaft” (Public Prosecutor’s Office, own translation). It also plans and
carries out training sessions. The “Zentralstelle” examines new investigative tools in
the field of information and communication technologies according to their useful-
ness in law enforcement.

It is also intended to facilitate cooperation with other departments involved in this
field and cooperates with the BKA and the LKA Baden-Wiirttemberg
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Zentralstelle zur Bekdmpfung der Internet- und Computerkriminalitdt — Hessen
(Central Office for Combating Internet and Computer Crime — Hesse, ZIT, own trans-
lation)

The ZIT was established as a branch of the “Generalstaatsanwaltschaft Frankfurt
(a.M.)” (Public Prosecutor General’s Office of Frankfurt, own translation) in Gief3en. It
is the central operating office for particularly complex and extensive investigations
into areas of child sexual exploitation and abuse on the internet, darknet crime and
other cybercrime.

ZIT is the BKA's first point of contact for unresolved internet crimes with local juris-
diction in Germany and in mass proceedings against several suspects nationwide. It
is also a founding member of the European Judicial Cybercrime Network

Zentral- und Ansprechstelle Cybercrime Nordrhein-Westfalen (Central and Contact
Office Cybercrime North Rhine-Westphalia,ZAC NRW, own translation)

ZAC NRW - not to be confused with North Rhine-Westphalia’s “Zentrale Ansprech-
stelle Cybercrime der Polizei fir Wirtschaftsunternehmen” (Central and Contact
Office Cybercrime of the Police for Business and Industry, own translation), listed
as ZAC Nordrhein-Westfalen in the visualization and located in the state’s LKA -
has been the “Staatsanwaltschaft Koln” (Public Prosecutors Office Cologne, own
translation) responsible nationwide cybercrime unit of the judiciary. It is the largest
judiciary cybercrime unit in the nation, responsible for conducting proceedings in
high-profile cybercrime investigations, fulfilling the functions of a central contact
point for cybercrime and participating in further training measures in the regional
and national context.

The ZAC NRW is in close exchange with other central offices for cybercrime of the
federal states, police authorities, commercial enterprises and the BSI
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8. Explanation — Actors at Local Level

Bundes-Arbeitsgemeinschaft der Kommunalen IT-Dienstleister e. V. (Federal Work-
ing Group of Municipal IT Service Providers, Vitako, own translation)

Vitako, located in Berlin, currently brings together 52 data centers, software and
IT-service companies operating in over 10,000 municipalities in Germany. Vitako
aims to bundle knowledge and know-how in order to aid its members with regard to
the use of information technology in the public sector. Furthermore, as an associa-
tion, Vitako represents the interests and perspectives of municipal IT service pro-
viders in political forums and committees on legal as well as technical-organization
parameters. Within Vitako, members have joined together to form twelve specialist
working groups for the purpose of exchanging information and developing guide-
lines for action and association positions. These groups discuss, for example, cur-
rent developments within the field of e-government, IT security or standardization.

Vitako dispatches three representatives to the municipal committee of FITKO. Close
working relationships exist with the central municipal associations, which are sup-
ported by Vitako through its know-how and its advocacy in questions of IT security. Vi-
tako’s recommendations are always made in coordination with the central municipal
associations. Moreover, Vitako maintains a cooperation with the KGSt

IT-SiBe-Forum (Forum for Municipal IT Security Officers, own translation)

As an internal, non-public forum of municipalities and states, the IT-SiBe-Forum is a
platform open to all municipal IT security officers who, as contacts in municipal ad-
ministrations and municipal institutions, are responsible for the implementation of
IT security and the introduction of “IT-Grundschutz” (IT Baseline Protection, official
translation) standards*°. The IT-SiBe-Forum offers them opportunities to exchange
information and experiences. The principles of the IT-SiBe-Forum include the pres-
ervation of municipal self-administration, mutual support and a bundling function
for cross-level cooperation.

The IT-SiBe Forum also forms working groups of the central municipal associations
with IT security practitioners from the municipal level. Most recently, the IT-SiBe-Fo-
rum was actively involved in the revision of the “IT-Grundschutz-Profil Basis-Absi-
cherung Kommunalverwaltung” (IT Baseline Protection Profile for Basic Protection
of Municipal Administration, own translation) and the “Handreichung zur Ausgestal-
tung der Informationssicherheitsleitlinie in Kommunalverwaltungen” (Handout for
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the design of the information security guideline in municipal administrations, own
translation)

Kommunale Gemeinschaftsstelle fiir Verwaltungsmanagement (Municipal Joint
Office for Administrative Management, KGSt, own translation)

As a municipal association, KGSt supports its members — cities, counties, communi-
ties and other administrative organizations from the entirety of the DACH region —in
all questions within the realm of municipal management. It also provides supportin
implementing administration modernization efforts. In practice, this includes pro-
viding more than 2,200 municipalities with information, recommendations for ac-
tion,and individual consultations and seminars in the fields of municipal IT manage-
ment, IT strategy and IT data security. The KGSt has also established an innovation
circle “Digital and IT Management”, in which some 30 municipal IT experts regularly
meet to exchange experiences and, if necessary, draft position papers.

The KGSt maintains cooperation with the Central Municipal Associations and is rep-
resented in the municipal committee of FITKO by two representatives

Kommunale Spitzenverbidnde (Central Municipal Associations, KSV, own transla-
tion)

As a collective term, Central Municipal Associations are comprised of voluntary in-
ter-municipal associations and advocacy groups of German communities and states
at federal-state level: the “Deutscher Stadtetag” (Association of German Cities, own
translation), the “Deutscher Stadte- und Gemeindebund” (German Association of
Towns and Municipalities, own translation), and the “Deutscher Landkreistag” (Ger-
man Association of Rural Districts, own translation). Their work is coordinated within
the “Bundesvereinigung der kommunalen Spitzenverbéande” (Federal Organisation
of Central Municipal Organisations, own translation), whose chairmanship rotates
annually between the three associations. Together or as individual associations,
municipal interest groups take a position on political decision-making processes
or federal planning with municipal relevance and become involved in relevant leg-
islative procedures, when appropriate. This also includes the topics of IT and cy-
bersecurity. Representing the municipal policy interests of its members serves to
promote municipal self-administration. In this context, it is furthermore a concern
of the Central Municipal Associations, which are also organized at federal state lev-
el, to cultivate and facilitate the exchange of experiences and information between
its members.
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Together with the BSI, the Central Municipal Associations have developed a basic IT
protection profile for municipalities. Furthermore, Bvkom has issued recommenda-
tions for IT attacks on municipal administrations in collaboration with BKA and the
BSI. Through the Central Municipal Associations and the IT-SiBe-Forum, the BSI has
involved local governments in the modernization of basic IT protection. Together with
Vitako, the KSV have published a handout on the design of information security guide-
lines in municipal administrations. The Central Municipal Associations can partici-
pate in the meetings of the IT Planning Council in an advisory capacity through a total
of three (one each) designated representatives. The KSV are involved in the nomina-
tion of representatives for FITKO’s municipal body and can, in theory, also act as such
themselves. For example, the German Association of Towns and Municipalities com-
prises one of three representatives for towns and municipalities in the FITKO munic-
ipal body. On a purely representative basis, the German Association of Cities and the
German Association of Rural Districts are also represented on behalf of the cities and
counties. The German Association of Rural Districts is also a member of the ACS

Kommunalgremium des IT-Planungsrates (Municipal Committee of the IT Planning
Council, own translation)

A municipal committee of the IT Planning Council was established in 2020 under the
chairmanship of FITKO. It is meant to perform functions in the area of municipal IT
needs management, query municipal IT needs and establish a communication and
information platform between FITKO and municipalities in the area of federal IT. As
a result, the committee is also involved in the operational implementation of the
“Onlinezugangsgesetz” (Online Access Act, 0ZG, own translation) to improve online
access to administrative services. Hence, the Municipal Committee acts as an advi-
sory body at the strategic level to the IT Planning Council and reports to it regularly
through the FITKO. In addition to monthly virtual meetings, biannual face-to-face
meetings are scheduled.

The municipal committee (14 members in total) comprises three representatives from
each of the counties, cities and municipalities including their respective central mu-
nicipal association, three representatives from Vitako and two representatives from
the KGSt
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	Agentur für Innovation in der Cybersicherheit (Agency for Innovation in Cybersecurity, Cyberagentur, own translation)
	Agentur für Sprunginnovationen (Agency for Springboard Innovation, SprinD, official translation)
	Allianz für Cyber-Sicherheit (Alliance for Cybersecurity, ACS, own translation)
	Auswärtiges Amt (German Federal Foreign Office, AA, official translation)
	Bundesamt für Ausrüstung, Informationstechnik und Nutzung der Bundeswehr (Federal Office of Bundeswehr Equipment, Information Technology, and In-Service Support, BAAINBw, official translation)
	Bundesakademie für Sicherheitspolitik (Federal Academy for Security Policy, BAKS, official translation)
	Bundesanstalt für Finanzdienstleistungsaufsicht (Federal Financial Supervisory Authority, BaFin, official translation)
	Bundesamt für Bevölkerungsschutz und Katastrophenhilfe (Federal Office of Civil Protection and Disaster Assistance, BBK, official translation)
	Bundesanstalt für den Digitalfunk der Behörden und Organisationen mit Sicherheitsaufgaben (German Federal Agency for Public Safety Digital Radio, BDBOS, official translation)
	Bundesamt für den Militärischen Abschirmdienst (Federal Office for Military Counter-Intelligence, BAMAD, official translation)
	Bundesamt für Sicherheit in der Informationstechnik (Federal Office for Information Security, BSI, official translation)
	Bundesamt für Verfassungsschutz (Domestic Intelligence Service of the Federal Republic of Germany, BfV, official translation)
	Bundesbeauftragte:r für den Datenschutz und die Informationsfreiheit (Federal Commissioner for Data Protection and Freedom of Information, BfDI, official translation)
	Bundeskanzleramt (Federal Chancellery, BKAmt, official translation)
	Bundeskartellamt (Federal Cartel Office, BKartA, official translation)
	Bundeskriminalamt (Federal Criminal Police Office, BKA, official translation)
	Bundesministerium der Justiz und für Verbraucherschutz (Federal Ministry of Justice and Consumer Protection, BMJV, official translation)
	Bundesministerium der Verteidigung (Federal Ministry of Defence, BMVg, official translation)
	Bundesministerium des Innern, für Bau und Heimat (Federal Ministry of the Interior, Building and Community, BMI, official translation)
	Bundesministerium für Bildung und Forschung (Federal Ministry of Education and Research, BMBF, official translation)
	Bundesministerium für Finanzen (Federal Ministry of Finance, BMF, official translation)
	Bundesministerium für Gesundheit (Federal Ministry of Health, BMG, official translation)
	Bundesministerium für Verkehr und digitale Infrastruktur (Federal Ministry of Transport and Digital Infrastructure, BMVI, official translation)
	Bundesministerium für Wirtschaft und Energie (Federal Ministry for Economic Affairs and Energy, BMWi, official translation)
	Bundesministerium für wirtschaftliche Zusammenarbeit und Entwicklung (Federal Ministry for Economic Cooperation and Development, BMZ, official translation)
	Bundesnachrichtendienst (Foreign Intelligence Service of Germany, BND, official translation)
	Bundesnetzagentur für Elektrizität, Gas, Telekommunikation, Post und Eisenbahnen (Federal Network Agency for Electricity, Gas, Telecommunications, Post and Railways, BNetzA, official translation)
	Bundesverband der Verbraucherzentralen und Verbraucherverbände (Federation of German Consumer Organisations, vzbv, official translation)
	Bundespolizei (Federal Police, BPol, official translation)
	Bundeswehr (German Armed Forces, Bw, official translation)
	Bundesweite IT-Systemhaus GmbH (National IT Systems House GmbH, BWI, own translation)
	Bündnis für Cybersicherheit (Coalition for Cyber Security, own translation)
	Computer Emergency Response Team der Bundesverwaltung (Computer Emergency Response Team for federal agencies, CERT-Bund, official translation)
	Cyber Innovation Hub (CIHBw) 
	Cyber-Reserve (Military Cyber Reserve, own translation)
	Cyber Security Cluster Bonn e. V.
	Deutsche Akkreditierungsstelle (German National Accreditation Body, DAkkS, own translation)
	Deutsche Gesellschaft für Internationale Zusammenarbeit GmbH (Deutsche Gesellschaft für Internationale Zusammenarbeit GmbH, GIZ, official translation)
	Deutschland sicher im Netz e. V. (Germany Secure on the Internet e. V., DsiN, own translation)
	Forschungsinstitut Cyber Defence (Cyber Defence Research Institute, CODE, own translation)
	Föderale IT-Kooperation (Federal IT Cooperation, FITKO, own translation)
	gematik
	Gemeinsames Lagezentrum Cyber- und Informationsraum (Situation Center Cyber and Information Domain Service, GLZ CIR, own translation)
	Gemeinsames Melde- und Lagezentrum (Joint Information and Situation Centre of the Federal Government and the Federal States, GMLZ, official translation)
	G4C German Competence Centre against Cyber Crime e. V. (G4C German Competence Centre against Cyber Crime e. V., G4C, official translation)
	Informationstechnikzentrum Bund (Federal Information Technology Centre, ITZBund, own translation)
	Initiative IT-Sicherheit in der Wirtschaft (Initiative IT Security in the Economy, own translation)
	Initiative Wirtschaftsschutz (Initiative for Economic Protection, own translation)
	Innenministerkonferenz (Conference of Interior Ministers, IMK, official translation)
	IT-Planungsrat (IT Planning Council, IT-PLR, official translation)
	IT-Rat (IT Council, own translation)
	IT Security made in Germany (ITSMIG)
	Kommando Cyber- und Informationsraum (Cyber- and Information Domain Commando, KdoCIR, own translation)
	Kommando Informationstechnik (Information Technology Command, KdolTBw, own translation)
	Kommando Strategische Aufklärung (Strategic Reconnaissance Command, KdoStratAufkl, own translation)
	Nationaler CERT-Verbund (National CERT Network, own translation)
	Nationaler Cyber-Sicherheitsrat (National Cyber Security Council, Cyber-SR, official translation)
	Nationaler Pakt Cybersicherheit (National Cybersecurity Pact, own translation)
	Nationales Cyber-Abwehrzentrum (National Cyber Defence Centre, Cyber-AZ, official translation)
	Nationales IT-Lagezentrum (National IT Situation Centre, LZ, own translation)
	Organisationsbereich Cyber- und Informationsraum (Cyber and Information Domain Service, CIR, official translation)
	Öffentlich-Private Partnerschaft zum Schutz Kritischer Infrastrukturen (Public-Private Partnership for Critical Infrastructure Protection, UP KRITIS, own translation)
	Stiftung Wissenschaft und Politik (German Institute for International and Security Affairs, SWP, official translation)
	Transferstelle IT-Sicherheit im Mittelstand (Transfer Office “IT Security for Small and Medium-sized Enterprises”, TISiM, own translation)
	Universität der Bundeswehr (University of the German Federal Armed Forces, UniBw, official translation)
	Verwaltungs-CERT-Verbund (Administrative CERT-Group, VCV, own translation)
	Zentrale Stelle für Informationstechnik im Sicherheitsbereich (Central Office for Information Technology in the Security Sector, ZITiS, official translation)
	Zollkriminalamt (Customs Investigation Bureau, ZKA, official translation)

	7. Explanation: Actors at Federal State Level
	Computer Emergency Response Teams der Bundesländer (Computer Emergency Response Teams of the Federal States, Länder-CERTs, own translation)
	Cyberabwehr – Bayern (Cyber Defence – Bavaria, own translation)
	Cyber-Allianz-Zentrum – Bayern (Cyber-Alliance Centre – Bavaria, CAZ, own translation)
	Cyber-Competence-Center – Brandenburg (Cyber-Competence-Center – Brandenburg, CCC, own translation)
	Cyber Crime Competence Center Sachsen (Cyber Crime Competence Center Saxony, SN4C, own translation)
	Cybercrime Competence Center – Sachsen-Anhalt (Cybercrime Competence Center – Saxony-Anhalt, 4C, own translation)
	Cybercrime-Kompetenzzentrum – Nordrhein-Westfalen (Cybercrime Competency Center – North Rhine-Westphalia, own translation)
	Cyber Defense Center der Landesverwaltung Berlin (Cyber Defense Center of the Berlin State Administration, CDC-Lv, own translation)
	Cyberwehr – Baden-Württemberg (Cyber Defence – Baden-Wuerttemberg, own translation)
	Dezernat Cybercrime der Staatsanwaltschaft Saarbrücken (Cybercrime Department of the Public Prosecutor’s Office of Saarbrücken, own translation)
	Dezernat Cybercrime des Landeskriminalamtes Mecklenburg-Vorpommern (Cybercrime Department of the Mecklenburg-Western Pomerania State Office of Criminal Investigation, own translation)
	Dezernat Cybercrime des Landeskriminalamtes Rheinland-Pfalz (Cybercrime Department of the Rhineland-Palatinate State Office of Criminal Investigation, own translation)
	Dezernat Cybercrime des Landeskriminalamtes Thüringen (Cybercrime Department of the Thuringia State Office of Criminal Investigation, own translation)
	Dezernat LPP 222 Cybercrime – Saarland (Department LPP 222 Cybercrime – Saar­land)
	EMERGE IoT – Mecklenburg-Vorpommern (EMERGE IoT – Mecklenburg-Western Pomerania, own translation)
	Fachkommissariat Cybercrime – Hamburg (Special Commissioner’s Office for Cybercrime – Hamburg, LKA 54, own translation)
	Hessen Cyber Competence Center (Hessen3C)
	Informationssicherheitsbeauftragte:r der Landesverwaltung (Chief Information Security Officer of the State Administration, CISO, own translation)
	Kompetenz- und Forschungszentren für IT-Sicherheit (Competence and research centers for IT security, own translation)
	Kompetenzzentrum Cybercrime – Bayern (Cybercrime Competency Center – Bavaria, own translation)
	Koordinierungsstelle für Cybersicherheit Nordrhein-Westfalen (Coordination Office for Cyber Security North Rhine-Westphalia, own translation)
	Landesamt für Sicherheit in der Informationstechnik Bayern (State Office for Information Security of Bavaria, LSI, own translation)
	Landesbeauftragte:r für Informationstechnologie (State Commissioner for Information Technology, Länder-CIO, own translation)
	Landesbehörden für Verfassungsschutz (State Offices for the Protection of the Constitution, LfV, official translation)
	Netzverweis.de – Mecklenburg-Vorpommern (Netzverweis.de – Mecklenburg-Western Pomerania, own translation)
	Schwerpunktstaatsanwaltschaft für die Bekämpfung der Informations- und Kommunikationskriminalität Rostock (Special Prosecutor for Combatting Information and Communication Crimes of Rostock, own translation)
	Schwerpunktstaatsanwaltschaft zur Bekämpfung der Computer- und Datennetzkriminalität Cottbus (Special Public Prosecutor’s Office to Combat Computer and Data Network Crime of Cottbus, own translation)
	Sicherheitskooperation Cybercrime (Security Cooperation Cybercrime, own translation)
	Spezialabteilung zur Bekämpfung von Internetkriminalität der Staatsanwaltschaft Berlin (Special Department for the Fight against Cybercrime of Berlin’s Public Prosecutor’s Office, own translation)
	Zentrale Ansprechstellen Cybercrime der Polizeien der Länder für die Wirtschaft (Central Contact Points for Cybercrime of the Police Forces of the Federal States for the Economy, ZAC, own translation)
	Zentralstelle Cybercrime Bayern (Central Office Cybercrime Bavaria, ZCB, own translation)
	Zentralstelle Cybercrime Sachsen (Central Office Cybercrime Saxony, ZCS, own translation)
	Zentralstelle für die Bekämpfung von Informations- und Kommunikationskriminalität – Baden-Württemberg (Central Office for the Fight against Information and Communication Crime – Baden-Württemberg, own translation)
	Zentralstelle zur Bekämpfung der Internet- und Computerkriminalität – Hessen (Central Office for Combating Internet and Computer Crime – Hesse, ZIT, own translation)
	Zentral- und Ansprechstelle Cybercrime Nordrhein-Westfalen (Central and Contact Office Cybercrime North Rhine-Westphalia, ZAC NRW, own translation)

	8. Explanation – Actors at Local Level
	Bundes-Arbeitsgemeinschaft der Kommunalen IT-Dienstleister e. V. (Federal Working Group of Municipal IT Service Providers, Vitako, own translation)
	IT-SiBe-Forum (Forum for Municipal IT Security Officers, own translation)
	Kommunale Gemeinschaftsstelle für Verwaltungsmanagement (Municipal Joint Office for Administrative Management, KGSt, own translation)
	Kommunale Spitzenverbände (Central Municipal Associations, KSV, own translation)
	Kommunalgremium des IT-Planungsrates (Municipal Committee of the IT Planning Council, own translation)




